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1. TEPMHWHBI, ONNIPEJAEJEHUSA U COKPAIIIEHUA
B Hacrosimem JOKyMEHTE IPUHSTHI CIIEAYIONINE OCHOBHBIE TEPMHHBI, OTIPEEIICHNS U COKPAIICHHS:
1.1. Ab6onent Cetn (cM. Tarke m. 1.14) - mmmo, sBIArOmEecs COTPYAHUKOM YyUpexaeHHs (TPEANpHATHsS), HMEoIIee
COOTBETCTBYIONIUM 00pa3oM 0(popMIIEHHOE pa3pelieHne U TEXHHUECKHEe BO3MOKHOCTH Ha IOAKIIOYCHNE U B3aUMOJCHCTBHE C
Cersamu.
1.2. AGonentckuii myHKT (AIl) - cpecTBa BEIYUCIUTEIBHON TEXHUKHU YUPEXKIACHUS (MPeIpusaTHs), MoakIodaeMbie K CeTsam
C TIOMOIIBI0 KOMMYHHKAI[HOHHOTO 000PYIOBaHHS.
AII MoryT OBITh B BUI€ aBTOHOMHBIX NT€PCOHATIBHBIX 3JIEKTPOHHO-BBIUUCINTENRHBIX MaiH (IIDBM) ¢ MmogeMoM u He UMETh
(U3MYECKUX KaHAJIOB CBSI3U C JPYTUMHU CpeJcTBaMK BblunciuTenbHON TexHuku (CBT) npennpusitus, a Takke B BUJE OJHOM
WIN HECKOJBbKHX OOBEIUHEHHBIX JIOKAJbHBIX BbIUMCIUTENBHBIX cereil (JIBC) ¢ pabounmMm craHumsSMH W cepBepamw,
coeanHeHHBIX ¢ CeTsMH 4Yepe3 KOMMYHHMKAIMOHHOE 000OpyZoBaHHE (MOJEMBI, MOCTBI, IIUTIO3bI, MapIIPYTH3aTOPBI-POYTEPHL,
MYJIbTHILIEKCOPBI, KOMMYHHUKAIIMOHHBIE CEPBEPHI U T.IL.).
1.3. ABromarnsupoBanHas cucrema (AC) - cucrema, cocTosas U3 IEepPCoHANa U KOMIUIEKCA CPEICTB aBTOMAaTH3alMH €ro
JEATeNIbHOCTH, PeaIn3yiomas HHPOPMAIIOHHYIO TEXHOJIOTHIO BBITIOJIHEHHS YCTAHOBICHHBIX (DYHKITHH.
1.4. Anmuanctpatop AC - IHII0, OTBETCTBEHHOE 32 (PYHKIHMOHHPOBAaHWE aBTOMATHU3UPOBAHHOW CHCTEMBI B yCTAHOBICHHOM
IITaTHOM peXHUMe pabOTHI.
1.5. Apgvmuuuctparop 3ammThl (6e30macHOCTH) HWHGOPMANWMK - JIMIO, OTBETCTBEHHOE 3a 3allUTy aBTOMAaTH3MPOBAaHHON
CHCTEMBI OT HECAHKIIMOHUPOBAHHOTO JIOCTYTA K MH(POPMAITUH.
1.6. be3omacHOCTh MH(POPMAIIUHN - COCTOSHHUE 3aUTUIICHHOCTH MH(DOPMAIUH, XapaKTepHU3yeMoe CIOCOOHOCTBIO IepcoHaia,
TEXHUYECKUX CPEACTB U MH(OPMAIMOHHBIX TEXHOJOTHH obecrieyuBaTh KOHQOUACHIIMATLHOCTE (T.€. COXpaHEHHE B TallHE OT
CyOBEKTOB, HE MMEIONIMX MOJHOMOYMH Ha O3HAKOMJIEHHE C Heif), IeJIOCTHOCTh M JIOCTYIHOCTh MH(OpPMALMM TIpH €€
00paboTKe TEXHUIECKHMH CPEICTBAMH.
1.7. BcnomorarenbHble TexHUUeckne cpenactsa u cucteMbl (BTCC) - TexHudeckue cpeacTBa U CUCTEMBI, HE ITpeAHa3HauYCHHbIC
JUIsL Tiepenadd, oOpabOTKM M XpaHEHHs KOH(MASHIMAILHON HWH(OpMAlWH, yCTaHABIMBAaEMble COBMECTHO C OCHOBHBIMHU
TEXHUYECKUMH CPEACTBAMHU M CHCTEMAMH MJIH B 3AIUIAEMBIX TOMEIICHUSX.
K Hum oTHOCATCA:

®  DPa3IUYHOrO poja Teae(oHHBIE CPEICTBA H CHCTEMBI;

®  CpeACTBa M CHCTEMBbI [IEPEIau JaHHBIX B CHCTEME PaIOCBSI3H;
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CpeICTBa U CUCTEMbI OXPAHHOM U MOKapHOI CUTHANM3ALUY;
CpPEZCTBA ¥ CUCTEMBI OTIOBELICHNUS U CUTHAIIN3ALNHY;
KOHTPOJIbHO-N3MEPHUTENbHAS alapaTypa;
CPEACTBA M CUCTEMbI KOHJUIIMOHUPOBAHHS;
CPEACTBA M CHCTEMbI IPOBOAHON PaJUOTPAHCISIMMOHHON CETH W IpHEMa IPOTrpaMM PAIMOBEIIAHUS U TEJICBHICHUA
(abOHEHTCKHE TPOMKOTOBOPHTEIH, CUCTEMBI paIHOBEIAHNS, TENCBU30PbI U PaJHONPHEMHHKH | T.11.);

e  CpelCTBa NEKTPOHHON OPIrTEXHUKHY;

®  CpE/ACTBA M CUCTEMBI AJIeKTpoYacouKaimy;

e  UHBIE TEXHUUYECKHE CPEJCTBA U CUCTEMBI.
1.8. Joctyn x wuHbpopManuu (ZOCTyN) - O3HAKOMIIEHHE ¢ HHopMauueil, ee oOpabOTKa, B YaCTHOCTH, KOIHPOBaHHE,
Mou(UKAIMS UM YHUUTOXKEHHE UHOOPMALIUH.
1.9. JoctymHOCTh (CaHKIMOHHMPOBAaHHAs JOCTYIHOCTb) HWH(OpMAalMU - COCTOSHHE WH(OpMalUK, XapaKTepuzyeMoe
CHOCOOHOCTBIO TEXHMYECKHX CPEACTB M WH()OPMANMOHHBIX TEXHOJOTMH 00ecrednBaTh OECIPENMSTCTBEHHBIH IOCTYN K
nHPOPMANNHU CYOBEKTOB, IMEIOIINX Ha 3TO TIOJTHOMOYHSI.
1.10. 3ammra mHGOpMAamUK OT HECAHKIHMOHUpOBaHHOTO moctyma (3amuTta or HCJ]) mimm BO3meicTBHSA - OEsTEIHHOCT,
HamnpaBlCHHAas Ha MPEJOTBPAILCHHAE IIONyYeHUs] HHGOPMAINK 3aHHTEPECOBAHHBIM CYOBEKTOM (WM BO3JICHCTBHA Ha
nH(popMannio) ¢ HapyIIEHHEM YCTaHOBICHHBIX IIPaB WM MPABUIL
1.11. Cnenmanbubiii 3amutHbelidi 3HaK (C33) - cepTHUIMPOBAaHHOE W 3apErHCTPHPOBAHHOE B YCTAHOBJICHHOM IOPSAKE
u3zenne, MpeJHa3HAuYeHHOE JUIi KOHTPOJISI HECaHKIMOHUPOBAHHOTO JIOCTYHAa K OOBEKTaM 3aIlUTHI IyTEM OIpEAeICHUs
IIOJUTMHHOCTH U IesiocTHocTH C33, myTeM CpaBHEHMS caMoro 3Haka Wiu kommno3unuu "C33 - moioxka" 1Mo KpuUTepusMm
COOTBETCTBUS XapaKTEePHBIM IIPU3HAKaM BU3yaJIbHBIMHU, HHCTPYMEHTAIBHBIMU U IPYTUMHU METOAaMH.
1.12. 3amumaemsie nomemenus (311) - momenenus (cinyxeOHbIe KaOHMHETHI, aKTOBBIE, KOHPEPEHI[-3aJIbl U T.J.), CIIEHIUAIBHO
NpeJHa3HAYCHHbIE JUIS MNPOBEACHUs KOH(DHUACHIMANbHBIX MEpOIpPUATHH (COBEIIaHWH, o00CyXIeHHH, KoHpepeHIHH,
MIEPETOBOPOB U T.IL.).
1.13. NaopMaTHBHBINA CUT'HAT - 3JEKTPUYECKHE CUTHAJIbI, aKyCTHIECKUE, JICKTPOMAarHUTHBIE U Ipyrue (GU3NUECKUE MO, 10
rapaMeTpaM KOTOPBIX MOKET OBITh packpbiTa KOHOGHICHIMAIbHAS HMH(POPMAIM, IepeaaBaeMas, XpaHUMas I
oOpabaTsiBacMasi B OCHOBHBIX TEXHWYECKUX CPECTBAX U CUCTeMax u obcyxnaemas B 311
1.14. NudopmanroHHEIE PECypCHl - OTHAEIbHBIE JOKYMEHTHI M OTJCIbHBIE MAacCHBBI JJOKYMEHTOB, JOKYMEHTHI M MAacCCHBBI
JOKYMECHTOB B MH()OPMAIMOHHBIX cHcTeMax (OMOnmoTekax, apxmBax, (OHIaX, OaHKAaX MaHHBIX, OPYTUX HH()OPMAIOHHBIX
cucTemax).
1.15. HWudopmanuonHsie ceTH oOmero moap3oBanus (manee-CeTH) - BBIYHCIUTCIBbHBIC (MHGOPMAIIMOHHO-TENIEC-
KOMMYHUKAIMOHHBIE CETH) OTKPBITHIE JUIS MOJIb30BAHUS BCeM (PM3MYECKUM U IOPUANYECKUM JIHMLAM, B YCIyrax KOTOPBIX STHM
JIUIaM HEe MOJKET OBITh OTKA3aHO.
1.16. Kontponmupyemass 3oHa (K3) - 370 mpocTpaHCTBO (TeppUTOpHA, 3laHHE, 4YacTh 37jaHHA), B KOTOPOM HCKIIIOUYCHO
HEKOHTPOJIMPYEMOe TpeObIBaHNE JIMI], HE MMEIONINX MOCTOSHHOTO MJIM Pa3oBOr0 JOMYCKa, W MOCTOPOHHHUX TPAaHCIOPTHBIX
CPEeACTB.
I'panuneit K3 MoryT siBnstbes:

e  TEpUMETp OXPaHAEMOH TEPPUTOPHH YUPEKACHHS (TIPEATPHUSATHS);

e  OrpaXAalollye KOHCTPYKIMM OXPAHAEMOTO 3HaHUs WIM OXpaH’IeMOW 4YacTH 3/laHus, €CIM OHO pa3MEIIeHO Ha

HEOXPaHsIEeMOH TEPPUTOPHH.

B oTnenbHBIX ciiydasx Ha Mepuoj oOpadOTKM TEXHHUYECKHMMH CPEIICTBaMH KOH(HIeHIMaIbHOW nHpopmannu K3 BpeMeHHO
MOJKET YCTaHABIHMBATHCA OOJBINEH, YeM oOXpaHseMmass TeppuTopus mpeanpusrus. Ilpu 3ToOM JODKHBI NPHHAMATHCA
OpTraHM3aIMOHHO-PEXUMHBIE U TEXHHUECKUE MEPHI, HCKIIIOYAIOIINE MIIH CYIIECTBEHHO 3aTPYIHSAIONINE BO3MOKHOCTh BEACHUS
nepexsata HH(HpOpMAIHH B 3TOH 30HE.
1.17. KouduaenuuanpHas wuHbopmanus - JOKyMEHTHpOBaHHas HH(MOpPMAIMs, IOCTYH K KOTOPOH OrpaHMYMBaeTCsi B
COOTBETCTBUU C 3aKOHOJATeIbcTBOM Poccuiickont denepanun.
1.18. JlokanbHast BEIYUCIUTENBHAS CETh - BBIYMCIHMTENbHASA CETh, HOAJEPKUBAONIas B MpeJeiax OrpaHMICHHON TepPUTOPHA
OJIMH WJIM HECKOJBKO BBICOKOCKOPOCTHBIX KaHAJIOB Tepefad IH(GpoBoi MH(OpMALUK, MPEAOCTABISIEMBIX IOAKIIOYacMbIM
YCTpONCTBaM AJIst KPATKOBPEMEHHOTO MOHOIOJIBHOTO UCIIOIb30BAHUS.
1.19. MexcereBoii 3kpan (MD) - nokanbHOe (OJHOKOMIIOHEHTHOE) WM (DYHKIMOHAIBHO-pacIpeseIeHHOe NpOrpaMMHOE
(IporpaMMHO-anmnapaTHoOe) CpeicTBO (KOMIUIEKC), peaym3yloliee KOHTpoib 3a MHpopmanueid, nmocrynatomeid B AC n/umm
BeIxosmmeit u3 AC.
1.20. HecaHKIIMOHUPOBAHHBIA JOCTYN (HecaHKIpoHHpoBaHHbe AevicTBust) (HCI) - moctyn x mH(pOpMarmy win qeicTBus
nHpOpManuel, Hapymaue NpaBuUiIa pa3TpaHUdeHHUs JOCTYNa C HMCIOJB30BAaHUEM INTAaTHBIX CPEICTB, IPEAOCTABIISEMBIX
CPEICTBAMHU BBIYHMCIUTEIHHON TEXHUKH WM aBTOMAaTH3UPOBAHHBIMH CHCTEMAaMH.
1.21. OcuoBnele Texandeckne cpenactsa u cucteMsl (OTCC) - TexHHYeCKHe CpeAcTBa M CUCTEMBI, a TakKe UX KOMMYHHKAIIHH,
HCTIONB3yeMble Ui 00paboTKW, XpaHeHWS M mepeiadn KOHGUIACHIWAIbHOW wWH(popMamuu. B KOHTEKcTe HaCcTOSAMIEro
JOKYMEHTa K HUM OTHOCATCS TEXHMUYECKHE CPENCTBA M CHCTEMBbl aBTOMATH3HPOBAHHBIX CHCTEM Pa3IHMYHOIO YpPOBHSA U
Ha3Ha4YeHUs Ha 0a3e cpe/CTB BEIYMCIUTEILHON TEXHUKH, CPEJICTBA M CUCTEMBI CBS3H U Iepe/laudl JaHHBIX, UCIIOIb3YeMBbIE IS
00paboTKM KOHUICHINATBLHOH HH)OPMALIUH.
1.22. Tlpomaiinep CeTn - yNOJHOMOYEHHAs OpraHM3aIMs, BBINOJHAIOMAS (GYHKIMM MocTaBomka ycayr Ceru ams
aOOHEHTCKOT'O IyHKTAa M HEMIOCPEACTBEHHO 1t a0oHeHTOB CeTH.
1.23. Cucrema 3amursl napopmanuu or HCJI (C3U HC/) - koMIIeKC OpraHn3aliMOHHBIX MEP U MPOrpaMMHO-TEXHHYECKUX
(mpu  HEOOXOAMMOCTH KPHUMNTOrpahUIECKUX) CPEICTB 3allUThl OT HECAHKIIMOHMPOBAHHOTO JOCTyma K WH(pOpMaIu
(HECaHKITMOHUPOBAHHBIX ACHCTBUM C HEl) B aBTOMaTU3UPOBAHHON CHCTEME.



1.24. Cnyxebnas nnpopmarnms C3U HC/ - undopmanmonnas 6aza AC, HeoOxonumas st pynkumonuposanus C3U HCJL
(YpoBeHb ITOTHOMOYHH 3KCINTyaTallMOHHOTO nepconana AC, MaTpuna J0CTyma, KJIOYH, MApOJIH U T.1.).

1.25. TexHudeckuii kKaHai yTeuykd WH(DOpPMAIMKM - COBOKYITHOCTh OOBEKTa TEXHHUYECKOH pa3BeIKH, (HHU3MUECKOH Cpeabl U
CPEACTBa TEXHUIECKOW pa3BEIKN, KOTOPBIMH JOOBIBAIOTCS PAa3BEAbIBATEIILHbIC JaHHbIC.

1.26. Ycryrm Cetn - KOMIDIEKC (YHKIHOHAIBHBIX BO3MOKHOCTEH, IMPEJOCTABISIEMBIX AaO0OHEHTaM CETH C IIOMOIIBIO
TPUKJIAIHBIX TPOTOKOJIOB (IPOTOKOJIBI 5IeKTpoHHO# moutsl, FTP - File Transfer Protocol - mpuem/nepenaqa daitnos, HTTP -
Hiper Text Transfer Protocol - moctynm k Web-cepsepam, IRC - Internet Relay Chat -muanor B peansHom Bpemenw, Telnet -
TepMUHAJTBHBIH qocTym B cetd, WAIS - Wide Area Information Servers - cuctema xpaHeHHs U MOUCKA JOKYMEHTOB B CETH U
T.J.).

1.27. LenoctHOoCcTh MHGOPMAIMHK - YCTOWYMBOCTh HH(POPMAaIMK K HECAHKIIMOHUPOBAHHOMY MJIM CIly4aiiHOMY BO3JEHCTBHUIO Ha
Hee B Ipoliecce 00pabOTKM TEXHHMYECKUMH CPEICTBAMH, PE3YJIbTaTOM KOTOPOTO MOXKET OBITh YHHYTOXKEHHE U MCKa)KEHHE
nHpopmanum.

1.28. Web-cepsep - obmenoctynusiii B CeTr HHOOPMAIMOHHBIN cepBep, UCIOIB3YIONIHIA THIIEPTEKCTOBYIO TEXHOJIOTHIO.

2. OBIIIME ITOJIOKEHUA

2.1. Hacrosmmii TOKyMEHT yCTaHABIMBAaCT IOPSIOK OpraHW3aIMH PaboT, TpeOOBaHMSA M PEKOMEHAALNH IO 0OECIICYCHUIO
TEXHUYECKOH 3amuTHl KOHQUIEHIHMAIbHOH mH(opMarm Ha Tepputopun Poccuiickoit denepanuu u SBISIETCS OCHOBHBIM
PYKOBOASAIINM JIOKYMEHTOM B 3TOH oOnactu 11 (eAepanbHbBIX OPTaHOB rOCYJapCTBEHHON BIACTH, OPTaHOB TOCYJapCTBEHHON
Buacti cyOBpekToB Poccuiickoit ®enepamuyu u OpPraHOB MECTHOTO CAaMOYIIPABICHWSA, NPEANPHUSATHH, YIPEKACHUN U
opraHu3zaii (najnee - y4pekACHHs W TPENNPHUITHS) HE3aBHCHUMO OT HMX OpPraHW3allMOHHO-TIPaBOBOM (opmbl M (opmbl
COOCTBEHHOCTH, JOJKHOCTHBIX JIUI U TpakaaH Poccuiickoit dexeparyu, B3sSBIIUM Ha cedst 00s3aTeIbCTBA JTHO0 00s3aHHBIMH
IO CTaTyCy MCIOJIHATH TpeOOBaHMs NPaBOBBIX OKyMeHTOB Poccuiickoit deneparuu 1o 3amure nHGopManum.

2.2. TpeboBaHuUs U peKOMEHAAIMH HACTOSIIETO JOKYMEHTA PACIIPOCTPaHSIIOTCS Ha 3alIUTY:

e  xoHQUIEHIUATBHON HHpOpPManUKM - WHPOPMALUU C OrPaHUYEHHBIM JOCTYIIOM, 33 MCKIIOYCHHUEM CBEACHHM, OT-
HECEHHBIX K TOCYJapCTBCHHOM TailHE M IEPCOHANBHBIM JaHHBIM, COJAEpXAllelCss B TrOCYJapCTBEHHBIX
(MyHHUIUIIATBHBIX) HH(DOPMALMOHHBIX pecypcax, HAKOIUICHHOW 3a CYeT TOCYJapCTBEHHOro (MYHHIMIIAJIBHOTO)
Oro/pKeTa M SABIAIOIIEICS COOCTBEHHOCTBIO rocyaapcTBa (K HEM MOXET ObITh OTHeceHa MH(popManus, coCTaBIISIOIIAs
CIIy’KeOHYIO TaliHy M JApyrue BHIBI TailH B COOTBETCTBHHU C 3aKOHOJATeNbCcTBOM Poccuiickoit denepanun, a Taxke
CBEJICHNS! KOH(QHICHIIMAIBHOTO XapaKTepa B COOTBETCTBHH ¢ "[lepedneM cBeneHMI KOH(UACHINAIBLHOTO Xapakrepa',
yTBepkIeHHOTO YKa3oM [Ipesunenta Poccuiickoit @eneparuu ot 06.03.97 Nel88), 3ammra KOTOPOH OCYIIECTBISETCS B
HHTEpecax rocynapcTna (manee - ciyxeOHas TaiiHa);

e yuHbopMmamuu o (akKTax, COOBITHAX M OOCTOSATENbCTBAX YACTHOM J>KM3HM TpakIaHWHA, MO3BOJLIOIICH HIeHTH(H-
IUPOBATh €ro JINYHOCThH (TIepCOHANbHBIC AaHHbIC) (B coomsemcmeuu ¢ Dedepanrvhvim saxonom "O6 ungopmayuu,
ungpopmamuszayuu u 3awume ungopmayuu” pexcum 3awumvl NePcoHANLHLIX OAHHBIX O00NMdCeH Oblmb onpedeneH
@eoepanvrvim 3axonom. o e2o esedenusi 6 Oelicmeue OJisi YCMAHOBLEHUS. PENCUMA 3AWUmbl MaKou uH@opmayuu
cnedyem — pyKOBOOCMB08AMbCA — HACMOAWUM — OOKYMEHMOM.,  3d  UCKIIOUEeHUeM  C8eOeHUl,  NOONeHCaujux
PACHPOCMPAHEHUIO 8 CPEOCMBAX MACCOBOU UHPOPMAYUYU 8 YCMAHOBIEHHBIX (hedepanbHbIMU 3aKOHAMU CTYYAsX.)

2.3. nst 3ammuThl KOHOUICHINAIBHOW WH(pOpManny, coieprkalleiicss B Herocy/1apCTBeHHBIX MH()OPMAaLMOHHBIX pecypcax,
PEKHM 3aIIUTHI KOTOPOH OnpeiessieT COOCTBEHHUK 3THX PECYpCcOB (HamnpuMep, HHPOPMAIHH, COCTABIIIOMIEH KOMMEPUYECKYIO,
0aHKOBCKYIO TalfHy | T.1.) (Iajiee - KoMMepUecKas TaifHa), JaHHBIH IOKYMEHT HOCHT PEKOMEH/IaTeIbHBIN XapaKkTep.

2.4. JloxymMeHT pa3pabOTaH Ha OCHOBAaHWHU (QenepaibHBIX 3akoHOB "OO wuHoOpManuu, WHPOpPMATH3AUUN U 3aIUTe
nHpopmanuu", "OO0 yyacTuu B MEXTyHAPOAHOM HH(DopMamoHHOM ooMere", Yka3a [Ipesunenra Poccutickoit @eneparun ot
06.03.97r. Ne 188 "Ilepeuens cBeneHMt KOH(UAEHIMATbHOTO Xapakrepa", "J[OKTpHHBI MHGOPMAIOHHON 0€30macHOCTH
Poccuiickoit @eneparnun", yreepxxaenHon [pesunentom Poccuiickoit @eneparu 09.09.2000r. Ne [1p.-1895, "Ilomoxxenus o
MOpsiZIKE  OOpaIleHust CO  CIy)KeOHOH uWH(OpMaINUeil OrpaHMYCHHOTO pacHpoCcTpaHeHHs B (eaepaibHbIX OpraHax
HCTIOTHUTENILHON BIacTH'", yTBEp)KIeHHOTO nocTaHoBieHneM IIpaBurensctBa Poccuiickoit @eneparim ot 03.11.94r. Ne 1233,
JpYrux HOPMAaTHUBHBIX IPAaBOBBIX aKTOB MO 3amuTe uHGpopmanuu (npuioxenue Ne 8), a Takke ONbITa pealu3allid Mep
3alUThl HHPOPMAIMK B MUHUCTEPCTBAX U BEJIOMCTBAX, B YUPEIKACHHUAX U HA MIPEATPHUATHSIX.

2.5. JIOKyMEeHT olpeZieIisieT ce yIoIne OCHOBHBIE BOIPOCHI 3aIUTH HH()OPMAIIIH:

e opraHmzanuio pabor mo 3ammTe WHPOpMAaNMK, B TOM YHCIE NpU pa3pabOTKe W MOJEpHH3AIMH OOBEKTOB HH-
(hopmaTH3aLMK ¥ UX CHCTEM 3AILUTHI HH(pOpManuy;

® COCTaB M OCHOBHOE COJep)KaHHE OpPraHM3aLMOHHO-PACIIOPSIUTENLHON, TPOEKTHOMW, HSKCIUIyaTal[HIOHHOW W WHOH
JIOKyMEHTAIUH 110 3alInTe HHpOpMannmy;

e TpeOOBaHWS W PEKOMEHIANNHU II0 3aIIUTE PEYeBOil MHPOPMAINHU MPHU OCYIIECTBICHUH MEPEroBOPOB, B TOM HYHCIE C
UCIIOJIb30BAaHUEM TEXHHYECKUX CPEJICTB;

e TpeOOBAaHMS W PEKOMEHJAIMH IO 3amiuTe HWHPOpPMAIMK TIPH €€ aBTOMATH3WPOBAHHON 00paboTke W mepenade ¢
UCIIOJIb30BAaHUEM TEXHHYECKUX CPEJICTB;

®  TIOPSAAOK O0ECTIEYCHHUS 3aIINUTHI HHPOPMAITUH ITPH HKCIUTyaTallii 0O BEKTOB HHPOPMATH3AIIH;

e  0COOCHHOCTH 3aIIUTHI MH(OpMANUK NpU pa3paboTKe M AKCIUTyaTallid aBTOMAaTH3UPOBAHHBIX CHCTEM, HCIIOJIb3YIOIINX
pasJIMYHbIE THITBI CPE/ICTB BEIYUCIUTEIHLHON TEXHUKN M MH()OPMALIMOHHBIE TEXHOJIOTHH;

e  TOpsANOK obecrieyeHus 3aluThl HHPOPMAIMK IIPH B3aUMOJIEHCTBUN a0OHEHTOB ¢ MH(POPMAMOHHBIMU CETSIMH OOIIero
MOJIb30BAHUSL.

[Mopsinok pa3paboTkyu, NMPOM3BOACTBA, PEATH3ALMH W HCIIOJIb30BAHMS CPEACTB KpUITOrpadUuecKoil 3amursl WHGOpMaluu
onpenensiercst "[lonoxenneM o TopsAKe pa3paOOTKH, NPOW3BOACTBA (M3TOTOBIICHMS), pealu3allM, MPUOOPETEHUs W
UCTIONB30BAHMA CPEACTB KPUINTOTPa(hUIECKOH 3aIUThl HHGOPMAIUN C OTPAaHWYEHHBIM JTOCTYIIOM, HE COAEpIKalleH CBEICHUH,
cocTaBIsOmMUX rocyaapcrsennyio Tainy" (ITonoxenne I1K3-99), a taxke "MHCTpyKIMeH 1o opraHU3aIlliy M 00ECTICUSHUIO



0e30MacHOCTH XpaHeHHs, 0O0pabOTKM W Mepejayd 110 TEXHHMYECKMM KaHajlaM CBSI3M KOH(UICHIHMaNbHOW HMH(pOpMalMU B
Poccwuiickoit @eneparuu ¢ ucnosibzoBanneM ceptudunrpoBanabix @ATICU kpuntorpaduyueckux cpeacts".

2.6. 3amuTa nHpopManuu, 00padbaTeIBAEMOH C HCITOJIb30BAHUEM TEXHHUECKUX CPEACTB, SBISETCS COCTABHON YacThIO paboT 1O
CO3MaHUIO M OKCIUTyaTallid OOBEKTOB HH(GOPMATH3ALWU pAa3IMIHOTO HA3HAUCHHWS H JOJDKHA OCYIIECTBIATHCA B
YCTaHOBIICHHOM HACTOSIIMM JOKYMEHTOM IIOPSIKE B BUAE CHUCTEMBI (TIOJCHCTEMBI) 3aIIUTH HH(MOPMALHUH BO B3aHMMOCBS3H C
JPYTUMH MEpaMU TI0 3aIIuTe HHPOPMAIHH.

2.7. 3ammTe mOMNESKUT HHGOpMAIWA, KaK pedeBas, Tak W oOpabaThiBaeMas TEXHHYECKHMHU CpPEACTBAMH, a TaKXKe
NIPE/ACTaBICHHAasT B BUJAE WH(QOPMATHUBHBIX JJICKTPUYECKHX CHI'HAIOB, (M3MYECKUX IOJIeld, HOCHTeNedl Ha OyMakHOM,
MarHUTHOM, ONITHYECKOH M NHOM OCHOBE, B BUie MH(OPMALIMOHHBIX MacCUBOB 1 0a3 nanHbIX B AC.

3amuInaeMbpIMU 00beKTaMH HH(pOPMATH3AINH SBISIFOTCS:

e cpeacTBa W cuUCTeMbl HH(pOpMaTH3aluM (CPEICTBa BBIYMCIUTEIBHOW TEXHHUKH, aBTOMATH3UPOBAHHBIC CHUCTEMBI
pa3IMYHOTO YPOBHS M Ha3HayeHWs Ha 0a3ze CPEJACTB BBIYMCIUTEIBHOW TEXHHKH, B TOM 4YHCIE HH()OPMAalMOHHO-
BBIYUCITUTEIFHBIC KOMIUIEKCHI, CETH M CHCTEMBI, CPEICTBA M CHUCTEMBI CBS3M W IEepeJadd JaHHBIX, TEXHUIECKHE
cpencTBa mpHeMa, Tmepemadyd M o0paboTku wHpopMamuu  (TeNeQOHUH, 3BYKO3AMUCH, 3BYKOYCHIICHHS,
3BYKOBOCIIPOM3BEICHNUS, IMIEPETOBOPHBIC M TEIEBU3MOHHBIC YCTPOMCTBA, CPENCTBA H3TOTOBICHHS, THPAXHPOBAHUSI
JIOKYMEHTOB M JPYTHe TEXHUYECKHE CpeAcTBa OOpadOTKH pedeBOd, Tpaduueckoi, BUIeo W OYKBEHHO-TH(POBOIt
WHQOPMALIH), POTpaMMHBIE CpelICcTBa (OMEpaIiOHHBIE CHCTEMBI, CHCTEMBI YIIpaBIeHHUS 0a3aMH TAaHHBIX, IPYroe
o0IIecucTeMHOEe W TPUKIAIHOE TMPOTPaMMHOE OOecHeueHNe), HCIONb3yeMble It 0O0paboTKM KOH(GUICHIIMATFHON
uHpopmanuy;

® TCXHHUYECKHUE CPEJICTBA M CHUCTEMBbI, HC 00pabaThIBAIOIINE HEMOCPEICTBCHHO KOH(PHUICHIMAIbHYIO HH()OPMAIUIO, HO
pa3MelleHHbIE B TOMEIEHHSX, TJie OHa 00pabaThkiBaeTcs (UPKYIUPYET);

e  3aIUIACMBbIC IOMEIICHHS.

2.8. 3amuTa HHGOPMAIMH J0JDKHA OCYIIECTBISTHCS IOCPEICTBOM BBINOJIHEHHUS KOMIUIEKCA MEPONIPHUATHI 1 IPUMEHEHHE (TIpr
HE00X0IUMOCTH) cpeacTB 3U Mo MpeoTBPAIICHUIO YTeUKH HHPOPMAIIUK HIIH BO3ICHCTBHS HA HEE MO TEXHUYCCKUM KaHajIaM,
3a CUET HECAHKIMOHHPOBAHHOTO [OCTyNMa K HEH, M0 NpeAyHpekIeHHI0O NpeAHAMEPEHHBIX IPOrPaMMHO-TEXHHYECKHIX
BO3ICHUCTBUII C IEIbI0 HAPYHICHUS LEIOCTHOCTH (YHHUYTOXKCHHUS, MCKaKeHMs) WHQopMmammu B Tpolecce ee 00padoTKH,
nepesaddl U XpaHeHUs], HapyIICHUS ee JOCTYIHOCTH U paboTOCIOCOOHOCTH TEXHUIECKUX CPEICTB.

2.9. IIpu BeeHNH IEPETOBOPOB M UCIIOIH30BAHNH TEXHUICCKUX CPEICTB ISt 00pabOTKH U mepenayd HHPOPMAIIUH BO3ZMOKHBI
CleyromIre KaHAIbl YTEYKH U HCTOYHUKH Yyrpo3 0e30macHOCTH HHPOPMAIIUH:

®  aKyCTHYECKOe M3JIydeHHE MH()OPMATHBHOIO PEYEBOTO CHTHAJIA;

®  DIEKTPUYECKUE CUTHAJIBI, BO3HHUKAIOIINE [TOCPEACTBOM Mpeodpa3oBaHus MHPOPMATUBHOTO CUTHAJIA U3 aKyCTUYECKOTO B
ANIEKTPUYCCKHIA 32 CUeT MUKPOGOHHOTO 3 deKTa U PacIpoOCTPAHSIONIUECS 10 MPOBOAAM U JIMHHSIM, BBIXOAIIAMH 32
npenenst K3;

e  BUOPOAaKyCTHYECKHE CHTHAJbl, BO3HMKAIOIIUE MOCPEACTBOM IPeoOpa3oBaHusi HWHPOPMATHBHOIO aKyCTHYECKOTO
CUrHajia I1pu BO3ﬂeﬁCTBHH €ro Ha CTPOUTCIBbHBIC KOHCTPYKIIMH HW HWHXCHCPHO-TCXHUYCCKHUC KOMMYHHUKAUU
3alAIIAeMbIX TIOMEIICHHIA;

e  HECAaHKIIMOHWPOBAHHBIA IIOCTYNl M HECAHKIMOHHPOBAaHHBIE NEHCTBHA 1O OTHOIICHWIO K WH(POpPMANUU B aBTOMA-
TU3UPOBAHHBIX CHCTEMAaX, B TOM YHCJIE C HCIIOIB30BaHUEM HH()OPMAIIMOHHEBIX CeTel OOIIEro IMoIb30 BAHNUS;

e BO3JCHCTBHE HA TEXHWYCCKUE WM NPOTPAMMHBIC CPEICTBa HH(MOPMAIIMOHHBIX CHCTEM B IEIAX HapYIICHUS
KOH(QHICHIIMATHHOCTH, IEIOCTHOCTH M JIOCTYITHOCTH HH(OpPMAINH, pabOTOCHOCOOHOCTH TEXHUYECKHX CPEICTB,
CpC€ACTB 3aIIUTHI I/IH(bOpMaHI/II/I TOCPEACTBOM CIICHHUAJIbHO BHEAPEHHBIX IPOTrPaMMHBIX CPEJICTB,

o MoOOYHBIE QJICKTPOMArHuTHBIC W3JIYYCHU I/IH(I)OpMaTI/IBHOFO CUrHajia OT TEXHUYECKUX CPCICTB, O6pa6aTLIBaIOH_[I/IX
KOH(UICHIIMAIBHYI0 HHPOPMAIIMIO, U JIMHUH Nepefadyn 3Tol MHPOpMaIHu;

o HaBOIKH I/IH(bOpMaTI/IBHOFO CHUT'HaJ1a, O6pa6aTLIBaeMOI‘O TEXHUYCCKUMU CPEACTBAMHU, HA LECIIN DJICKTPOIIUTAHUA U JIMHUU
CBSI3H, BBIXOIIKE 3a Tipeneisl K3;

o paanousiiyuCHusd, MOAYJINPOBAHHBIC I/IH(I)OpMaTI/IBHI)IM CHUT'HAJIOM, BO3HUKAIOIIHNE TIPHU pa60Te Ppa3JIMYHbIX I'€HEPATOPOB,
BXOISIIUX B COCTaB TEXHWYECKHX CpPEICTB, WM NPH HAIWYAHM ITAPa3sUTHON TeHepalmuu B y3Jax (dIEMEHTaX)
TEXHHUYECKUX CPEJICTB;

®  PaMOM3IYYEHHS WJIM DJIEKTPHUYECKUE CHTHAJBI OT BHEJAPCHHBIX B TEXHHUYECKHE CPEJCTBA U 3allMIIAaeMble 10MEIICHHS
CIELUAJIbHBIX  JJIEKTPOHHBIX ~YCTPOWCTB IlepexBaTa pedyeBod HHpopMmamuu '"3akigalok", MOIyIHpOBaHHEIE
MH(OPMATUBHBIM CHTHAJIOM;

o Paarous3TydCHUA UIIH DJICKTPUICCKHUE CUTHAJIBI OT 3JICKTPOHHBIX yCTpOﬁCTB nepexnpara I/IH(pOpMaLII/II/I, INOAKIIFOYCHHBIX K
KaHaJIaM CBSI3M MJIM TEXHHYECKHUM CpecTBaM 00paboTku nHpOpManny;

®  TPOCIYIINBaHHE BEAYIIHUXCSA TeNE(POHHBIX U PaIHOTIEPETOBOPOB;

e mpocMoTp MHGOpPMAIMK C IKPAHOB AWCIUIEEB M JAPYTHX CPEACTB €€ OTOOpakeHHs, OyMaXHBIX W WHBIX HOCHTEIEH
I/IH(I)OpMaLH/H/I, B TOM YHMCJIE C TIOMOIIBIO ONITUYECKUX CPEACTB,

®  XHIICHHE TEXHUYECKUX CPEACTB C XpaHSAIIEHCS B HUX HHPOPMALeH NI OTACTBHBIX HOCUTENEH HH(BOPMAIIHH.

2.10. [epexBat nH(MOPMALIMH WK BO3/ICHCTBUE Ha HEE C UCIIOJIb30BAHMEM TEXHUUECKHX CPEACTB MOTYT BECTHCH!

e  u3-3a rpanunbl K3 n3 6ausnekanyx cTpoeHHH 1 TPAaHCIIOPTHBIX CPEJICTB;

® U3 CMEXHBIX NOMEIICHHH, NMPHHAUISKAINX JIPYTUM YUPEKACHUSIM (TIPEANPHUATHSIM) M PaclOIOKEHHBIM B TOM K€
3[JaHUH, YTO U OOBEKT 3aIINTHI;

®  IIpU [IOCCUICHNH YUPEexkIeHUs (PEANPHUSLTHS) IOCTOPOHHUMH JIULAMHU;

® 33 CYET HECAaHKIIMOHUPOBAHHOTO JOCTYIa (HECAHKIIMOHUPOBAHHBIX NEHCTBUI) K HH(pOpMaIH, mupKympyomeid B AC,
KaK C IMOMOIIBI0 TeXHUIECKUX cpeacTB AC, Tak U yepe3 HHGOPMAIMOHHBIE CETH OOIIETO MOJIh30BaHUS.



2.11. B xauecTBe anmnapaTypsl liepexBara WM BO3ACHCTBUS Ha HHHOPMALIMIO M TEXHUYECKUE CPEACTBA MOTYT MCIIOJIB30BATHCS
MOPTAaTHBHBIC BO3MMBIE M HOCHUMBIE YCTPOICTBa, pa3MeliaeMble BONMM3M 00BEKTa 3aIIUTHI JINOO MOAKIIOYAEMbIe K KaHaIaM
CBSI3M WJIM TEXHWYECKUM CPEICTBaM 00pabOTKHM MH(pOPMAIWMHM, a TAKKE 3JICKTPOHHBIE YCTPOWCTBA INepexBaTa MHGOpPMALUN
"3akmaaku”, pa3MeniaeMple BHYTPH WIH BHE 3aIUIIACMBIX TOMEIICHHUI.

2.12. Kpome mepexBaTta HH)OPMAINH TEXHHYECKIMH CPEICTBAMH BO3MOXKHO HETpeIHAMEpEHHOE MOIaJaHue 3allUIacMon
nH(pOpManNH K IMIaM, He TOITYIIEHHBIM K Hel, HO HaxoaamumMcs B penenax K3. OTo Bo3MOKHO, HanpuMep, BCICICTBHE:

e  HEIPEAHAMEPEHHOI'O MPOCITYIINBAHUS 0€3 MCIOIb30BAHNS TEXHUUECKHX CPENICTB KOH(GHUICHINAIBHBIX Pa3rOBOPOB H3-
32 HEJOCTaTOYHOM 3BYKOM3OJALMM OTPAXKIAIONIMX KOHCTPYKLHMH 3allMIIacMbIX IOMEIIEHHH U HMX WHXKEHEPHO-
TEXHUYECKUX CUCTEM;

e  CIly4allHOrO NPOCIYIIMBAaHUS TeJIe()OHHBIX pA3rOBOPOB NPH NPOBEACHHH MNPOGHUIAKTUYECKHX pPadOT B CeTAX
Tene()OHHOM CBA3M;

e  HECKOMIIETEHTHBIX WJIM OLUIMOOYHBIX JEWCTBHH mMojb3oBaTenaeld u aaMuHHUCTpaTopoB AC mpu paboTe BBIYHCIIUTENBHBIX
CeTeH;

e  TpocMOTpa HHPOPMAIHH C 3KPAHOB JHCIUIEEB U IPYTUX CPEICTB €€ OTOOPAsKCHH.

2.13. BrisBienue u ydeT (HakTOpOB BO3ACHCTBYIOMIMX WM MOTYIIMX BO3ICHCTBOBATH HA 3aIlUINacMyro HHGopMaIuio (yrpo3

6e3omacHOCTH MH(OpMAIM) B KOHKPETHBIX YCIOBHAX, B cooTBeTcTBHH ¢ ['OCT P 51275-99, coctaBisioT OCHOBY i

IUTAHUPOBAHMUS M OCYIIECTBICHNS MEPONPHUATHH, HAIIPABJICHHBIX Ha 3aIIUTY MH(POPMAIH Ha 00bEKTe HH()OPMATH3A LIHH.

[lepeyeHp HEOOXOIUMBIX MEp 3aLIUTH HH(OPMAIIAN OTIPEIeIIIeTCS 10 pe3yabTaTaM 00cefoBaHusI 00beKTa NH(popMaTH3aun

C Y4€TOM COOTHOILICHHS 3aTpaTr Ha 3allluTy HH(POPMAIMK C BO3MOXKHBIM YIIEpOOM OT €€ pasrialieHusl, yTpaThl, yHUUTOXKEHHS,

HCKa)KEHUs, HapyLICHUsS CAaHKIMOHUPOBAHHOM JIOCTYNHOCTH HH(pOpPMAaluu U paboTOCIOCOOHOCTH TEXHUUYECKHX CPEICTB,

o0OpabaThIBaONIMX 3Ty HMHGOPMAIHMIO, a TAaKKE C YYETOM pealbHbIX BO3MOXKHOCTEH ee IepexBaTta M pacKpbITHI ee

COJIepKaHHUS.

2.14. OcHOBHOE BHMMAaHHUE JOJDKHO OBITh YACJCHO 3allluTe WH(POPMAIMH, B OTHOIICHUH KOTOPOH yrpo3bl 0€30MacHOCTU

nHpopmManum peann3yrorcst 6e3 MPUMEHEHHS CIOXKHBIX TEXHHUYECKHUX CPEICTB NepexBaTa HH(OPMALIHH:

e  pedeBoi MHPOPMALNH, NUPKYJIUPYIONIEH B 3aIININAEMbIX TOMEIICHUSX;

e uHpopManuy, 00pabaTHIBAEMOW CPEACTBAMU BBIYUCIWTEIBHOW TEXHHWKH, OT HECAaHKIMOHHWPOBAHHOTO JAOCTyNa |
HECaHKIIMOHNPOBAHHBIX JEHCTBUIH;

e  pH(OpManUK, BHIBOJUMOW HAa SKpaHbl BUICOMOHUTOPOB;

e  pH(pOpManUM, IepeaaBaeMoil 1o KaHajJaM CBS3H, BEIXOISIINM 3a mpeaensl K3.

2.15. Pa3paboTka Mep U oOecIieueHUe 3aIUThl HHGOPMAIIMK OCYIIECTBIIAIOTCS MOJAPA3ICICHUSIMHU MO 3alUTe WHGOPMAIUU

(cayx0amMu GE€30IIACHOCTH) WIJIM OTIENBHBIMU CIICIMAINCTaMH, Ha3HAYaeMBbIMH PYKOBOJCTBOM HPEANPHATHs (YUPEIKICHHMs)

JUIsL TIpOBeIeHUsT Takux pabor. Paspaborka Mep 3ammuThl MHQOPMALMM MOXET OCYIIECTBISITHCS TaKXKe CTOPOHHUMH

MPEANPUATHIMU, UMEIONIMMUA COOTBETCTBYIONHE nuieH3un [ocrexkomuccuun Poccun w/mmu OATICU Ha mpaBo OKa3aHHs

yCIIYT B 00J1aCTH 3aIIUTHI HHpOpMAIIKH.

2.16. [nsa 3ammrtel MHGOPMALMHM PEKOMEH/IYETCs HCIIONB30BaTh CEPTH(GUIMPOBAHHBIE 1O TPEOOBaHMAM O€30MacHOCTH

nH}popManny TEXHHYECKUE CPeJICTBA 00pabOTKH U Mepenadd HH()OPMAaIMK, TEXHHYECKHE U NTPOTPaMMHBIE CPEJICTBA 3aIUThI

HHpOPMALIUH.

IIpn o0OpaboTke HOKYMEHTHPOBAHHON KOH(GHICHIMAILHOM WHpOpManmnu Ha 0OBEKTaX WHQOpMAaTH3alMu B OpraHax

rocyIapcTBeHHOH BiacTi Poccuiickoit denepanuu u opranax rocyAapcTBeHHON BiacTH cyOsekToB Poccumiickoit deneparmu,

JPYTUX TOCYAApCTBEHHBIX OpPTaHaxX, NPENNPUATUAX M YUPEXKICHUSIX CPEACTBA 3alIUThl MHYOPMAIIMOHHBIX CHCTEM HOAJIEkKAT

00s13aTeNbHON cepTUUKAIIH.

2.17. OOBbeKThl MHPOPMATH3AIMH TOJKHBI OBITH ATTECTOBAHBI Ha COOTBETCTBHE TPEOOBaHMAM MO 3amuTe HHPOpMAIMHU (

30eckb u danee noo ammecmayueli NOHUMAEMC KOMUCCUOHHAS NPUEMKA 00beKma UHGOpMamu3ayuy CuIamu npeonpusmus ¢

0053aMeNbHbIM YUacmuem cReyuanucma no 3awume ungopmayuu.)

2.18. OTBETCTBEHHOCTD 33 oOecreueHre TPeOOBaHUI IO TEXHUYESCKOM 3aIuTe KOHDUACHIIMATBHOM HH(OPMAIIMK BO3JIaraeTcs

Ha PYKOBOJUTENIEH YUPEKISHUH U MPEINPHUATHI, SKCIUTyaTHPYIOIINX 00BEKTH HHPOPMaTH3AIHH.

3. OPTAHMU3AL WA PABOT IO 3AINUTE NH®OPMALIUN

3.1. Opranuszanus U npoBezeHHe paboT 10 TEXHUUECKOH 3aInTe HHPOPMAIMK C OTPaHMYEHHBIM JOCTYIIOM, HE COJiepKariei

CBEJICHUH, COCTaBIISIOIIMX TOCYJApCTBEHHYIO TaliHy, NIpH ee 00paboTke TEXHWYECKUMH CpPEACTBAMU OIPEACISIOTCS

HaCTOSIINM JTIOKYMEHTOM, ACHCTBYIOIIMMH IOCYAapCTBEHHBIMH CTaHAApPTaMH M IPYIMMHU HOPMATHBHBIMH M METOANYECKHMHU

nokymenramu I'ocrexxomuccuu Poccun.

3.2. Opranmzanust paboT mo 3amuTe HMHPOPMAIMM BO3JIAraeTcsi Ha PYKOBOJIUTENEH YUPEeKAECHUH W NpeNIpHUsITHi,

PYKOBOIUTENEH MMOIpa3ieIeH i, OCYIIECTBISIONINX pa3paboTKy MPOEKTOB 0OBEKTOB MHPOPMATHU3AINH U HX IKCIUTyaTalllio, a

METOJMYECKOE PYKOBOJACTBO M KOHTPOIb 32 3(P(PEKTHBHOCTHIO MPETYCMOTPEHHBIX Mep 3alluThl HHGpOpManWu Ha

pyKOBOIUTENIEH TIOIpa3AesieHrH o 3anuTe nHpopManuu (CIry>k0 6€30MacHOCTH) yUpEeKASHUS (TTPEAPUITHS).

3.3. HayuHO-TeXHMYECKOE PYKOBOJCTBO W HEMOCPEJCTBEHHYIO OpraHu3amuio paboT mo cosmanuio (MoaepHusanuu) C3U

00BeKTa MH()OPMATH3AIMN OCYIIECTBISIECT €ro TJaBHBIH KOHCTPYKTOP WJIM JPYroe IOJKHOCTHOE JIHIO, OO0ecIednBalromiee

Hay4HO-TEXHHYECKOE PYKOBOACTBO CO3aHHEM 00BbeKTa HH(OPMATH3ALIIH.

3.4. Paspaborka C3M MOXET OCYIIECTBIATbCS KaK IIO/IpAa3JeNIeHHeM YUpexJeHus (Mpeanpuarus), Tak M CHenua-

JU3UPOBAHHBIM TIPEANPHUATHEM, HMerommM JuieH3nn ['octexkomuccun Poccun w/mmn @AIICH Ha COOTBETCTBYIOUIHIA BHIT

JIeATeIbHOCTH B 00JIACTH 3alUThl HHQOPMALIUH.

B ciyuae paspaborkn C3U wnm ee OTAENBHBIX KOMIIOHEHT CHEIMATU3HMPOBAHHBIM MPEANPUSATHEM, B YUpeXICHUH (Ha

NPEATIPUSTHN), AJIsI KOTOPOro OCYLIECTBISIETCSl pa3paboTka (MpeanpusTHe-3aKa34yrK), ONPENelsIoTCsl ToApa3ielieHus (Min

OTJCTbHBIC CIICIHAINCTHI), OTBETCTBEHHBIE 33 OPTraHM3alMIO0 U MPOBEICHNE (BHEIPEHHUE M SKCIUTYaTalHi0) MEPONPHUATHH IO

3amuTe MHGOpPMAIMK B X0/I¢ BHITIOITHEHHS PaboT ¢ HCITOJIb30BaHHEM KOH(MUICHITMATLHON HH(pOpMAaITHH.



Pazpaborka n BHenpenne C3U ocyriecTBisieTcst BO B3aMMOJICHCTBHU Pa3padOTUMKa CO CIIy»K00# 0€30MacCHOCTH NMPEANIPUSTHS -
3aKa34yMKa, KOTOpas OCYIIECTBIAET METOJMYECKOE PYKOBOICTBO M yJacTBYeT B Pa3pabOTKE KOHKPETHBIX TPeOOBaHMH MO
3amuTe WHPOPMAIUU, AHAIUTHYECKOM O0OCHOBaHWHM HeoOXxomuMocTH coszmanus C3U, corimacoBaHWW BBIOOpa CpPEICTB
BBIYHMCIIUTEIPHON TEXHUKN W CBSI3H, TEXHHYECKHX W TPOTPAMMHBIX CPEICTB 3aINWTHI, OPTaHU3AIMU pabOT IO BEISIBICHUIO
BO3MOXKHOCTEH M IPEXYNPEXICHAIO yTEUYKN U HAPYIICHUs [IETOCTHOCTH 3aluiiaeMoi nHpopManuy, B aTTeCTallul OOBEKTOB
nHPOPMATH3AIINH.

3.5. Opramm3anusi paboOT 1O CO3MAaHHMI0O W OJKCIUTyaTamud oO0BekToB HH(popmatm3ammu u ux C3U ompenmensercs B
pa3pabaTbiBaeMoM Ha mpeanpustuu "PykoBoncTse mo 3amure nHpopMmanuu" wiym B crierpansHoM "TlosioxeHuHn o mopsiake
OpraHHM3aliK ¥ NPOBEJCHUs padoT 1o 3aiuTe HHpOpMaIK" 1 TOJDKHA TIPEeTyCMaTpUBaTh:

®  TIOPSAJOK ONpeNeNIeHHs 3aliiaeMol HHpOpMalHH;

®  TOPSAJOK NPUBJICUYEHUS MMOJPA3AeIeHUH MPEANPHUATHS, ClIeHUaIN3UPOBAaHHBIX CTOPOHHUX OpraHu3anuii K pa3padoTke u
JKCIUTyaTaluu o0bekToB mHpopMmarnsammu u C3U, ux 3agaun n (GYHKOMM Ha Pa3JIMUHBIX CTAJAUSAX CO3JAaHUS H
SKCIUTyaTauy 00beKTa HH(POPMATH3ALINH,

®  TIOPSAIOK B3aWMOJCHCTBHUS BCEX 3aHATHIX B 3TOW pabOTe OpraHn3anuii, Mogpa3IeIeHI U CTICIIHAIICTOB;

®  TIOPSAIOK Pa3pabOTKH, BBOJA B NEHCTBHE U SKCIUIyaTallI0 00bEKTOB HH(POPMATH3AIINH;

e  OTBETCTBEHHOCTbH JIOJDKHOCTHBIX JIMI] 32 CBOCBPEMEHHOCTh M KadyeCTBO ()OPMUPOBAHUSI TPEOOBAHMI MO TEXHHUECKON
3amuTe HHPOPMAINH, 32 Ka4eCTBO U HaAyYHO-TEXHUIECKUH ypoBeHb pa3padotku C3U.

3.6. B yupexxnennu (Ha IpequpUsATHH) JODKEH OBITh JOKYMEHTaIbHO O(OPMIICH MepedeHb CBEACHUH KOH()HUACHIMAIHHOTO
xapaktepa (mpuioxkeHue Ne 6), mojuiexamux 3alluTe B COOTBETCTBUM C HOPMATHUBHBIMHU TMPAaBOBBLIMH aKTaMH, a TaKXKe
pa3paboTaHa COOTBETCTBYIOILAS pa3pellUTeNbHas CUCTEMA JIOCTYIIAa IEPCOHAA K TAKOTO PO/ia CBEACHHSIM.

3.7. YcTaHaBIMBAaIOTCS CIIEAYIONIME CTAJANU CO3JIaHUsI CUCTEMBI 3alUThl HH)OPMALIUH:

® MpPEINpOCKTHAs CTajusi, BKIIOYAONIAas MPEIIPOCKTHOE o00cienoBaHue o00bekTa HHGOPMATHU3AIUH, pPa3pabOTKy
aHAJTUTUYECKOro 000CHOBaHMs HeobxoauMocTH co3nanusa C3U U TeXHHYecKoro (YaCTHOTO TEXHUYECKOI0) 3aJaHUs Ha
ee CO3/IaHue;

e  CTaaus MPOEKTUPOBAHUS (pa3pabOTKM MPOEKTOB) U peann3anuy 00beKkTa HHpOpMaTH3aKy, BKIIOYAIOMAs pa3padoTKy
C3U B cocraBe 00beKTa HHPOPMATH3ALINY;

e craaus BBoga B AeiictBue C3U, BKmoYaromas ONBITHYIO SKCIUTyaTallMi0 M NPHEMO-CAATOYHBIC MCIBITAHUS CPEACTB
3aMUTHl HHPOPMAIIHH, a TAKXKE aTTECTAIMIO O0BEKTa MH(POPMATH3ALNH Ha COOTBETCTBHE TPEOOBAHHUAM OE30MaCHOCTH
HHPOPMAIIIH.

3.8. Ha npennpoeKkTHO cTauu 1Mo 00CcIe10BaHuI0 00bekTa HH)OPMATH3AINN:
yCTaHaBJIMBAETCS HEOOXOJUMOCTh 00paboTKH (00CyxIeHHs1) KOH(DUACHIIMANEHONH HHPOpPMAIMK HA JTAHHOM OOBEKTE
nHdopmaruzanuy;

e  ompezenseTcs nepeueHb CBEACHUH KOHPHUICHIMAIBHOTO XapaKkTepa, MOUIeKaIINX 3alIUTe OT YTEUKH 110 TEXHUYECKUM
KaHaJjiaMm;

e  ompenensorcs (YyTOYHSAIOTCS) Yrpo3bl 0€30MacCHOCTH HHPOPMAIMK U MOJIENIb BEPOSATHOTO HAPYLIUTEISI TPUMEHHUTEIEHO
K KOHKPETHBIM yCIOBHUSIM (YHKIIMOHUPOBAHHUS;

®  OIPEAENSAIOTCS yCIOBHS PACIIOIOKEHUS 00BEKTOB HH(pOpMATH3aMK OTHOCUTENBbHO Tpanun K3;

e  OIpEeAeNsIoTCcsl KOH(UTYpanus U TOIOJIOTHS aBTOMAaTH3UPOBAaHHBIX CHCTEM M CHCTEM CBSI3HM B IIEJIOM U MX OT/AENBHBIX
KOMITOHEHT, (pU3M4YecKne, (QYHKIMOHAIbHBIE U TEXHOJOTHYECKHE CBA3M KaK BHYTPH 3THX CHCTEM, TaK M C JAPYIHMH
CHCTEMaMH Pa3IMYHOTO YPOBHS M HA3HAYCHUS;

®  OINpPEAENSIOTCS TEXHHUYECKHE CPEICTBAa U CHUCTEMBI, MpeJIoyiaraeMble K HCIOJIb30BaHHIO B pazpabarbiBaemoit AC u
CHUCTEMAX CBA3H, YCIIOBHUA UX PACIOJIOKCHUA, O6I]_[eCI/ICTeMHBIe 1 MPUKJIIaJHBIC TPOTrPaMMHBIC CPEICTBA, UMCIOIIUECS Ha
PBIHKE U IpeJiaraeMble K pa3padoTke;

®  OMpeAeNstoTCs PeKUMbI 00padboTku nHpopmanuy B AC B 11€710M U B OTAENbHBIX KOMIIOHEHTAX;

e  ompezersieTcs Kiacc 3amumeHHocTH AC;

e ompezenseTrcs CTENEHb ydacTus mepcoHana B 00paboTke (0OCyXIeHUH, TTepeaade, XpaHeH!H) HH(opManuy, xapakTep
MX B3aMMOJICHCTBHS MEXLy c000ii n co ciry>x00ii 6e30macHoCTH;

®  OIpPEAENAIOTCST MEPOIPHATHA MO O0ECHEUCHHIO KOH(HICHINAIbHOCTH HH(GOPMAalMyd B TPOIECCe NMPOSKTHPOBAHUS
o0bekTa nHpOpMaTH3aLHH.

3.9. Tlo pesynbraram MpEANPOSKTHOrO OOCIENOBaHMS pPa3padaThIBACTCsl AHAIUTHYECKOE OOOCHOBAHME HEOOXOANMOCTH
co3nanus C3U.

Ha ocnose )IeﬁCTByIOH_IPIX HOPMATUBHBIX MNPABOBBIX AKTOB W MCTOAWYCCKUX JOKYMCHTOB II0 3alIUTE KOH(i)I/UIeHHI/IaHBHOI\/'I
nHpopManuy, B T.4. HACTOSIIETO JOKYMEHTA, C YYEeTOM YCTaHOBJICHHOrO Kiacca 3amuiineHHocTd AC 3aal0TCsl KOHKPETHBIE
TpebOoBaHUs O 3amuTe HHPOPMAIMH, BKIIIOUaeMbIe B TEXHHUECKOE (YaCTHOE TEXHUIECKOe) 3ajanne Ha pa3pabotky C3U.
3.10. IIpenmpoexkTtHoe oOcienoBaHWE B YACTH OIpPENENICHUS 3alluIiaeMoil HWHGOpPMAaluM MODKHO Oa3upoBaThcs Ha
JOKYMEHTAJIbHO O(OPMIICHHBIX TIEPEUHIX CBEACHUI KOHPHUICHIINAIHHOTO XapaKTepa.

[lepeuens cBeneHM KOHPHUICHIMAIBHOTO XapaKTepa COCTABIISIETCS 3aKa3uMKOM 00beKTa MHPOPMATH3AMH U 0(pOpMIIeTCS
3a TIO/AMICHI0 COOTBETCTBYIOIIETO PYKOBOIUTEIIS.

3.11. TIlpenmpoexkTtHoe oOcCieIOBaHHE MOXET OBITH IOPYYEHO CHEHUAIM3UPOBAHHOMY IPEANPHUATHIO, HMEIOIIEMY
COOTBETCTBYIOIIYIO JIMLEH3WIO, HO W B 3TOM CIlIy4ae aHaJIM3 HH(GOPMAIMOHHOTO OO0ECIe4YeHUss B YacTH 3alluIIaeMOH
nHpopmManuy 1esecooOpa3sHO  BBINOJHATH NPEACTABUTENSIM —NPEANPHUSATHA-3aKa3uuKa IPU  METOJMYECKOH HOMOIIH
CHELUATU3UPOBAHHOTO MPEIIIPHATHSL.

O3HaKOMJICHHE CIIELMAINCTOB 3TOTO IMPEANPUATHS C 3alIMINACMBIMU CBEICHMSMH OCYILECTBISIETCS B YCTAaHOBJICHHOM Ha
MPEANPUATHN-3aKa3UNKE TOPAIKE.

3.12. Ananmtudeckoe o6ocHoBaHue HeoOxoaumocTr co3aanns C3U nomkHO conepxaTh:



e  UHDOPMALMOHHYIO XapaKTEPUCTHUKY U OPraHU3aLMOHHYIO CTPYKTYpY 00beKTa HH(DOpMATH3ALINY;

®  XapaKTepPHCTHUKY KOMIUIEKCA OCHOBHBIX M BCIIOMOTATENbHBIX TEXHHYECKHX CPEACTB, MPOTPAMMHOIO OOeCHedeHHUs,
PEXUMOB PabOTHI, TEXHOJOTUYECKOTO Mporecca 00paboTku HHPOpMAITIH;

e  BO3MOJKHBIE KaHAJbI YTEUKH HH()OPMALUH U [IEPEUEHb MEPOIPUSTHH 110 UX YCTPAHEHHIO M OTPAaHUICHUIO;

e  IEpEUYCHb MPEIAraeMbIX K HCIIOIB30BAHHUIO CEPTU(HUINPOBAHHBIX CPEJICTB 3aIIUTHI HH(POpMANNy;

e 000CHOBaHME HEOOXOIMMOCTHU MPUBJICICHHUS CIEINATN3UPOBAHHBIX OPraHU3aNNi, IMEIOIIX HEOOXOANMBIC JTNIICH3NU
Ha MpaBo NPOBeAEHHS PaboT MO 3aiuTe HHPOPMAIHY;

®  OLICHKY MaTepHaJIbHBIX, TPYAOBBIX M (PMHAHCOBBIX 3aTpaTt Ha pa3paboTKy u BHeapeHue C3U;

®  OpHEHTHPOBOYHBIC CPOKH pa3padoTku u BHeApeHus C3U;

® [epeyeHb MEPOINPUATHH MO oOecreueHnI0 KOHPUICHIMATEHOCTH HHPOPMAIMK Ha CTaJNHM NPOSKTHPOBAHUS 00BEKTa
nHpopmaruzanuu.

Ananutnyeckoe 000CHOBaHHKE MOJIHUCHIBACTCSI PyKOBOIAMUTENIEM NPEANPOEKTHOTO 00CIICT0BaHUS, COTTIACOBBIBACTCS C IJIABHBIM
KOHCTPYKTOPOM  (IOJDKHOCTHBIM  JIMIIOM, OOECHEUYMBAIOMIMNM HAYYHO-TEXHHYECKOE pPYKOBOJACTBO CO3HAaHUS OOBEKTa
nHpopmMaTH3anmN), pyKOBOAUTEIEM CITy OBl 0€30MIaCHOCTH U YTBEPIKAACTCSA PyKOBOJAHUTENIEM MPEATIPHATHSI-3aKa34unKa.

3.13. Texnudeckoe (4acTHOE TEXHUIECKOE) 3a7anne Ha pa3paboTky C31 momKHO conepxKaTs:

e obOocHOBaHHE pPa3pabOTKH;

® HCXOJHBIC NAHHBIC CO3JaBaeMOTO (MOJCPHH3HPYEMOT0) OO0BEKTa WH(POPMATH3AUUN B TEXHHYECKOM, MPOTPAMMHOM,
MH(OPMALMOHHOM U OPraHU3allMOHHOM aCIIeKTax;

e  xiacc 3amumenHoctu AC;

® CCBUIKYy Ha HOpPMaTHBHBIC JTIOKYMEHTBHI, C Y4ETOM KOTOpHIX Oyzaer pa3pabarbiBathcsi C3V M npuHHMATBCS B DKC-
IUTyaTanuio o0beKT HHOOPMATH3ALINY;

e KoHKperm3aiuio TpeboBanuii k C3M Ha OCHOBe IEHCTBYIOIIMX HOPMATHBHO-METOJUYECKHUX JOKYMEHTOB H YC-
TaHOBJICHHOTO KJacca 3amunieHHocTH AC;

e  TepeyCHb MPEIIOJIAraeMbIX K HCIIOIB30BAHUIO CEPTH(HHUIIMPOBAHHBIX CPEICTB 3alIUThHI HH)OPMALIUH;

e 00OCHOBaHME TIPOBEACHMS pa3pabOTOK COOCTBEHHBIX CPEICTB 3alIMTHl HH(OpMalnMH, HEBO3MOXXHOCTH WM HE-
1e7IECO00PA3HOCTH UCTIONB30BAHMS MMEIOIINXCS HA PHIHKE CEPTH(UIIMPOBAHHBIX CPEACTB 3alIUTHl HH(popMannmy;

®  COCTaB, COJICp)KaHHUE M CPOKH IIPOBEACHHA PaboT 110 3TammaM pa3paboTKu U BHEAPEHHUS;

e  TepeyYCHb MOAPATHBIX OpraHU3aNNi-NCIIONHUTEINCH BUIOB padoT;

e  IepeyYCHb NPEABABIAEMON 3aKa3UUKy HAYYHO-TEXHUYECKOM NMPOLYKIUU U JOKYMEHTAIUH.

3.14. Texuuueckoe (YaCTHOE TEXHHUYECKOE) 3amaHue Ha pa3padboTky C3UM mojmuchiBaeTcs: pa3pabOTYUKOM, COTIIACOBBIBACTCS
co ciry00ii 0€30MacHOCTH NPEANPUATHS-3aKa3unKa, HOAPSIHBIMA OPTaHNU3alMIMH U YTBEPKAACTCS 3aKa3UMKOM.

3.15. B nensax auddepeHnnpoBaHHOTO MOAX01a K 3amuTe HHGopMaru npouspoautcs kiaccudpukanus AC mo TpeOoBaHUIM
samuiensocty ot HCJI k unpopmarmn.

Knace zammmennoctn AC ot HCJ] x uH(OpMamum ycraHaBIHBaeTCS COBMECTHO 3aKa3yMKOM M pa3padorumkoM AC c
MIPUBJICYEHUEM CIEIHAIICTOB I10 3alinTe MH(OPMAIMH B COOTBETCTBHH C TpeOOBaHWSIMU pyKoBojsiiero nokymenra (PI)
I'ocrexxomucenn Poccnn "ABTOMaTH3MpOBaHHBIE CUCTEMBI. 3allUTa OT HECAHKIMOHHUPOBAHHOTO IOCTYNA K MH(MOPMAIHH.
Krnaccudukanus aBTOMaTH3MpOBaHHBIX CHCTEM M TpeOOBaHMS 110 3amuTe MHGOpMaun" 1 paszjena 5 HACTOSIIETo JOKYMEHTa
1 oopMIIIETCS aKTOM.

[Mepecmotp xiacca 3amumeHHOCTH AC NPOU3BOAMTCS B OOS3aTENFHOM IOPSIKE, €CIIM MPOM30IUIO M3MEHEHHE XOTs Obl
OIHOT'O U3 KPUTEPUEB, HA OCHOBAHHUU KOTOPBIX OH ObILT YCTaHOBJICH.

3.16. Ha ctamuu mpoeKTHPOBaHUSA U co3aaHus oobekra nHpopmatuzanuu 1 C3U B ero cocrtaBe Ha OCHOBE IMPEbABISIEMbIX
TpeOOBaHUI M 3aJaHHBIX 3aKa34MKOM OIpaHUuYEHHH Ha (pUHAHCOBBIC, MaT€pHUANIbHBIC, TPYAOBBIE W BPEMEHHBIE PECYpPCHI
OCYIIECTBIISIOTCS:

e  pa3paboTKa 3aJaHusi U MPOEKTa Ha CTPOUTENBHBIE, CTPOUTEIBHO-MOHTAXKHbBIE PaOOThI (MM PEKOHCTPYKIINIO) 00bEeKTa
MHGOPMATH3AIMH B COOTBETCTBUU C TPEOOBAHMUAMH TEXHHYECKOTO (YaCTHOTO TEXHHYECKOI0) 3a/aHus Ha pa3paboTKy
C31;

e pa3paboTKa pasjena TEXHHIECKOro MPOeKTa Ha 00bEKT HHPOPMATH3AIMH B YACTH 3aIIUTHI HHPOPMAIINH;

®  CTPOUTENHHO-MOHT@)XHBbIE PAa0OTHI B COOTBETCTBMM C MPOEKTHOH JOKyMEHTAIMeH, YTBEpKICHHOW 3aKa3uMKOM,
pa3MeIIeHHeM U MOHTa)XOM TEXHUYECKUX CPEJICTB U CHUCTEM;

e pa3paboOTKa OPraHM3aAIMOHHO-TEXHMYECKUX MEPONPHUATHI MO 3alure HHPOPMAalUd B COOTBETCTBUHM C IPEIbSB-
JIAEMBIMHA Tpe6OBaHI/I$[MI/I;

o 3aKyIKa CepTI/I(pI/IHI/IpOBaHHBIX 06p3.3HOB nu CepHﬁHO BBIITYCKACMBIX B 3alIMIICHHOM HCIIOJJHCHUN TEXHUYECKUX CPEACTB
00paboTkH, mepenadn u XpaHeHns: HHpopMaIun, 1100 ux cepTuduKaus;

®  3aKyIKa CepTU(HUIMPOBAHHBIX TEXHUUYECKHUX, IPOTPAMMHBIX M IIPOTPAMMHO-TEXHHYECKUX (B T.4. KPUITOTPaPpUIECKUX)
CPEICTB 3alIUTH HHPOPMALINU U UX YCTAaHOBKA;

e pa3zpaboTka (IopabOTKa) WM 3aKyIKa M TOCIeAyIonas cepTudukanus mo TpedoBaHUsIM 0e30macHOCTH HH(pOpMAITIH
NPOTPAaMMHBIX ~ CPEACTB 3alIMThl HMH(GOpPMAIMM B Cly4yae, KOTAa Ha pPBIHKE OTCYTCTBYIOT TpeOyeMble
cepTH(UIMPOBaHHbBIE TPOTPAMMHBIE CPEJICTBA;

e opraHm3anMs OXpaHbl M (PU3MYECKOH 3alIUThl MOMENIeHHH 00bekTa WH(OpMAaTH3aLNK, WCKIIOYAIONINX HECaHK-
IIMOHMPOBAHHBIN JOCTYI K TEXHHMYECKUM CPEACTBaM 0O0pabOTKH, XpaHEHHs U Iepefadyd MHGOPMAIMH, UX XHIIEHHE U
HapylIeHHe paboTocrocoOHOCTH, XHIIeHHE HOCHTeNeH HH(opManny;

e pa3zpaboTKa M peanu3anysi pa3pelIuTeIbHON CHCTEMBI JOCTYyMNa II0JIB30BATENCH M JKCIUTyaTallHOHHOTO IIEPCOHANa K
obpabarteiBaeMoii (00Cy)kaaeMoii) Ha 00bekTe HHPOPMATH3ANN HHPOPMAITUH;



e  oOIpezeleHHE 3aKa3uyMKOM IMOJpa3jeleHUi W JIML, OTBETCTBEHHBIX 3a OKCIUIyaTallMi0 CPEACTB M Mep 3alluThl
nHpopMannu, oO0ydeHHe Ha3HAYCHHBIX JIHI crienuduke paboT Mo 3amuTe WHOOPMANMHN HA CTATUH DKCILTyaTaldu
o0bekTa nHPOpMaTU3AIINH;

e  BBINOJHEHWE TEHEpPAalUH MakeTa MNPUKIAAHBIX INPOTPAMM B KOMIUIEKCE C MPOTPAMMHBIMH CPEACTBAMHU 3aIIHTHI
nHpOpPMALNH;

e pa3paboTKa SKCIUTyaTallHOHHOW JOKYMEHTAIMH Ha OOBEKT WH(POPMATH3AIMM W CPEICTBA 3aIIWTH MH(OOpMAIWH, a
TaKKe OPraHW3allMOHHO-PACIIOPSANTEIBHON JOKYMEHTAlMU 110 3aliuTe HHpOpManuu (MPUKa30B, HHCTPYKIHMH |
JIPYTUX JOKYMEHTOB);

e  BBINOJIHEHHE JPYTUX MEPONPHATHH, CleUM(UYHBIX I KOHKPETHBIX OOBEKTOB HMH(OpPMaTH3allMM M HarpasieHUH
3alIMUTHl HHOPMAIHH.

3.17. 3amanue Ha TPOEKTHPOBaHHE O(GOPMIIETCS OTAEIBHBIM JOKYMEHTOM, COTJIACOBBIBACTCSI C MPOEKTHOW OpraHHU3alew,
ciryk00# (crenuaaucToM) 0€30MacHOCTH MPEANPHUATHsI-3aKa3ylKa B YacTH JOCTaTOYHOCTH Mep MO TEeXHUYECKOH 3alure
nH(pOpMaINH 1 YTBEPKAACTCS 3aKa3UUKOM.

Meponpustus o 3ammre HHGOpManuH OT YTEUKH MO TEXHWIECKUM KaHaJIaM SBILTFOTCS OCHOBHBIM JIEMEHTOM IPOEKTHBIX
PpEIICHUH, 3aKJIaAbIBAEMBIX B COOTBETCTBYIOIINE Pa3AEibl IPOEKTA, U pa3padaThIBAIOTCS OJHOBPEMEHHO C HUMH.

3.18. Ha crammm mpoeKTHpOBaHHA M CO3JaHWA OOBekTa WHPOpMAaTH3aIHu O(QOPMILIIOTCS TaKKe TEXHHUYECKHH (TEXHO-
pabounii) MpOeKT U 3KCIUTyaTanroHHas gokymenTanus C3U, cocrosmue u3:

®  TOSICHUTEIBHOW 3aMHCKH C M3I0XKEHUEM PEHICHUH M0 KOMIUIEKCY OPTaHU3ALMOHHBIX MEP W MIPOTrPaMMHO-TEXHIHUECKIM
(B TOM ymcne KpuntorpaduuecKuM) CpeicTBaM obecredeHus 0e30MacHOCTH UHPOPMAIIUH, COCTaBa CPEICTB 3alIUThI
uH(opMaLuK ¢ yKa3aHUEM UX COOTBETCTBHs TpeOoBaHusIM T3;

e  OmUCaHHWsI TEXHHYECKOro, MPOrpaMMHOI0, MH()OPMALMOHHOTO OOECHEeYeHUsT M TEXHOJIOTMH 00paboTku (Iepeauu)
uHpopmanuy;

®  IUIaHa OPraHM3aLMOHHO-TEXHUYECKHX MEPONPHSTHII IO MOArOTOBKE 00BEKTa HHPOPMATHU3AIMU K BHEAPEHHIO CPEICTB
Y Mep 3aIIUTHl HH()OpMaLuH;

e  TEXHMYECKOTO Iacnopra o0bekTa nHpopMarusanuu (hopma TeXHHIEcKoro macnopra Ha AC mpuBeneHa B NPUII0KEHUN
Ne 5);

® UHCTPYKIWH W PYKOBOACTB IO SKCIUTyaTallMM TEXHWYECKHUX M MPOTPAMMHBIX CPEICTB 3AIIUTHI [UIS IIOJIB30BATEIICH,
aJIMHHUCTPATOPOB CUCTEMBI, a TAKXKE AJISI PAOOTHUKOB CIIY>KOBI 3aIIMTHI HH(pOpMALNH .

3.19. Ha cragnu BBOza B neficTBrue o0bekTa nHpopMaTm3anmn U C3U ocyiecTBISIOTCS:

e  OMBITHAas JKCIUTyaTalusi CPEICTB 3alllUThl MHPOPMAIMK B KOMIUIEKCE C JIPYTUMH TEXHUYECKUMHU M MPOTPaMMHBIMHU
CpeACTBAMH B LEJSX IPOBEPKHM HX pPabOTOCIOCOOHOCTH B COCTaBe OO0BeKTa HH(OpMATH3allMM W OTPabOTKU
TEXHOJIOTHYECKOTO Ipolecca 00paboTku (nepenayun) HHPOPMaIHy;

®  [PUEMO-CIIATOYHbIE MCIBITAHUS CPEJCTB 3allUThl HMHGOPMAIMKM MO pe3yJibTaraM OMNBITHOW OJKCIUIyaTalud C
odopMIIeHHEM PHEMO-CAATOYHOTO aKTa, MOIIMICHIBAEMOT0 pa3paboTIMKOM (ITOCTAaBIIMKOM) U 3aKa39HKOM;

e arrtecranys 00BeKTa HHPOPMATH3ALUH IO TPEOOBAHUSIM 0€30ITaCHOCTH HH(POPMAIIHH.

3.20. Ha sToif cTamuu opopMIITIOTCS:

®  aKTbHI BHEIPEHUS CPE/ICTB 3aLIUTH HH(POPMAIUH 110 PE3YJIbTaTaM UX IMPHEMO-CIaTOUHBIX UCTIBITAHUH;

®  TPeNbSIBUTENHCKUN aKT K MMPOBEICHHIO aTTECTAIIMOHHBIX HCIIBITAHUH;

e  3aKIIOYEHHE MO Pe3yIbTaTaM aTTECTANMOHHBIX HCIBITAHUMH.

[lpu mONOXKHUTENBHBIX pe3yJibTaTax aTTecTalMd Ha O0beKT HH(popMaTH3auuu odopmisiercs "ATTecTarT COOTBETCTBUS"
TpeboBanusaM o OesomacHocTH uHMopMarmu (hopma "Atrectara cootBeTcTBUs" st AC npuBeneHa B MpHIIOKEHUH No 2,
qutst 311 B mpusoxerun Ne 3)

3.21. Kpome BhlIIeyKa3aHHON MOKYMEHTAllMM B YYPEKICHUM (Ha HPEIUPUATHH) OGOPMIISIOTCS IPHUKA3bl, yKa3aHUS MU
peIeHus:

® 0 TNPOEKTHPOBaHMU OOBEKTa WH(OPMATU3AlMH, CO3JaHWH COOTBETCTBYIOIIMX II0/Ipa3JiefieHnii pa3pabOTKH W Ha-

3HAUYCHHWHU OTBETCTBEHHBIX MCIIOIHHUTEIEH;

0 (hopMHpOBaHMY TPYIIIIEI 00CIICIOBAHNS U HA3HAYCHNH €€ PYKOBOANTEIIS;

0 3aKJIIOYEHUH COOTBETCTBYIOIINX JOTOBOPOB Ha NPOBEJECHUE PAdOT;

0 Ha3HAYEHHH JIMII, OTBETCTBEHHBIX 32 IKCIUTyaTalHI0 00beKTa HHPpOpPMaTH3aLNY;

e 0 Hayaie o6paboTku B AC (00CyX/IeHNUs B 3aIlIMIIAEMOM NOMENICHNH) KOHPHUICHIINATbHOW HH(OPMALHH.

3.22. Insa 0O0beKTOB MHPOPMATH3AINHN, HAXOIANINXCS B JKCILTyaTalldd 0 BBEICHHS B JCHCTBHE HACTOSIIETO JOKYMEHTa,
MOJKET OBITh IPEAYCMOTPEH 10 PEIICHUIO UX 3aKa3yuKa (BIajenblia) YIPOIIEHHbBI BapHaHT UX T0paOOTKH (MOJIEpHU3AINH),
nepeoopMIIEHUs] OPTaHU3AIIMOHHO-PACTIOPSAUTEIHHON, TEXHOJIOTUIECKON U AKCIITYyaTallHOHHON JTOKYMEHTAIIHH.

[IporpaMma aTTECTAIMOHHBIX HWCIIBITAHHM TAaKOTO pPoOAa OOBEKTOB HMH(MOPMATH3AIHMK ONpEAEISeTCs AaTTeCTallMOHHON
KOMHUCCHEH.

Heo0x0oanMbIM yCIIOBUEM SIBIISIETCSI X COOTBETCTBHUE ACHCTBYIOLIMM TPEOOBAHMSM I10 3aIInTe HHHOPMALHH.

3.23. Dkcuryatanust 00beKkTa HH(OPMaTH3ALMH OCYLIECTBIISICTCS! B TOJTHOM COOTBETCTBHH C YTBEPKICHHON OpraHW3aliMOHHO-
PpacIopsIINTENILHON M AKCIUTYaTallMOHHON IOKYMEHTANUEH, C yUeTOM TPeOOBaHUI 1 TIOJIOKEHNUH, N3JI0KEHHBIX B pa3zenax 4-6
HACTOSIIEr0 JOKyMEHTa.

3.24. C 1uenpi0 CBOEBPEMEHHOI'O BBISBJICHHMS M IPEIOTBPAIICHUS YTCUKHM MH(POPMAIMM 10 TEXHUYECKUM KaHajaM,
UCKJIIOYEHHS WIH CYIIECTBEHHOTO 3aTpyJHEHUS HECAaHKIMOHMPOBAHHOTO [OCTyNla W TIPEJOTBPAIICHHS CIEHAIbHBIX
MIPOrPaMMHO-TEXHUYECKUX BO3JICHCTBHH, BBI3BIBAIOIIMX HapyIIEHHE LEJIOCTHOCTH MH(opMaumu wid paboTocrnocoOHOCTh
TEXHHUYECKHUX CPEACTB B YUPEKIACHUH (HA MIPEATIPUATHN), IPOBOAUTCS MEPHOIMUECKHN (HE pEKE OJHOTO pa3a B rof) KOHTPOIIb
COCTOSTHHSL 3aIU Tl HH()OPMALIUH.



Konrponb ocymecTBisiercs: ciy00i 6€30macHOCTH yUpekaAeHus (PEAIIPUSATHS), a TAKKE OTPAcIeBBIMU M (eaepabHBIMU
OopraHaMu KOHTPOJIS (11 HHOPMAIUHN, PEXHUM 3aIUTHl KOTOPOH OIPEENAET TOCYJapCTBO) U 3aKII0YACTCS B OLICHKE:

e  coOmro/eHNsI HOPMATUBHBIX M METOJMUYECKHUX JOKyMEHTOB I'ocTexkomuccuu Poccun;

e  pPaboTOCTIOCOOHOCTH MPUMEHSEMBIX CPEICTB 3alIUThl WH(GOPMAIMKM B COOTBETCTBHHM C MX O3KCIUTyTAaIlMOHHOW I0-
KyMEHTalMeH;

e  3HAHWI U BBIIOJIHEHUS IEPCOHAIIOM CBOHMX (DYHKIMOHAIBHBIX 00A3aHHOCTEH B 9aCTH 3alIUTHl HH(YOPMALIIH.

3.25. CoOCTBEeHHUK WIIM Biajelnen KoHQuAeHIHaNbHOH HH(POPMa UMEeT NPaBo 00paTHThCS B OPTaHbl rOCyap CTBEHHOMH
BJIACTH ]ISl OLEHKH NPaBHJIHHOCTH BBITIOJIHEHUS HOPM M TpeOOBaHMH 1O 3aIuTe ero MHGOpMaluu B UHOOPMALMOHHBIX
CUCTEMaX.

3.26. Ilpn HEOOXOIUMOCTH IO pEIIeHHI0 pyKoBoauTens npeanpusitus B 3[1 u B Mectax pazMmenieHust cpeacTB o0paboTKu
nH}opManuK MOTYT NMPOBOAUTHCS pabOTHl MO OOHAPYKEHUIO M M3BATHIO "3aKIamoK", NpeJHa3HAaueHHBIX IUISI CKPBITOTO
repexBara 3aliinaeMol HHpOpMaIyy.

3.27. Takue pabOTHI MOTYT HPOBOIWTHCS OPTaHU3AIAMH, UMErOIUMH cooTBercTBytomme nuneH3nu OAIICU mwmn ©Ch
Poccun Ha maHHBINA BU O€SITEIbHOCTH.

4. TPEBOBAHUSA 1 PEKOMEH/IAIIAHA IO 3AIIIUTE PEYEBON UH®OPMAIIUU

4.1. O0uHe moJI0KeHus

4.1.1. TpeboBaHHs W PEKOMCHIAIIMH HACTOSIIErO pa3jeiia HalpaBlieHHl Ha HCKIIOUEHHE (CYIIECTBEHHOE 3aTpyIHEHHE)
BO3MOKHOCTH TlepexBaTa KOH(QHUACHIINAILHON pedeBoi mHpopMarn, mupKyaupyoomeii B 31, B cucremax 3BYKOYCHIJICHHS
(C3Y) u 3BykoBoro conpoBoxacaus kunopuasmos (C3CK), mpu ocyiecTBiIeHNH €€ MarHUTHON 3BYKO3aMKCH U MEepeadu o
KaHaluaM CBS3H.

4.1.2. TpeboBaHHUsI HACTOSAIIErO pasfeiia, €CIM HE OrOBOPEHO CIEHHUANBHO, SBJISIOTCSA 00S3aTeIbHBIMH HAa BCEX CTaHsIX
IIPOEKTUPOBAHNUS, CTPOUTENBCTBA, OCHaIIeHUs, 3KkcIuTyaTanuu 311 u pazmemennsix B HuXx OTCC u BTCC, mns cuctem C3V u
C3CK.

4.1.3. Ilpu nmpoBeIeHUH MEPOIIPUSITHH C UCTIONb30BAaHUEM KOH(HICHIIMATbHON peueBOl HH(POPMAIMU 1 TEXHUYECKHX CPEICTB
ee 00paboTKN BO3MOXHA yTedKa HHPOPMANNH 3a CUET:

®  aKyCTHYECKOTO M3IIydeHUs] HHPOPMATHBHOTO PEUEBOTO CUTHANA;

e  BHOPOAKYCTHYECKMX CHI'HAIOB, BO3HHMKAIOIINX IIOCPEACTBOM IIpeoOpa3oBaHus HH(YOPMATHBHOTO aKyCTHUYECKOTO
CHTHAJa IIPU BO3/ICHCTBUH €T0 Ha CTPOUTEIbHBIC KOHCTPYKIMN 1 HHXKCHEPHO-TeXHUIecKue cucteMsl 311;

e  TIPOCIYNIMBAaHUS Pa3roBopoB, Beaymmxcs B 31, mo mHpOpManMOHHBIM KaHajdaM OOINETO MOJb30BaHMS (TOpPOACKas
TeneOHHas CeTh, COTOBAsl, TPAHKUHIOBasl ¥ MEHKUHTOBAsI CBS3b, paIUOTEIe(OHBI) 32 CUET CKPBITHOTO HOAKIIIOUSHHS
OKOHEYHBIX YCTPOMCTB 3TUX BUIOB CBSI3H;

®  DIEKTPUYECKUX CHUTHAJIOB, BO3HUKAIOIIUX B pe3ysbTare NpeoOpa3oBaHusi HHPOPMATUBHOTO CUTHAJIA U3 aKyCTUYECKOTO
B DJIEKTPUYECKUI 3a c4eT MHUKPOQOHHOro 3ddekra M pacmpoCTPaHSIOMIMXCS IO MPOBOJAAM M JIMHUSM Mepenadd
nHQOPMAINH, BEIXOIAMHNX 32 mpeaens! K3;

e 100OYHBIX IJIEKTPOMATHUTHBIX HM3JIy4yeHHH WH(POPMATUBHOrO cHrHana OT oOpalaThIBalOLIMX KOH(UIEHINAIbHYIO
MH(OpMALMIO TEXHUYECKHX CPEICTB, B T.4. BOSHMKAIOIMX 3a CUET IMapa3sUTHOW TeHepaluu, W JUHUHA Iepenadn
HHPOpPMALNY;

®  DJIEKTPUYECKUX CHTHAJIOB, HABOAMMBIX OT 00pabaThIBalOMNX KOHOUACHINAIBHYIO HH(POPMAIHIO TEXHUIECKUX CPEICTB
W JIMHUH ee nepeiady, Ha MPOBO/IA U JIMHHUH, BBIXOJSIINX 32 nipenestsl K3;

®  PagMOM3IYYEHHH, MOIYIMPOBAaHHBIX WH(MOPMATHBHBIM CHTHAJIOM, BO3HHUKAIONIMM MpH paboTe pas3IW4HBIX TeHe-
PaTopoB, BXOAAIINX B COCTaB TEXHUYECKHUX CPEJCTB, YCTaHOBIEHHBIX B 311, Miu mpu HaIM4KUK Napa3uTHON TeHepalun
B UX y37ax (3JIeMEHTax);

®  PaMOM3IIYYEHHH, JIEKTPUUECKUX WIIM MH(PAKPACHBIX CHTHAIOB, MOAYJIUPOBAaHHBIX WH(QOPMATHBHBIM CHTHAJIOM, OT
CHEUUAJbHBIX 3JICKTPOHHBIX YCTPOMCTB IepexBaTa peuyeBoil uHpopManuu "3axinanok", BHexpeHHbx B 3I1 u
YCTaHOBJICHHBIE B HUX TEXHUYECKHE CPECTBA.

Taxoke cieayer y4uThIBaTh BO3MOXKHOCTH XMIICHHUS TEXHHYECKHX CPEJACTB C XpaHslleics B HuUX uHopmauumei wiu
OTJEIBbHBIX HOCUTENEH HHPOPMAIIHH.

4.2. OcHoBHbIe¢ Tpe0OBaHHS M PEKOMEHJAMH IO 3alUTe HHMOPMALWH, NUPKYJIUPYIOIled B 3al(HIaeMbIX
NMOMeELICHHUAX

4.2.1. B yupexnenun (MpeAnpusiTHN) A0JDKEH OBITh JOKYMEHTAJIbHO onpejeneH nepedeHs 311 v JuI, OTBETCTBEHHBIX 33 UX
SKCITyaTallii0 B COOTBETCTBUM C YCTAHOBJICHHBIMH TpEOOBAaHMSIMH IO 3aluTe WHQOpMamMM, a TaKKe COCTaBJICH
TexHnyecknit macmopt Ha 311 (popma TexHMIECKOTO MacmopTa MprBeAeHa B priiokeHnH Ne 4).

4.2.2. 3amumiaeMble TIOMEIIEHHUsS JOJDKHBI pa3mematbes B mpenenax K3. Ilpm sToM pekomeHmyercss pa3Memarh HX Ha
ymanennu ot rpasul K3, obecnieunBaromem 3¢ peKTHBHYIO 3aIIUTy, OTpaskIaroNIie KOHCTPYKIMH (CTEHBI, TOJIbI, TIOTOJIKH) HE
JIOJDKHBI SIBIIATHCS CMEXHBIME C TIOMEIIEHISIMA APYTHX YIPEXKICHUN (TIPEATIPHATHIA).

He pexomenayetcs pacmnonarath 311 Ha mepBhIX dTaXKax 3TaHUM.

JUis MCKIIFOYEHUs] MPOCMOTpa TEKCTOBOM M TpaduyecKod KOHGUICHIMAIbHOH WHPOpPMAIUK dYepe3 OKHa IOMEIIeHHUs
pEeKOMeHIyeTcsl 000pyA0BaTh MX IITOPaMHU (XKATIO3H).

4.2.3. 3ammuiaemMble TOMEUIEHHS PEKOMEHIYeTCS OCHAIlaTh CEepTUQHUIMPOBAHHBIMH 10 TPEOOBAHMSAM 0E301MaCHOCTH
nadopmannn OTCC u BTCC nubo cpencrsamu, Mpome My ClICIAAIBHBIE HCCICA0BaHUS U UMEIOIIMMHE TIpeIIMCaHne Ha
IKCILTyaTaIHIo.

Oxcnnyatanus OTCC, BTCC momxHa OCYIIECTBISATHCS B CTPOrOM COOTBETCTBHM C HPEANUCAHUSAMM U DKCILUTyTallUOHHON
JOKyMEHTallel Ha HUX.

4.2.4. CnenmanbsHas nipoBepka 3I1 ¥ yCTaHOBIEHHOTO B HEM 00OpYMOBaHHUS C IEIbIO BBHIIBICHUS BO3MOXKHO BHEIPEHHBIX B
HUX DJJICKTPOHHBIX YCTPOHCTB mepexBara WHGOpManuy '"3aKimagok" TMPOBOAMWTCA, NMPH HEOOXOIMMOCTH, IO PEIICHHUIO
PYKOBOIUTENS PEIIPHUSTHS.



4.2.5. Bo Bpems mnpoBelcHUS KOH(QUICHIMAIBHBIX MEPONPHSATHH 3ampemiaercst ucnoib3oBanue B 3I1 panmorene hoHOB,
OKOHEYHBIX YCTPOHCTB COTOBOH, MEHIKUHTOBON W TPAHKUHTOBOW CBS3H, MEPEHOCHBIX MAarHUTO(GOHOB W JIPYTHX CPEICTB
ayano u Buzaeosanucu. lIpm ycranoBke B 3II TemedoHHBIX M (DAKCUMIIIBHBIX amapatoB C aBTOOTBETYMKOM WIIU
cnukepGoHOM, a TaKKe ammnapaToB ¢ aBTOMAaTHYECKUM OIPEAEIUTEIIEM HOMEpa, CIEeXyeT OTKII0YaTh UX M3 CETH Ha BpeMs
MIPOBEIECHUS 3THX MEPONIPUATHH.
4.2.6. Ins NCKITIOYEHUST BO3SMOXXHOCTH YTEUKH MHPOPMAIINH 32 CUET DIEKTPOAKYCTHIECKOTO IMPeoOpa3oBaHus PEKOMEHIYETCs
ncnonb3oBath B 31 B KauecTBE OKOHEYHBIX YCTPOHCTB Telle()OHHOW CBSI3HM, MMEIOUINX IMPSIMOI BBIXOX B Topoackyio ATC,
teneonuble anmapatsl (TA), mpomeninne cnenuaibHbIE HCCIEIOBaHHA, JMOO 000pyIOBaTh MX CEPTUGHIUPOBAHHBIMH
CpeACTBaMU 3alUThl HHPOPMAIIMH OT YTEUKH 32 CUET JIEKTPOaKyCTHUECKOTro MpeoOpa3oBaHusl.
4.2.7. JIng ucKiIOYeHUs] BO3MOXKHOCTH CKPBITHOrO NpokitrodeHus TA u npocnymmBanus Beaymmxcs B 3I1 pasroBopos He
peKoMeHayeTcsl ycraHaBiuBaTh B HUX nudposbie TA nudposbix ATC, umeronux BbixoJ B ropojackyto ATC nim xk KoTopoi
TIOJIKJIIOYEHBI a00OHEHTHI, HE SIBJISIOIINECS COTPYIHUKAMH yUpeXXICHUs (TIPEeIIPHSTH).
B ciaydae HeoOX0IMMOCTH, pEKOMEHIYETCS HCIIOIB30BATh CEPTUPHUINPOBAHHEIE IT0 TPeOOBaHUAM 0€30IacHOCTH HH(OPMAITHH
mudpossie ATC 1160 ycTaHaBIMBATh B 3TH MOMEIICHHUS aHAIOTOBBIE alapaThl.
4.2.8. BBom cHCTEeMBI TOPOJACKOTO paJAWOTPAHCIANAOHHOTO BEUIAHWS Ha TEPPUTOPHIO YUPESIKIACHUS (TIPEIIIPHUSATH)
PEKOMEHAyeTCS OCYIIEeCTBIATH 4Yepe3 PaJAMOTPAHCISIIHUOHHBINA y3en (OydepHbI ycmnuTens), pa3MellaeMblii B Tperenax
KOHTPOJIMPYEMOH 30HBI.
[Ipu BBOIE CHCTEMBI TOPOICKOTO paamoBemanus 6e3 Oydepnoro ycwmmrens B 3I1 cimemyer mcmoms30BaTh aOOHEHTCKHE
TPOMKOTOBOPHUTENIM B 3alMIIEHHOM OT YTeYKH HHGOPMAalMKM HUCIOJHEHHH, a TaKXe TpPeXIporpaMMHbIe aOOHEHTCKHUE
TPOMKOTOBOPHUTENH B PEXKUME MpHeMa 2-i1 1 3-i mporpaMMEI (C yCUITUTENIEM ).
B ciiyuae mucrnonb30BaHUs OJHOIPOIPAMMHOTO MIIHM TPEXIPOTPAMMHOI0 a0OHEHTCKOTO I'POMKOIOBOPUTENS B peXXKUMe MpuemMa
nepBOi MporpaMmsl (0e3 ycuiieHHs1) HE0OXOAMMO MX OTKIII0YaTh Ha MEPHO/ IPOBEACHHS KOH(U JCHIIMaIbHBIX MEPOIIPUSITHH.
4.2.9. B cnydae pazMenieHus aiekTpoyacoBoi ctaHiuu BHYTpu K3 ucnons3oBanue B 311 anextpoBTOpuuHBIX yacoB (OBY)
BO3MOXKHO 0€3 CpeJICTB 3aIlUThl HHPOPMaLUU
IIpu ycranoBke snexrpoyacoBod craHuuu BHe K3 B nunum OBY, umeromue Brixonx 3a mpeneinsl K3, pexomenayertcs
yCTaHABIMBATh CEPTH(UIIMPOBAHHBIE CPECTBA 3ALIUTH HH(OPMALIIH.
4.2.10. Cucremsl mokapHOW ¥ OxpaHHOHN curHammzanmuu 3[1 MOMKHBI CTPOUTHCS TOJNBKO IO MPOBOJHON cxeMe cOopa
nH(opmanuu (CBS3H C ITyJIbTOM) H, KaK IPaBHIIO, pa3MeIaThes B peaenax oxHoit ¢ 311 koHTponmpyemoii 30He.
B KkadecTBe OKOHEUHBIX YCTPOMCTB MOKapHOM M OXpaHHOH curHanm3anuu B 31 pekoMmeHmyeTcs HCIONIb30BaTh HM3IEIHA,
cepTH(UIMPOBaHHBIE TO TPeOOBaHUAM OE30MaCHOCTH WH(OPMAIWMH, WIM 00pas3lbl CPEeACTB, HPOLICAIINE CHENHaTbHBIC
HCCIICIOBAHMS U UMEIOIIHE MPENUCaHie Ha SKCILTyaTallHIo.
4.2.11. 3Bykomzonsanus orpaxjaromux KOHCTpykiuid 3II, uMx cucreM BEHTWISAIUM M KOHIWLMOHUPOBAHHS JOJDKHA
obecrieunBaTh OTCYTCTBHE BO3MOYKHOCTH MPOCIYIINBAHKS BEYIINXCS B HEM Pa3sroBOPOB H3-3a npenenos 311
IIpoBepka HOCTATOYHOCTH 3BYKOM3OJISALINN OCYIIECTBISETCS aTTECTAI[IOHHON KOMHUCCHEH ITyTeM MOJITBEPKACHUS OTCYTCTBUS
BO3MOKHOCTH pa3bopunBoro npociymuBanus BHe 311 pa3roBopoB, BEIYIIUXCS B HEM.
IIpn 3TOM ypoOBEHb TECTOBOTO PEUYEBOTO CHUTHANAa JOJDKEH OBITh HE HIWKE HCIIONB3yEeMOTrO BO BpEMsI INTATHOTO PEXUMa
SKCIITyaTaliy IIOMEIIECHHS.
Jnst obecrieueHust HEOOXOAMMOTO YPOBHS 3BYKOM3OJISILIMM TOMELIEHUH PEKOMEHAYeTCsl 000pyIOBaHME JIBEPHBIX ITPOEMOB
TaMOypaMu C JBOMHBIMH JIBEPSMH, YCTAHOBKA JOTIOJHHUTENLHBIX PaM B OKOHHBIX NMpPOEMax, YIUIOTHUTEIbHBIX IPOKJIAJOK B
JIBEPHBIX ¥ OKOHHBIX IPUTBOpPaX M NPUMEHEHHE ITyMOIOTTIOTHTEIICH Ha BBIX01aX BEHTHIISIIHOHHBIX KaHAJIOB.
Ecnu npeniokeHHBIME BBIIIE METOJIaMU HE yJaeTcs 00ecrednTh He0OOX0MUMYIO aKyCTHIECKYIO 3allUTy, CIeAYeT IPUMEHSTH
OpraHU3alMOHHO-PEKUMHBIE Mepbl, OTpaHMYMBasi Ha MEPUOJ IPOBEACHHS KOH(QUICHIMAIbHBIX MEPOIPHUITUH JOCTYIl
ITOCTOPOHHUX JIMI] B MECTa BO3MOKHOT'O IIPOCIYIIIMBAHUS pPa3roBOpoB, Beaymuxcs B 311
4.2.12. Jlast CHIDKEHHSI BEPOSATHOCTH TepexBata WHGOPMAIIMK 10 BHOPOAKYCTHUECKOMY KaHAIY CJICIyeT OpraHH3alldOHHO-
PEKUMHBIMH MEPaMH HCKIIIOYUTh BO3MOXKHOCTh YCTAHOBKH IOCTOPOHHMX (HELITATHBIX) MPEAMETOB Ha BHEUIHEH CTOpPOHE
orpaxkaarommx KoHCTpYKUui 3[1 ¥ BBIXOISIIMX M3 HUX HHXEHEPHBIX KOMMYHHKAIMH (CHCTEM OTOIUICHHS, BEHTHIISLHH,
KOHUIIMOHUPOBAHN).
Jnst cHIDKeHHSI YpOBHS BHOPOAaKyCTHYECKOTO CHTHAJIla PEKOMEHIyeTcsi pacroijiokeHHble B 3II aieMeHTH MHXEeHEpHO-
TEXHHYECKHUX CHCTEM OTOIUICHHS, BEHTHIISIIMK 000pYA0BaTh 3BYKOM30JIMPYIOLIIMMH SKpaHaMU.
4.2.13. B ciry4ae, eciy yKa3aHHBIC BBIIIE MEPBI 3alUTHl HHPOPMAIMU OT YTEUKHU MO aKyCTHUYECKOMY U BUOPOaKy CTHYECKOMY
KaHallaM HEJOCTaTOYHbl WJIM HeLeJIecoOO0pa3Hbl, PEKOMEHAYETCS NPUMEHSATh METOJ| aKTHBHOIO aKyCTHYECKOTO WM
BHOPOaKyCTHYECKOT0 MACKUPYIOLIETO 3allyMJICHHUSI.
J13ist 3TO# LIeNTH JIOJDKHBI IPUMEHSITHCS CEPTUGHUIUPOBAHHBIC CPE/ICTBA AKTUBHOM 3aIUTHI.
4.2.14. Tpu skcruryararmm 311 HEoOXoaMMO NpeaycMaTpWBaTh OPTaHM3AIMOHHO-PEXMMHBIE MEpbI, HANpaBJICHHBIE Ha
HCKJIFOYEHNE HECAHKIIMOHUPOBAHHOTO IOCTYIIa B TIOMEIIIEHHE:

e  nBepu 3I1 B meprox Mexy MEpONPUATHAMH, a TAKOKe B Hepabouee BpeMst HE00X0IMMO 3alpaTh Ha KIII0Y;

e  Bopy1ava kioueit ot 311 1omkHa IPOM3BOIUTECS JINIIAM, PA0OTAIOIINM B HEM FUTM OTBETCTBEHHBIM 3a 3TO IIOMEIICHHE,

e yCTaHOBKAa M 3aMeHa 00opymoBaHH:, MeOenu, peMoHT 311 JOKHBI MPOU3BOIUTHCS TONBKO IO COTJIACOBAHHUIO M IOJ

KOHTPOJIEM TO/Ipa3/ieNIeHNs! (CIEeHUAINCTa) 110 3anTe HHQOpManK yupekaeHuUs (TIpeIIpHUsTHS).

4.3. 3amuTa nngopMauuu, HUPKYJIUpYIoUIeil B cHCTeMaX 3BYKOYCHJIEHUSI M 3BYKOBOI'0 CONPOBOKIEHUsI KHHO(PHJILMOB
4.3.1. B xadectBe 00OpYIOBaHHMS CHCTEM 3BYKOYCHWJICHWS, IpeIHa3HAYEHHBIX JUIsl OOCIyXMBaHUS IpoBOAMMBIX B 311
3aKPBITBIX MEPOIPUSATHH, U CUCTEM 3BYKOBOT'O COIIPOBOXKJICHUSI KUHOQUIBMOB, COAEPKAIMX KOH(UACHIINAIbHBIE CBEACHUS,
HEOOXOAMMO HCIIOJb30BaTh 00OpYAOBaHWE, yJIOBJIETBOpsiolmiee TpeOOBaHMAM CTAaHAAPTOB MO  AJIEKTPOMAarHUTHOU
coBmectumoctu Poccum, EBpomneiickux crpan, CIHA (manpumep, I'OCT 22505-97). B cinydae HeoOXomumocTH, Uist
MOBBIIICHUSI YPOBHS 3alIMIICHHOCTH PEKOMEHIYETCs NPHMEHATh OOOpyHOBaHHE, CEepTH(HUIMPOBAHHOE MO TPEOOBAHMAM
6e30macHOCTH HHPOPMAINHU WX TPOIIEAIIEE CIICIHaNbHbIE NCCIC0BAaHNS M UMEIOIIEE TPEIIICaHNe Ha SKCILTYaTaLHIo.



4.3.2. Cucrembl 3BYKOYCHJICHUS JOJDKHBI BBITIOJHATHCS 110 MPOBOAHONW CXeMe Iepenadyn MH(GOPMAalUK dKPaHWPOBaHHBIMU
MIPOBOAMH U pacroiararscs B npenenax K3.
C 1enpl0 yMEHBIIEHHUS MOOOYHBIX AJICKTPOMArHUTHBIX M3IYydEHUH IEeCO00pa3HO MCIIONIB30BATh CUCTEMY 3BYKOYCHJICHHS C
paccpenoTOUYEeHHOW CUCTEMON 3BYKOM3ITydYaTeleH, T.€. CIECAyeT OTAABaTh MPEAINOYTCHUE CHCTEMaM C OOJBIINM KOJIHIECTBOM
OKOHEYHBIX YCTPOWCTB MaJOH MOIIHOCTH IIepe]] CHCTEMaMH C MajbIM KOJHYECTBOM OKOHEUYHBIX YCTPOHCTB OONBIION
MOIIHOCTH.
B kadecTBe OKOHEUHBIX YCTPOWCTB PEKOMEHIYETCS HCIOIb30BaTh 3BYKOBBIC KOJIOHKH, BBITYCKAa€MbIC B 3aIIHUIIECHHOM
HCTIOJTHEHUH.
MOKHO HCIIOJIb30BaTh BBIITYCKacMble B OOBIYHOM HCIIOJHEHHH TPOMKOTOBOPHTENH C SKPaHUPOBAHHBIMH MAarHUTHBIMU
mersimu  (Hampumep: 05T II-5, 0,5T-54, 1CAI-2, 1CAlI-6, 1TCAMI-28, 2CAI-3, 2CAI-4, 3TCAUI-1) wim
YKOMIUTEKTOBaHHBIC HMH 3BYKOBbIC KONOHKH (Hampumep: 2K3-7, 6K3-8, 12K3-18).
B »3TOM ciydae 3BYKOBBIE KOJIOHKH (FPOMKOTOBOPUTENH) CIEAYET 3a3KPaHUPOBATH IO 3JIEKTPHUUECKOMY IOJIO C MOMOIIBIO
METAJUIMIECKOH CeTKH C sTIeHKOi He Oosree 1 MM2, 3a3eMIIsieMO depe3 SKPaHUPYIOITYIO OIUICTKY MO BOASIIETO KaOes.
4.3.3. B cucremax 3BYKOYCHJIEHHS PEKOMEHIyeTCS NMPUMEHSTH ammaparypy ¢ CHMMETPUYHBIMH BXOAHBIMH U BBIXOJHBIMU
nemsaMu. B ciydae HMCHONb30BaHMA anmapaTrypsl ¢ HECHMMETPUYHBIM BBIXOJOM, JHHHHM OKOHEYHBIX YCTPOWCTB CIIEAYET
MOJKJIFOYATh K OKOHEYHBIM YCHJIUTENSIM Yepe3 CHMMETPHUPYIOIINE TpaHC(hOpMaTOpsl, yCTaHABIMBAEMBIE B HETIOCPEACTBCHHON
OIM30CTH OT OKOHEYHBIX YCHIUTEINCH.
4.3.4. B kadecTBe YCHJIMTENHBHOTO 00OpYJOBaHMSA PEKOMEHIYETCS HCIIONb30BaTh YCHIHNTEIH B METAUIMUECKHX DKpaHaX C
BO3MOKHOCTBIO MX 3a3€MJICHHUS.
4.3.5. KoMMyTaliOHHOE ¥ pacCIpeICIuTeIbHOe 000pymoBaHue (paclpene/IUTe/IbHBIC, BXOMHBIC U BBIXOJHBIC IIUTKU
MOJIKJIFOUCHUSI) CIIEAYeT pa3MellaTh B MeTauinueckux mkadax (kopodkax). Ha xopmycax mikadoB (KopoOOK) HEOOXOIUMO
MIPEAYCMOTPETh KJIEMMbI (BUHTBI) JUIS MX 3a3€MJICHHS U IIPUCIIOCOOICHUS 1JIsl OTIeYaThIBaHMUSI.
4.3.6. YcunutensHoe u okoHeuHoe obopymoanue C3Y, C3CK crnenyer pa3memiath Ha BO3MOXHO OOJIBIIEM PacCTOSHHUU
OTHOCHUTEJIBHO I'PaHUIIBI KOHTPOJIUPYEMOM 30HHI.
4.3.7. CucremMa »SIEKTPONHTAHUSI ¥ 3a3eMJICHHS JOJDKHA COOTBETCTBOBaTh TpeboBammsaM "[IpaBum ycTpolcTBa
anekTpoyctaHoBok (ITYD)".
Pexomennyercs snexrponutanue u 3azemienue annapatypsl C3Y u C3CK ocyuiecTBisTh OT NOACTAHUUHU U Ha 3a3€MJIUTEND,
pacnoJioxkeHHble B npenenax K3.
4.4. 3amurTa nHgopMauMu IPU NPOBeJeHUHU 3BYKO3aNIMCH
4.4.1. 3amuce W BOCHPOM3BEACHHEC KOHMOUIACHIMAIBFHOW pedeBoi HWH(GOpPMAIMK ammapaTypoil 3BYKO3alMCH pa3perIacTcs
MIPOU3BOIUTH TOJBKO B 311
44.2. Jlna 3amucu (BOCIpOU3BENECHUS) KOH(QUACHUMAIBHON WH(POpMALMK JOJKHBI TPUMEHSTHCS MarHUTO(OHEI
(IMKTO(OHBI), yIOBIETBOPSIOUINE TPEOOBaHUIM CTaHAAPTOB IO DIEKTPOMArHUTHOM coBMecTuMocTH Poccum, EBponeiickux
crpan, CHIA (manpumep, 'OCT 22505-97). s TOBBIMICHHsST YPOBHS 3aIUIIEHHOCTH HH()OPMAIUH PEKOMEHIYETCsI
UCIIOJNIb30BaTh MarHUTO(MOHbI (AMKTO(GOHBI), CepTUGHIMPOBAHHBIE IO TPeOOBaHUSIM 0€30IMaCHOCTH HMHGOPMAIMU HIIH
TIPOIIE/IIHNE CIEHATbHBIE HCCIIEOBAHMS U NMEIOIIHE TIPEIIMCaHNe HA SKCIUTyaTalHIo.
4.4.3. Hocurenu wmH(opMannu (MarHUTHBIE JICHTBI, KAacCEThI) JIOJDKHBI YYUTHIBATHCS M XPAHUTHCA B IOJpa3AeICHUSIX
yupexaeHus (IpeAnpusIThs) B TOPsAKE, YCTAHOBICHHOM ISl KOH(HASHIMAIEHON HHPOPMAIHH.
B yupexnennu (IpeanpuaTiy) JOJDKHO OBITh Ha3HAYEHO JODKHOCTHOE JIMIO, OTBETCTBEHHOE 33 XpaHEHHE W HCIIOJIb30BaHHE
anmapaTypsl 3ByKO3aIHCH KOH(QHICHIIMAIbHONW MH(OPMALNH, U 00ECIICUeHO XpaHeHHE W MCIOJIb30BAaHUE 3TOH anmaparyphl,
UCKJIIOYAlOIIee HECAHKIIMOHNPOBAHHBIIN JOCTYII K HEH.
4.5. 3amuTa pedyeBoii nHGopMaANMU NPH €€ Mepeaaye M0 KAHAJIAM CBS3HU
[epenaua xoHUIEHINATLHOI peueBOil MHGOPMAIMK MO OTKPBITHIM ITPOBOJHBIM KaHajlaM CBSI3U, BBIXOJSIMM 32 MPEAEIIbI
K3, u paguokananam JODKHA ObITh HCKITIOYEHA.
[Tpu HeoOXoaMMOCTH mepenadyn KOHQHUICHIHAIbHOW HH(OPMAILMK CIleIyeT MHCIOJIb30BaTh 3allMIICHHbIC JHHUH CBS3H
(HanpuMep, 3alUIIeHHbIE BOJIOKOHHO-ONITHYECKHE), YCTPOICTBA CKPEMOJIMPOBAHHUS HIIH KPUIITOTpadUueCKON 3alUTHI.
Hcnonb3yemble cpencrBa 3amuThl HMH(OOpMAaLUK JTOJDKHBI OBITH CEepTUPUIMPOBAHBI MO TPeOOBaHUSIM O€30MaCHOCTH
HHPOPMALIUH.
5. TPEBOBAHMS U PEKOMEHJIAIIMM MO 3AIIMTE UH®OPMAIIUU, OBPABATBIBAEMOM
CPEJICTBAMM BBIYUCJINTEJIbHOM TEXHUKH
5.1. O6mue TpeGOBaHUS U PEKOMeEHAALNHU
5.1.1. Cucrema (moxcucreMa) 3amUThl MH(MOpPMAIMH, 00pabaThBaeMOW B aBTOMATH3MPOBAHHBIX CHCTEMax pa3JIMYHOTO
YpOBHS W Ha3HAueHUs, IOJDKHA IPeIyCMaTpUBaTh KOMIUIEKC OPTaHU3AIlMOHHBIX, IPOTPAMMHBIX, TEXHHYECKHX H, MpHU
HEOOXOIUMOCTH, KPHUIITOrpahUIeCKUX CPEACTB M MEp MO 3amuTe HHGOOPMAINK IPH ee aBTOMaTH3MPOBAaHHON 00paboTke u
XpaHEeHUH, TIPH ee Tepefade Mo KaHajJaM CBS3H.
5.1.2. OCHOBHBIMH HAIIPABICHUAMH 3AIIUTH HH()OPMAINH SBIITIOTCS:
e oOecrneueHne 3aMUTHl WHPOPMAMU OT XHUINEHHS, yTPAThl, YTEUKH, YHUUYTOKEHHS, NCKAKEHUS W MOJICIKH 3a CYET
HC/I u cienuanbHbIX BO3ICHCTBUI;
e o0ecrieyeHne 3aUTHl HHPOPMAIMHU OT YTEUKH 110 TEXHUUECKHM KaHajlaM IIpU ee 00paboTKe, XpaHEHUHU U Tepeiade 1o
KaHaJlaM CBSI3H.
5.1.3. B xauecTBe OCHOBHBIX MEp 3alIUTHl HHPOPMAIIMN PEKOMEHIYIOTCS:
® JIOKyMEHTaJIbHOE O(OpMIICHHE IIepeyuHsl CBEICHMH KOH(HIECHIMAILHOTO XapaKkTepa C Y4eTOM BEJOMCTBEHHOH W
0TpaciieBOM creunpUKH ATUX CBEICHUI;
e  peau3aunus pa3peIUTENFHON CHUCTEMBI JOIyCKa HCIIOJHHTENeH (Toyb3oBaTenel, 00CIyKMBAIOIIEro MepcoHaNa) K
nH(OpMALUK U CBA3aHHBIM C €€ HCII0JIb30BaHHEM paboTaM, JOKYMEHTaM;



e OrpaHMYeHHUE JOCTyIa MEpCOHaja U MOCTOPOHHUX JIUIl B 3alUIAEMbIC MOMEIIEHUS U MOMELIEHUs, I1e pa3MEIICHEI
cpencTea HHPpOPMATH3AINH U KOMMYHHKAIIUH, a TAK)KEe XPaHATCS HOCUTENN HH)OPMAIIHH;

e  pasrpaHMYCHHE JIOCTyNa MOJB30BaTeNell M OOCITY)KMBAIOMIETO IEpCOHaja K WH(POPMAIMOHHBIM pecypcam, Mpo-
TpaMMHBIM cpeicTBaM 00paboTku (Tepenadn) U 3aIuTH HHPOPMALIUH;

e peructpanma AeHcTBHH mosb3oBaTeneil AC W 0OCTyXHBAfOIIEro MepcoHana, KOHTPOJh 332 HECAaHKIIMOHHMPOBAHHBIM
JIOCTYTIOM U IeHCTBHSAMH IIOJIB30BaTeNeH, 00CITyKUBAIOIIEr0 IEPCOHANIA F TOCTOPOHHUX JIHII;

e  y4YeT W HaJeKHOE XpaHeHHEe OyMa)KHBIX W MalIMHHBIX HOCUTENEH MH(POPMAINH, Kitodel (KII04eBOH JOKyMEHTAalNH) U
uX o0pallieHue, UCKIII0YAoIee UX XUIICHUE, TIOJAMEHY U YHHUYTOXKEHHE;

e ycnosnp3oBanue C33, co3naBaeMbIX Ha OCHOBE (PM3UKO-XUMHYECKUX TEXHOJIOTHH Uil KOHTPOJS JOCTyHa K 0ObeKTaM
3aLUTHI U AJIS 3aIUTHI JOKYMEHTOB OT MOJJIENIKHY;

e  HEo0X0IMMOE Pe3epPBUPOBAHUE TEXHUYECKUX CPENICTB U JyOJMPOBAaHHE MAaCCHBOB U HOCUTENEH HH(POPMaLIUHY;

®  HCIIOJBb30BaHME CEPTHU(GHIMPOBAHHBIX CEPUHHO BBHIMYCKAEMBIX B 3aIIWIICHHOM HCIOIHEHHH TEXHHUYECKHX CpPEICTB
00paboTKH, Iepesadn u XpaHeHUsT HH(pOpMaIi;

®  HCHOJH30BAaHWE TEXHUYECKHX CPEICTB, YIOBICTBOPSIOMNX TPeOOBAaHUAM CTaHAAPTOB IO SJICKTPOMArHUTHOU
COBMECTHMOCTH;

®  HCHOJH30BaHUE CEPTUPHUIIPOBAHHBIX CPEIICTB 3AIIUTH HH()OPMAIIHH;

e  pa3MermieHre 00BEKTOB 3aIIUTH HA MAKCUMAJIbHO BO3MOKHOM PacCTOSIHUH OTHOCHTEIBHO rpaHullsl K3;

e  pa3MeIleHUE IOHIKAIOMIMX TPaHC()OPMATOPHBIX ITOJCTAHIMH 3JIEKTPONUTAHUS W KOHTYPOB 3a3eMJICHUS OOBEKTOB
3aImuThI B ipeaenax K3;

e  pa3Bs3Ka LeNed SNIEKTPONUTAHHsS OOBEKTOB 3alllUTHl C MOMOIIBIO 3alMTHBIX (UIBTPOB, OJIOKHMpYrOIMX (TI0/1aB-
JSFOLIHMX) MH)OPMATUBHBINA CUTHAI;

e  OJIEKTPOMAarHuUTHas pa3BsA3Ka MEXAy JUHMAMHU cBsi3UM U Apyrumu nensmu BTCC, Beixomsamumu 3a npenenst K3, u
WHPOPMAIMOHHBIMH IIETIIMH, IT0 KOTOPBIM HUPKYIHPYET 3aIlriiaeMasi HHPOpPMAIIHS;

¢  HCIOJH30BaHHUE 3AIUIICHHBIX KaHAMOB cBsa3M (3amumieHHsXx BOJIC u kpunrorpaduueckux cpencts 3U;

e pa3MelleHWe MAWCIUICEB W JAPYTHX CPENCTB OTOOpakeHHS WHGPOpPMANWH, HCKIIOYAIOIee HECAHKIIMOHHUPOBAHHBIN
MPOCMOTpP MH(POPMAITIH;

e oprasm3anus (pU3MYECKON 3aIMUTHl IMOMEMICHHA W COOCTBEHHO TEXHHUYCCKHX CPEACTB C MOMOINBIO CHJI OXPaHBI U
TEXHUYECKUX CPECTB, MPEIOTBPAIIAIONINX WIH CYIISCTBCHHO 3aTPYAHAIONINX MPOHUKHOBCHUE B 3[aHUS, TIOMEIICHUS
MOCTOPOHHUX JIMI, XHIICHHE JOKYMEHTOB M HH(POPMAIMOHHBIX HOCHUTENEH, CaMuX CPEIACTB HH(OpMaTHU3AIHH,
UCKIJIIOYAIOIIHUX HAXOXKJCHHWE BHYTPH KOHTPOJIMPYEMOH 30HBI TEXHMYECKHX CPEICTB pa3BeAKH WM MPOMBIIUIEHHOIO
HIMHOHAXKA;

e xpunrorpapuueckoe npeodbpasoBanre nHGopmManuy, 00padaTeBAEMOi U MepeiaBacMoil CpeiCTBAMH BBIYUCIHTEIBHON
TEXHUKA U CBs3U (MPH HEOOXOAMMOCTH, OMpPEICIIAEMONd OCOOCHHOCTSIMH (DYHKIIMOHHpPOBaHHS KOHKpeTHBIXx AC u
CHCTEM CBSI3H);

e  MpenoTBpAaIlCHUE BHEIPCHUS B aBTOMATU3UPOBAHHEIE CHCTEMEBI IPOTPaMM-BHPYCOB, IPOTPAMMHBIX 3aKJIAJIOK.
O0s3aTeIbHOCTD T€X WIHM MHBIX MEp UISA 3aIlUTHl Pa3IMIHBIX BHIOB KOH(PHICHIMAIHHON WHPOPMANU KOHKPETH3HPOBAaHA B
MOCTIETYFOIUX TOpa3iesiaX JOKYMEHTA.

5.1.4. B nensx nuddepeHIMpOBaHHOTO MOIX0Ma K 3ammTe WHpopmanuu, odpadateiBaemoir B AC pa3iudHOTO YpPOBHSA U
Ha3HAYCHUS, OCYIICCTBIIEMOTO B LENAX pa3pabOTKA U MPUMECHEHUS HEOOXOIMMBIX U JOCTaTOYHBIX MEpP W CPEACTB 3aIIHUTHI
nHpopManum, TPOBOIUTCS KiacCU(pHUKALUS aBTOMAaTU3UPOBaHHBIX cucteM (popma akra kiaccuduranuu AC npuseneHa B
npuioxeHnu Ne 1).

5.1.5. Knaccudumupyrores AC moboro ypoBHs u HasHaueHus. Kiaccudukaiuss AC OCymiecTBISICTCS Ha OCHOBAaHUU
TpeboBanuii PJ] I'ocrexxomuccun Poccun "ABTOMaTH3MpOBaHHBIE CHCTEMBI. 3aIlliTa OT HECAHKI[MOHHMPOBAHHOTO TOCTYMa K
nHpopmanmnu. Kinaccuukauus aBToMaTH3MpOBaHHBIX CHCTEM M TPeOOBaHUsI 110 3aIuTe HHGOpMAIMU'" 1 HACTOSIIETO pas3jiena
JOKyMEHTA.

5.1.6. Kmaccudukamuu moanexaT Bce NSHCTBYIOIIME, HO paHee He KiIacCHUIMPOBaHHBIE, W pa3pabaTteiBacmble AC,
TIpeHa3HAYCHHBIE AT 00paboTKH KOHGHUACHIINATHHON HH(OpMAIHH.

5.1.7. Ecm AC, knaccuduuupoBaHHas paHee, BKIIFOYAeTCS B COCTAB BBIYHCIHUTEIIEHOW CETH WM CUCTEMBI U COCIUHSIETCS C
JIPYrMMH TEXHUYECKUMHU CPEICTBAMHU JIMHUSIMU CBSI3U Pa3iIM4YHON (usnueckolt mpupoasl, odpazyemas npu 3toMm AC Ooiee
BBICOKOTO YPOBHSI KJIaCCU(PHUIIUPYETCS B LIEJIOM, a B OTHOIEHNH AC HH)KHETO ypOBHSI Kilaccu(HKaIusl He TPOU3BOANTCS.

Ecmu o6benuusitorcss AC pasyMuHBIX KJIACCOB 3alUIIEHHOCTH, TO MHTerpupoBaHHass AC 10JDKHa KiacCH(HUIMPOBATHCS MO
BBICIIIEMY KJIaCCy 3allUIIEeHHOCTH BXoaammx B Hee AC, 3a HCKIIOYEHHEM CIIyd9aeB HX OOBEIWHEHHS IIOCPEICTBOM
MEXCETEBOTO dKpaHa, Korja Kaxaas n3 ooseauasromuxcsi AC MOXKeT COXpaHsATh CBOM KJTace 3alMIIEHHOCTH. TpeboBaHus K
HCTIONB3YEMBIM TIPH 3TOM MEKCETEBBIM dKpaHaM H3JI0KEHBI B Tofpassene 5.9.

5.1.8. TIpu paccMOTpeHMH H OIpeneleHUH pexuMma 00paboTku aaHHBIX B AC y4YUTHIBAeTCS, YTO HHIWBUIYaTbHBIM
(MOHOIIONIBHBIM) PEXUMOM O00paOOTKHM CUYUTAETCS PEeXUM, HPU KOTOPOM KO Bcell oOpabarbiBaeMoil HH(pOpMamuu, K
MIPOTrPaMMHBIM CPEJICTBAM U HOCUTEISIM MH(OPMAIIH 3TOH CHCTEMBI AOIYIEH TOIBKO OJUH MOJIB30BATEIb.

Pexxum, ipy KOTOPOM pa3IMYHBIE TT0JIB30BATENH, B T.4. 0OCITY>KHBAIOIIMHI ITEPCOHAN M IPOTrPAMMHUCTBHI, paboTatoT B oqHoi AC,
paccMaTpuBaeTcsl Kak KOJUICKTHBHBIN. KOJIEeKTUBHBIM peKMMOM pabOThI CUMTACTCS TAKXKE U MOCIIE0BaTEIbHBIA BO BpEMEH!
PEKUM pabOThI Pa3IMYHBIX M10JIb30BaTEeH 1 00CIYKUBAIOIETO epCOHaA.

5.1.9. B cmyuae, xorga nmpusHaku kiaccudunupyemoir AC (m. 1.7. P/ Tocrexkomuccun Poccun "ABTOMAaTH3MpOBaHHBIE
CUCTEMBl. 3allluTa OT HECaHKIMOHWUPOBAHHOTO JocTyna K MHpopmanmu. Kilaccudukanus aBTOMaTH3MPOBAaHHBIX CHUCTEM MU
TpeboBaHUs MO 3ammuTe WHpopManuu'") HE COBHAMAlOT ¢ mnpemnoxeHHbIMH B PJI (1. 1.9) rpynmamu mo ocoOeHHOCTIM
obpabotkn wHpopMmarmu B AC, TO mpu KiaccuuKaruu BbIOMpaeTcs HanOoJsiee ONM3Kas TPyNma 3allUIIeHHOCTH C
npenbsiBieHueM K AC COOTBETCTBYIONIMX JOTOJHUTENHHBIX TpeOoBaHWil 1o 3ammre wuHGopManuu. (Hampumep,



oxHonousb30Batenbckas AC ¢ MHpOpManueil pa3nuuHOro ypOBHS KOH(HICHLIMAIBHOCTH 10 ()OPMalbHBIM IpPH3HAKaM He
MOXET OBITh OTHECEHA K 3 rpymie 3amuimeHHocTH. OHAKO, €M AOTIOJHUTEIBHO PEaln30BaTh B TAKONH CHCTEME YIIPaBICHNE
MMOTOKaMH WH(OPMAIIAHN, TO HEOOXOIUMBIN YPOBEHB 3aIIUTHI OyIET 00eCTIeueH).
5.1.10. KoHKpeTHBIEC TpeOOBaHMUS 10 3aUTUTE HHPOPMAIIIHI 1 MEPOTIPHATHS 110 MX BBIITOIHEHUIO OTIPEIEIIAIOTCS B 3aBUCHMOCTH
oT ycra"oBieHHoro st AC Kiacca 3amuIieHHOCTH. Pekomenmyemsle kmaccsl 3amumeHHocTH AC, C33, cpencTB 3amuThl
nH(popManuy MO YPOBHIO KOHTPOJS OTCYTCTBHS HEICKIAPUPOBAHHBIX BO3MOXKHOCTEH, a Takke MOKa3aTelIHW IO KiaccaM
sammumerHocTd CBT 1 MO oT HecaHKITMOHMPOBAHHOTO JOCTYIA K HH(OPMAINY IPUBEICHBI B IPIIIOKeHIH Ne 7.
5.1.11. Jluna, nomynieHHbIe K aBTOMAaTU3UPOBaHHOM 00paboTKe KOH(UACHIIMAILHON HHPOPMAIMU, HECYT OTBETCTBEHHOCTD 32
COOJII0/IeHNE MU YCTAHOBJICHHOTO B YUPEXKICHUH (Ha NPEANIPUSATHN ) TOpsaKa oOecrieueH s 3aMUThl 3TOH HHPOPMAIHH.
Jnst monmyueHust OCTyna K KOH(UASHINAIBHON MH(OpManuy OHU JOJDKHBI M3YYUTh TPEOOBAHMS HACTOSIIErO JOKYMEHTA,
JpYruX HOPMAaTUBHBIX JOKYMEHTOB IO 3aluTe MH(GOPMAIHY, AEHCTBYIOMIMX B YUPEXKICHUU (Ha MPENNpPHATHH) B YaCTH UX
KACAIOILEUCS.
5.2. OcHoBHbIE TPeOOBAHUSA M PEKOMEH/AIMH MO 3aIHUTe CJIYKeOHOI TaliHbI U MEePCOHATBHBIX JAHHBIX
[pu pa3paboTke u 3xcmuryaTanuy AC, IpeAIoaraloniiux UCIOIb30BaHie HH(POPMAIINHN, COCTABIIONIEH CITy)kKeOHYI0 TaifiHy, a
TaKKe TIEPCOHANBHBIX JAHHBIX JOJDKHBI BBITOIHSITHCS CIEAYIOIINE OCHOBHBIE TPEOOBAHUS.
5.2.1. Oprammsamnusa, cocTaB M COAEPKAaHWE MPOBOAMMBIX pPabOT MO 3ammTe MHPOPMAIWH, OPTaHU3AHOHHO-pac-
MOPSITUTENBHOM, IPOEKTHOM 1 3KCIUTyaTallMOHHOM JOKyMEHTAIMHN JIOJDKHBI OTBEYATh TPeOOBaHMAM pasena 3.
5.2.2. B yupexxaeHnu (Ha TPEANPHUATHN) JOJDKHBI OBITh TOKYMEHTAJIbHO O(OPMIICHBI MEPEYHU CBENEHUH, COCTaBIISIOMINX
CIIy’)KeOHYIO TailiHy, ¥ TEPCOHAIBHBIX NAaHHBIX, MOJJICKAIMX 3aIMUTE. DTH IMEPEeYHH MOTYT HOCUTh Kak 000O0IIArOIIuii
XapakTep B OOJIACTH JESATENFHOCTH YYpexJIeHHs (NPEANpUSTHS), TaK U HUMETh OTHOIICHHE K KaKOMY-IHOO OTAEIbHOMY
HarpaBJIeHUIO paboT. Bee ncrnomHuTeny NOmKHEL OBITh 03HAKOMIICHBI C 3THUMH NEPEYHsIMU B YaCTH UX Kacalolleics.
5.2.3. B cootBerctBuu ¢ P/l ['octexxomuccun Poccun "ABTOMaTH3NPOBAHHBIE CUCTEMBI. 3aIllUTa OT HECAHKIIMO HUPOBAaHHOTO
jgoctyna kK wuHpopManmu. Kiaccngukanuss aBTOMaTH3MPOBaHHBIX CHUCTEM U TpeboBaHHMA Mo 3ammre HHbopmanuu"
yCTaHABJIMBACTCS CIEAYIOIUil nopsaok kiaccupukauma AC B 3aBHCUMOCTH OT BHJA CBEACHUH KOH(UICHINAIBHOTO
Xapakrepa:

e AC, oOpabatsIBaroniyie WH(GOPMAIHNIO, COCTABIIONIYIO CIYKEOHYIO TaifHy, NOJDKHBI OBITh OTHECEHBI IO YPOBHIO

3alUIIEHHOCTH K Ki1accaMm 36, 2b u ne amxke 117
e AC, oOpabaTsIBarolIie IEPCOHATbHBIC TaHHBIC, TOJDKHBI OBITH OTHECEHBI IO YPOBHIO 3aIIMINEHHOCTH K KiaccaMm 3b, 2b
u He Huxke 1/1.

5.2.4. Ina oOpaboTky MH(OpPMALUK, COCTABISIONICH CITyKeOHYI0 TaiiHy, a Takke Uil 00pabOTKH MEepCOHANbHBIX TaHHBIX
cnenyet ucnons3oBatk CBT, ymosrneTBopsiroinue TpeOoBaHUAM cTaHAapTOB Poccuiickoii deaepanyu mo 31eKTPOMarHuTHON
COBMECTUMOCTH, 10 0€30IacHOCTH ¥ OSPrOHOMHYECKHM TPEeOOBAaHMSAM K CpEICTBaM OTOOpakeHHs HH(GOPMAIUH, II0
CaHUTAapHBIM HOpMaM, NpeAbsBISEMbIM K BUAeoAucIuieiHbiM TepmuHaiam [I9BM (I'OCT 29216-91, TOCT P 50948-96,
T'OCT P 50949-96, TOCT P 50923-96, CaulluH 2.2.2.542-96).
J171st TIOBBIILICHUST YPOBHSI 3aLIMIIIEHHOCTH MH(GOPMAIH PEKOMEH/IYeTCsI UCI0JIb30BaTh CEPTUGHUIIUPOBAHHbIC 110 TPEOOBAHUIM
6e3onacaoctr nHpopmaru CBT.
5.2.5. Jlnsa nepenaun nHGOpMaNNH 10 KaHaJIaM CBSI3H, BEIXOAAIINM 3a npeaeins! K3, Heo0XoMMo HCToIb30BaTh 3alUIICHHbIC
KaHallbl CBSI3M, B TOM 4YHCJIE 3alWIICHHbIE BOJIOKOHHO-ONTHYECKHE JIMHUM CBSI3M WM IPEAHA3HAYEHHBIE IS 3TOTO
Kkpuntorpaduueckue cpenacrsa 3amuThl MHGopMmanuu. IIpuMmensemble cpeiacTBa 3amMTHl WH(GOPMAIMK JOJDKHBI OBITh
cepTH(UIMPOBAHBL.
5.2.6. Hocutenu wHpOpManmuu Ha MAarHUTHOW (MarHWTHO-ONITHYECKOH) M OyMakHOW OCHOBE JOJDKHBI YYHUTHIBATHCS,
XPAHHUTBCS M YHUYTOXKATHCS B MOJAPA3ICICHUAX YUPEXKACHUH (IpeANnpHATHi) B MOpPSIKE, YCTAHOBIEHHOM MJIS CIyXeOHOH
nH(popMaLMK OrpaHUYEHHOTO PacIipOCTPaHEeHUsl, ¢ MoMeTKoH "J{i1s ciryeGHOro nonp3oBaHus".
5.2.7. Joctyn k wuHpOpMaNUU HCHONHUTENCH (MONb30BaTeNneii, OOCIYKHBAIONMIETO MEPCOHANA) OCYIIECTBIACTCS B
COOTBETCTBUM C pa3peIlUTENIbHON CHUCTEMOM JIONyCKa MCHOJHUTENEH K JOKyMEHTaM M CBEICHUSM KOH(UIEHINaIbHOTO
XapakTepa, JeHCTBYONIEH B yUpesKACHUH (Ha IPEIIPUSTHH).
5.2.8. IIpu HEOOXOIUMOCTH yKa3aHHBII MUHUMAJbHBIN Ha0Op PEKOMEHIYEMBIX OPTaHU3AI[MOHHO-TEXHUYECKUX MEp 3aIUTHI
nH(pOpManNH 10 PEIICHUIO PYKOBOJUTEIS MPEANPHATHS MOXKET OBITh PACIINPEH.
5.3. OcHOBHBIEC pEKOMEHAANMH 110 3aIIUTe HHPOPMALUH, COCTABIAIONIEH KOMMepPUYeCKYI0 TaifHy
[Tpu paspabotke u skcmayarauu AC, mpennonararmnx UCIoIb30BaHUE CBEACHHH, COCTaBIIIOINX KOMMEPUECKYIO TalHY,
PEKOMEHIYETCS BBITIOJTHEHHUE CJICTYIONINX OCHOBHBIX OPTaHU3AMOHHO-TEXHMYECKUX MEPOTIPUSTHI:
5.3.1. Ha nmpeanpusitun cnepyer goKyMeHTalbHO odopmuts "[lepeueHb cBeieHHH, COCTaBIMIOMMX KOMMEPYECKYIO TaiHy".
Bce ucnomauTeNnn J0MKHEBI OBITH O3HAKOMIIEHBI ¢ 3TUM "[lepeunem".
5.3.2. Tlpu opranuzainuu pazpaboTku u dxcruryaTaru AC ¢ NCMOMB30BaHUEM TaKMX CBEICHUHN CIEAYeT OPHEHTHPOBATHCS Ha
MOPSAOK, IPUBEIECHHBIH B pa3aeine 3. OGopMuUTh TOPSIOK pa3paboTKU M IKCIuTyaTaru Takux AC JOKyMEHTaJIBHO.
5.3.3. Pexomenayercs otHOcuTh AC, oOpabarteiBaroniie HH(GOPMAINIO, COCTABIISIONIYI0O KOMMEpPYECKYI0 TaiHY, PEeXUM
3aIIUTBl KOTOPOH OMpeseNseT ee COOCTBEHHHK, 0 YPOBHIO 3alIUIIEHHOCTH K kiaccam 3b, 2b u He Hmxe 1J] (ecnmm mo
PEIIeHUI0 PYKOBOIUTENS MIPEANIPUATHS HE PEABABISIOTCS O0JIee BBICOKHE TPeOOBAHIS).
5.3.4. Pexomennyercs i 00paOOTKM HMH(MOPMAIMM, COCTAaBILSIIONIEH KOMMEPUYECKYIO TaiHy, HCIIOJIb30BaTh CPEACTBA
BBIYHMCIIUTENILHON TEXHHKH, YIOBIICTBOPSAIOIINE TpeOoBaHUSAM cTaHAapToB Poccuiickoit ®enepanuu 1Mo 3J€KTPOMAarHUTHON
COBMECTUMOCTH, 110 0E30IIaCHOCTH M SProOHOMHYECKMM TpeOOBaHMSAM K CpEICTBaM OTOOpakeHWs HMHGOpMAIHUH, 10
CaHWTapHBIM HOpMaM, MPEIbIBIIEMBIM K BuacoauciuieiHsiM TepmuHatam [19BM (IOCT 29216-91, TOCT P 50948-96,
T'OCT P 50949-96, TOCT P 50923-96, CaulluH 2.2.2.542-96).
J171st TIOBBIILICHUST YPOBHSI 3aLIMIIIEHHOCTH MH(POPMAIIMH PEKOMEH/IYETCsI HCII0JIb30BaTh CEPTUQHIIUPOBAHHBIE 110 TPEOOBAHUIM
6e3omacHoctr nHpopmanuu CBT.



5.3.5. Jlng nepenaun MHGOpMAIMU 110 KaHAJAM CBS3M, BBIXOJSINUM 3a IPEJAENbl KOHTPOJUPYEMOH 30HBI, HEOOXOIMMO
UCTIONb30BaTh 3AIIMINEHHBIC KaHANbl CBSI3M, B TOM YHCIIC 3alIWIICHHbIC BOJOKOHHO-ONTHYECKHE IIMHUHM CBSI3M WIH
MIpeAHa3HAYCHHBIC I 5TOr0 KPUNTOrpapuIecKue CPEACTBA 3aNUTh HHPOPMAILIHH.

5.3.6. Cremyer ycTaHOBHTH Ha NPEANPUATHH TOPANOK ydeTa, XpaHCHHS M YHHUYTOXKEHHS HOcuTelned mHpopmannu Ha
MarHuTHON (MarHUTHO-ONTHYECKOH) M OyMaXHOW OCHOBE B HAy4YHBIX, NPOU3BOJACTBCHHBIX H (YHKIMOHAIBHBIX
MOJIpa3/IeNIeHNAX, a TAKXKe Pa3padoTaTh ¥ BBECTH B JICHCTBHUE Pa3pEUINTENbHYIO CUCTEMY AOIYCKa MCIOJIHUTENEH TOKYMEHTaM
U CBEACHHSIM, COCTABIISIFOIIIM KOMMEPYECKYIO TaliHYy.

VYKka3aHHBIE MHHUMQIBHBIA HabOp pPEKOMEHIYEMbIX OpIraHU3AI[MOHHO-TEXHHUUECKUX MEpPONPHUSATHH MO  pelIeHUIo
PYKOBOAUTEIIS IPEATIPUSTHS MOXKET OBITH PaCIIPEH.

Pemenne o coctaBe M colepKaHHUKM MEPONPUSITHH, a TaKKe HCIIOJIb3YEMbIX CPEJICTB 3allUThl MH()OPMALUH MPUHUMACTCS
PYKOBOAMTENIEM TPEIIPUATHS 10 pe3ysibTaTaM oOCIeNOBaHMs co3laBaeMoil (MoxepHu3upyemoit) AC ¢ y4eToM BaKHOCTH
(ueHHOCTH) 3amyIaeMol HH(MOPMaIHH.

5.4. Ilopsinok obecnevyenns 3alUTHI KOH(puIeHIMAIBHOH HHopManuu npu Ykcrryaranun AC

5.4.1. Opraamszanus skcmoryatannd AC m C3M B ee cocraBe OCYIIECTBISCTCS B COOTBETCTBHH C YCTaHOBICHHBIM B
YUpEeXICHAH (HA IPEATIPIATAN) IMTOPSIKOM, B TOM YHCIIE TEXHOJIOTHIECKIMA HHCTPYKIUAME 110 3kcruryaTannn C3W HCH ms
mosp30Bartenet, arMuaACTPaTopoB AC 1 pabOTHUKOB CITYKOBI 6€30MTaCHOCTH.

5.4.2. 11 obecrieuenns 3amuTsl HHQOpMAIH B pornecce dKcuryatannd AC peKOMeHAyeTcs IpeayCMaTPUBATh COO0ICHNE
CJIEIYIOUINX OCHOBHBIX ITOJIOKEHUH U TpeOOBaHUIA:

e JIONMyCK K 3amuinacMoi uHpopMmanuu jui, paboraromux B AC (monb3oBaTenci, 0OCIyKHBAOIIET0 IEPCOHANA),
JIOJDKEH TPOU3BOAUTECS B COOTBETCTBUH C YCTAHOBJICHHBIM Pa3peIINTEeIbHON CUCTEMOH JIOMycKa MO PSIIKOM;

e Ha mepuoa oOpaboTKM 3amuinacMoi wHpopMamu B momemeHusx, rae pazmemarorcs OTCC, MOTyT HaxoJUThCS
TOJIBKO JIMIA, JOMYyIIEHHbIE B YCTAaHOBJICHHOM IIOpsiAKe K oOpabarkiBaeMoil MH(oOpManuu; DOMYyCK APYTHX JIMIL JUIs
MPOBEICHUs] HEOOXOIMMBIX MPOQPHUIAKTUUECKUX HIM PEMOHTHBIX pabOT MOXKET OCYIIECTBIISITHCS B 3TH MOMEIICHHS
TOJIBKO C CAHKLUH PYKOBOJUTEIS YUPEIKACHHS (IPEATNPHUATHS) UM PyKOBOJIHUTEIS CIYKObI 0€30I1aCHOCTH;

e B CIy4yae pa3MEIICHHS B OJHOM NOMEIICHHH HECKOJBKHX TEXHHYECKHX CPEICTB OTOOpaXEHUS MHPOPMAIHU TOJDKEH
OBITH HCKIIIOUCH HECAHKIIMOHUPOBAHHBIM MPOCMOTP BBIBOJUMON Ha HUX MH(pOpManny;

e 10 OKOHYaHMHU 00pabOTKHM 3aIIUIacMoi WH(pOPMaNWy WK NPH Nepefade yNpaBiIeHUs APYroMy JIMIY HOJIb30BaTelb
00s13aH TPOM3BECTH CTHPAaHHE BPEMCHHBIX (DailloB Ha HECHEMHBIX HOCHUTEISIX HMHGOpPMAIMM M HHPOpPMAIHMU B
orepaTHBHON maMsATH. OZHUM U3 CIOCOOOB CTHUpaHMs MHPOPMAIMK B ONEPATHBHOW MaMATH SBJISCTCS Iepe3arpyska
[15BM;

e U3MCHEHHWE WJIM BBOJ HOBBIX INporpamMm o0paborku 3amumiaeMoid mHpopmanmu B AC I0DKEH OCYIIECTBISTHCS
coBMecTHO pa3pabotunkoM AC u anmMuHHCcTpaTopoM AC;

e IpU YBOJBHEHMHM WIM TEpeMENIeHUH aaMUHHCTpaTopoB AC pyKOBOAHWTENEM YUpeKACHUS (IPeAnpHsTHsi) IO
COTJIACOBAHHUIO CO CIIY)KOOH 0€30MacHOCTH JOJDKHBI OBITH MPHUHATHI MEPHI IO ONEPATHBHOMY HM3MEHEHHIO Iapoiiei,
WIeHTU(HUKATOPOB U KJII0YEH IUPPOBAHHUSI.

5.4.3. Bce HOocuTenu nHpOpMAaNUK HA OyMaXXHOM, MATHUTHOW, ONTHYECKOH (MarHUTO-ONTHYECKOH) OCHOBE, HCTIOIh3yEMBIC B
TEXHOJIOTHYECKOM mporecce 00padoTkn mHpopMarmu B AC, mojurexaTr ydeTy B TOM IPOW3BOJCTBEHHOM, HAayYHOM HIIH
(YHKIIMOHAIEHOM II0JIpa3ielIeHHH, KoTopoe sBiseTcs BiaaenbieM AC, oOpadaTeiBaronield 3Ty HHYOPMAIHIO.

5.4.4. Yuer cheMHBIX HOCHTENCH WH(POPMAIIMK HA MAarHUTHOM HMITM ONITUYECKOW OCHOBE (TMOKHE MarHUTHBIC TUCKH, ChEMHBIC
HaKOMHUTEJN MHGOPMALUH OOJIBIION eMKOCTH MM KapTPHKH, CheMHBIE IIAKETH! IUCKOB, HHbIE MArHUTHBIC, ONITHYECKUE WIIH
MarHUTO-ONTHYECKUE AUCKH, MArHUTHBIE JICHTHI U T.I1.), @ TAK)KE PAacleyaToK TeKCTOBOM, rpaduueckoil 1 MHOW MHpOpMaIMn
Ha OyMa)XHOM WJIM IUIACTUKOBOHM (IIPO3payHOii) OCHOBE OCYIIECTBISIETCA IO KapTOYKaM MM >KypHajaM YCTaHOBJICHHOM
(OpMBI, B TOM YHCIIe aBTOMATH3HMPOBAHO C HCIIOJIb30BAHUEM CPEICTB BBIYHCINUTENbHOM TeXHUKH. JKypHanbHas ¢popMa yuera
MOJKET UCIOJb30BaThCs B AC ¢ HEOOJBIIUM 00EMOM JOKYMEHTO000pOTA.

5.4.5. CpemHble HOCHUTENM WH(OpMALMK Ha MarHUTHOM WJIM ONTHYECKOH OCHOBE B 3aBUCHMOCTH OT XapakTepa HIIH
JUINTENIFHOCTH MCTIOB30BaHUS JIOITyCKAETCSl YUUTHIBATh COBMECTHO C JPYTUMH JOKYMEHTaMH 0 YCTAHOBJICHHBIM JJISI 3TOTO
YYeTHBIM (OopMaM.

IIpn sTOoM mepex BBHINONHEHHWEM pabOT COTPYAHHKOM, OTBETCTBEHHBIM 32 WX Y4YeT, HA 3THX HOCHUTENSIX HH(pOpMaIHu
MIPEABAPUTENBHO MPOCTABIIIOTCS JIIOOBIM JJOCTYITHBIM CIIOCOOOM CIIENYIOIINE YYETHbIE PEKBU3UTHI: YYETHBI HOMEp M JaTa,
nometka "Jlnst ciry:keOHOTO IMOJb30BaHus", HOMEpP 3K3eMIUIIPa, MOJIHCH ITOTO COTPYIHHMKA, a TAKXKe JPYrue BO3MOXKHBIE
PEKBHU3HTHI, HACHTH(UIHMPYIOIIUE 3TOT HOCUTEIb.

5.4.6. PacrieyaTkn JOIycKaeTcs Y4YUTHIBaTh COBMECTHO C APYTMMH TPaAMLUUOHHBIMH II€YaTHBIMH JOKYMEHTAaMH IO
YCTaHOBIICHHBIM IS 3TOTO YUETHBIM (popMam.

5.4.7. BpeMeHHO HE HCIOIb3yeMble HOCUTEIN WHPOPMAITUHU JODKHBI XPAHUTHCS MOJIh30BATENIEM B MECTax, HEJOCTYIMHBIX JIJIS
ITOCTOPOHHUX JINIL.

5.5. 3amuTa KoH(puAeHUHAJLHOH HWHPOpPMAIUM HA ABTOMATH3MPOBAHHBIX PafoyHX MecTax Ha 0a3e aBTOHOMHBIX
MI9BM

5.5.1. ABromarusupoBaHHbIE paboune MecTa Ha 0a3e aBTOHOMHBIX [IDBM sBISAIOTCS aBTOMATH3UPOBAHHBIMHU CHCTEMAaMH,
oOmamaromumu BceMu ocHOBHBIMH Tpu3Hakamu AC. MHpopMannoHHBIM KaHaloM oOMeHa Mexny Takumu AC sBisioTCS
HOCHUTENIN UH(POPMAIMK Ha MArHUTHOW (MarHUTHO-ONITHYECKOM) M OyMakKHOW OCHOBE.

B cBsi3u ¢ 3TMM mopsok pazpaboTku M dKciuryatanuu APM Ha 6aze aBToHOMHBIX I[IDBM mo cocraBy u copepkaHHIO
MIPOBOAMMBIX pPAa0OT 1O 3amure HH(pOpManuH, OpraHU3alMOHHO-PACIIOPSIUTENFHON, MPOSKTHOW M 3KCIUTyaTal[MOHHOW
JIOKYMEHTAIMHU JIOJDKHBI TTOJIHOCTHIO OTBEYAaTh TPEOOBAHUSM HACTOSIIEr0 JOKYMEHTA.

5.5.2. AC na 6ase aBToHOMHBIX I[IDBM B coorBercTBuu ¢ TpeboBanusmu PJI T'octexkomuccuum Poccum "ABTOMa-
TU3UPOBAaHHBIE CHCTEMBI. 3alUTa OT HECAaHKIMOHMPOBAHHOTO jocTyna K wuHpopmanuu. Kraccupukanms asToMa-
TH3UPOBAHHBIX CHCTEM U TPEOOBAHMS 110 3aIIUTE MHPOPMAIUK" JODKHBI OBITh KJIACCU(PUITUPOBAHBI U OTHECEHBI:



e k3 rpynne AC, eciu B Heil pabOTaeT TOJIBKO OJMH MOJIb30BaTEINb, JONYIIEHHBIH Ko Bcel nHpopmaryn AC;
e xo0 2 wu l rpymme AC, ecii B HeW TOCIENOBATEIBEHO PabOTAIOT HECKOJIBKO IMOJIb30BATENeH ¢ paBHBIMU WM Pa3HBIMHU
MpaBaMu OCTyNa (MIOJITHOMOYHUSMH), COOTBETCTBEHHO.

[pumeuanue: [Tpu ucrons3oBanny Ha aBTOHOMHOH [I9BM Texnomornu 06pabotku mHPOpMAIK Ha ChEMHBIX HaKOTIHTEIIX
Oompmoit emkocTH, kKiaaccupukammst AC TPOU3BOIWTCS HAa OCHOBAaHMH aHANINW3a PEXHMa AOCTyma moibs3oBareneii AC k
nHPOPMALINU Ha UCITIOF3YeMOM CheMHOM HaKomuTee (JINO0 OJHOBPEMEHHO HCIIONB3YEeMOM MX KOMIUIEKCE).
5.6. 3amuTa wWHpoOpManMM NPH WCHOJb30BAHMH CHEMHBIX HakKomuTeseii WHGopMamum O60JBIIOH eMKOCTH s
aBTOMATH3MPOBAHHBIX Pa00o4nX MecT Ha 6a3ze aBToHOMHBIX [I9BM
5.6.1. [lanHas uHpOpPMaIMOHHAs TEXHOJIOTHUS MPEIyCMaTPUBAET 3alUCh Ha 3arpy’KaeMbli CheMHBII HAKOMTUTENb HH(pOpMaIu
Oonbiol eMkocTu oxHOBpeMeHHO obrmecuctemHoro (OC, CYB/l) u mpukiIagHOro mporpaMMHOro OOEcIieueHHUs, a TaKKe
oOpabarsiBaeMol HHGOPMALIMH OJJHOTO WJIH IPYIIIBI ITOJIb30BaTEICH.
B kauectBe ycTpOHMCTB U1 pabOTHI IO ATOW TEXHOJOTMU MOTYT OBITH MCIOJIB30BaHbl HAKOIMTEIN HA MarHUTHOM, MarHUTO-
ONITHYECKOM HJIH JIA3€PHOM AMCKaX Pa3IMIHON KOHCTPYKIIHMH, KaK BCTPOCHHBIE (CHEMHBIE), TaK M BHIHOCHBIE. OJJHOBPEMEHHO
MOXET OBITh YCTaHOBJICHO HECKOJIBKO ChEMHBIX HAKOMUTENEH HH(YOPMALUH OOJIBIION EMKOCTH.
HecbeMHBIE HAKOTTUTEIH JODKHBI OBITh NCKITIOUEHBI M3 KoHpuUrypamu [19BM.
OcHOBHOW 0COOEHHOCTHIO NMPHUMEHEHHUS NaHHOH mH(popMarmoHHOH TexHomormu st APM Ha 6a3e aBroHomHBEIX [IDBM c
TOYKH 3pEHHs 3aIlIUTHl HH(GOpPMAIMK ABISETCS MCKIIIOUYEeHHe dTana XxpaneHus Ha [IDBM B mepabouee BpeMs wHpopManuy,
HOJJIEe)KaIIEH 3allIUTE.
OT1a 0COOCHHOCTH MOXKET OBITh HCIONb30BaHA JUIsl 00pabOTKM 3amuiaeMoi uHpopManuu 0e3 NpPUMEHEHHUs cep-
TU(QHULIUPOBAHHBIX CpeACTB 3aiuThl nHPopMarmu ot HCJ] n ucronb3oBanus cpeAcTB HU3MYECKON 3aLUTHI MOMEICHHH ATHX
APM.
5.6.2. Ha stame mpeanpoeKTHOro o0cieaoBaHUs HEOOXOJMMO MPOBECTH JIETATBbHBIA aHAINW3 TEXHOJOTHYECKOTO Ipolecca
00paboTkK MH(pOpPMALKK, oOpallas BHUMaHUE, MIPEKIC BCEro, HA TEXHOJOTHIO oOMeHa MH(opMaIuel (IpU HCIOJIb30BaHUU
CBhEMHBIX HakomuTeJed MH(pOpMAalMK OOJBIIOW €MKOCTH WINM TMOKMX MarHUTHbIX nuckoB (I'MJI wim mucker) ¢ OpyruMu
APM, Kak HCIIONB3YIOUIMMH, TaK W HE HCHOJNB3YIONMMHU 3Ty HH(GOPMAIMOHHYIO TEXHOJOTHWIO, Ha CO3JaHHE YCIIOBHH,
UCKJIIOYAIOIIMX  TONaJaHWe  KOH(QHICHIWATbHOW  MHGOpMAaMM  Ha  HEYYTECHHBIE  HOCHUTENH  HMH(OPMAIUH,
HECaHKIIMOHNPOBAHHOE 03HAKOMIICHHE € 3TOH MH(pOPMAIEH, Ha OpPraHM3alUIO BbI1a4n HHGOPMAIUN Ha 11€4aTh.
5.6.3. O6MeH KoH(OUACHIATBHON HHpopMammeit Mexay APM NMomkeH OCYIIECTBIATHCS TONBKO HAa YYTEHHBIX HOCHTEIAX
nH(popManuy ¢ yaeToM JOoIMycKa HCTIoNHHUTENeH, padoTatomux Ha APM, k neperocumoii nadopmannm.
5.6.4. Ha pabounx MecTax MCHOJHUTENEH, padOTAIOMIMX [0 ATOH TEXHOJIOTHH, BO BpeMs pabOThl, KaK MPaBHIIO, HE JOJDKHO
OBITh HCYYTCHHBIX HAKOTHTEICH HH()OPMAIHH.
B cinyyae ¢opmupoBanus KoH(UAEHIMANBHBIX JOKYMEHTOB C HCIIOJIb30BAHHEM, KaK TEKCTOBOH, Tak W rpaduueckon
nHpopManuy, NpencTaBIeHHON Ha HEKOH(WACHIMAIBHBIX HAKOMUTEIIX WH(popManny, HeKOH(UACHIMAIbHbIE HAKOIUTEIN
nH(opManuK JO0IKHBI ObITh "3aKPBITHL HA 3aIKCH".
VYcioBusSL M MOPAHOK NMPHMEHEHHMS TaKuX IPOIEeAyp IODKHBI OBITh OTPaXXeHbl B TEXHOJIOTHH OOpabOTKM HH(DOpMAINH,
UCTIONB3YIOIIEH CheMHBIE HAKOITUTENIN HH(POPMAIK OOJIBIIONH EMKOCTH.
5.6.5. Ilpu uCHONB30BAaHMM B OSTOH TEXHOJOTMH COBPEMEHHBIX CpPEICTB BBIYHUCIUTEIHHOW TEXHUKH, OCHAIICHHBIX
SHEPrOHE3aBUCHMOM, YIIPABISIEMOH HM3BHE Iepe3alichiBaeMOil maMAThIo, Tak HaszbiBaeMbiX Flash-Bios (FB), HeoOxomumo
obecrieunTh HEeJI0CTHOCTh 3anmucanHoi B FB mH(opmannu. [{ns obecrieueHnst HENOCTHOCTH, KaK Mepes HadajaoM palorT, ¢
KOH(uAeHIMAIbHOH uHpopMarmeil npu 3arpyske [I9BM, Tak u mo MX OKOHYAHHWH, HEOOXOIMMO BBIIIOJIHUTH IPOLEAYPY
nposepku nenoctHoctn FB. Ilpu HecoBmazeHnMM HEOOXOAMMO BOCCTaHOBMTH (3aIMcaTh INEpBOHAYANbHYIO Bepcuio) FB,
MOCTaBUTh 00 3TOM B M3BECTHOCTh PYKOBOAMTENSI MOJpa3ACICHHUs U CIIy>KOy 0E30MacHOCTH, a TaK)KE BBISCHHTH NPUYHUHBI
n3MmeHenus FB.
5.6.6. [lomxHa OBITH pa3paboTaHa ¥ IO COTIACOBAHMIO C CITY>KOOH 0€30MacHOCTH YTBEpXKAEHA PYKOBOIHUTEIEM YUPEKACHUSI
(npennpusTHs) TexHONOrus 00paboTKM KOH(HIACHUHMATbHOW HHQOPMAlMK, HCIOJIb3YIOIIAs ChEMHbBIE HAKOIUTEIH
nHpopmanuu 60JIBIION EMKOCTH U MpeaycMaTpHUBalOIIas BhIIICYKa3aHHbIE, a TAK)Ke APYrHe BOMPOCH! 3alUThI HHPOPMAIKH,
HMEIOLIME OTHOIIEHHE K YCJOBHSIM pa3MeulleHus, dkciutyaraiun APM, ydery Hocutesned uHdopmanuu, a Takke Apyrue
TpeOOBaHMUs, BRITEKAIOIIUE U3 0COOCHHOCTEH (hyHKIIMOHHpOBaHUS APM.

5.7. 3amura uHGopMaANNH B JIOKATBHBIX BIYHCIUTE/ILHBIX CeTAX

5.7.1. XapaktepHeiMu ocobenHocTssmu JIBC siBisiroTcst pacnpeliesieHHOe XpaHeHue (aiiioB, yaaneHHass o0paboTKa JTaHHBIX
(BBIUMCIIEHUS) M Tepenada COOOIIeHUH (SJIEKTPOHHAs MOYTa), a TaKKe CIOXHOCTh IPOBEICHHS KOHTPOJII 3a paboToi
MOJIB30BATENEH U coCcTOsTHNEM 001ei 0e3omacHoctn JIBC.

5.7.2. CpenctBa 3amutel uHpopmarmu ot HCJ] mommkHBI MCONB30BaThCs BO Bcex y3nax JIBC He3aBHCHMMO OT HamWyus
(orcyrcTBHs) KOHUACHIHMATbLHOW WHpopManuu B naHHOM y3ie JIBC um TpeOyroT MOCTOSHHOTO KBaJU(HUIIMPOBAHHOTO
COTIPOBOXKJCHUS CO CTOPOHBI aIMHHHACTPATOPa 0e3011acCHOCTH HHPOPMALIIH.

5.7.3. Wndopmamus, cocTaBisomas CIyXeOHYIO TaiiHy, W TEpCOHAIbHBIE JaHHbIE MOTYT 00padaThIBaThCS TOJBKO B
n3onupoBaHHbIX JIBC, pacnosoxkeHHBIX B Mpejenax KOHTPOIUPYEMOH 30HbI, WIN B YCIOBHSIX, U3I0KEHHBIX B MyHKTax 5.8.4.
u 5.8.5. cneayrouero noapaszena.

5.7.4. Knacc 3ammmenHoctn JIBC onpenensercs B coorBercTBUM ¢ TpeboBanmsimu P/l I'ocrexxomuccum Poccun
"ABTOMaTH3MPOBAaHHBIE CHCTEMBl. 3allUTa OT HECAHKIHMOHWPOBaHHOTO joctyna Kk uHdpopmannu. Kiaccudukanms
ABTOMAaTH3MPOBAHHBIX CUCTEM U TpeOOBaHus 110 3amuTe nHGopmanuu".

5.7.5. Ana ynpasnenus JIBC u pacnpenenenust cucteMHelx pecypcoB B JIBC, Bkirouas ynpaBieHHE CPEACTBAMM 3allUTHI
nHpopmanuu, obpabaTeiBacMoil (XpaHuUMoOM, miepenaBaeMoii) B JIBC, B momosiHeHHWE K CHCTEMHBIM aJMHHHCTPATOPAM



(anmuHucTpatopam JIBC) Moryr ObITh Ha3Ha4€HBl aJMHHHCTpATOphl 10 Oe3omacHOCTH HWH(OpPMAlMH, HMEIoIne

HE0OX0IMMBIE TPUBWIICTHH TOCTYMA K 3anumaemMon napopmarmu JIBC.

5.7.6. CocraB moss3oBareneit JIBC 10mkeH ycTaHaBIMBATHCS 10 MACHMEHHOMY Pa3pelieHUI0 PYKOBOICTBA TPEATPHUATHS

(CTpyKTypHOTO MOJpa3/ieNeHus) W CTPOro KOHTPOIHMPOBAThCS. Bce HM3MEHEHMs cocTaBa IIONB30BATENCH, WX MpaB H

MIPUBWIETUH JOJIKHBI PETUCTPHPOBATHCS.

5.7.7. Kaxngplii aqMUHACTPATOpP W TOJB30BATENb JODKEH MMETh YHUKANbHBIC WACHTH(QHUKATOPH W TApONM, a B CiIydae

UCTIONB30BAaHMA KPHUNTOrpaguiIecKux CpPEeACTB 3amIuThl HHpOpMAnMU - KIOYM MUQPOBAHUS UIA KPHUIITOrPapHIECKUX

CPECTB, HCIOJIB3YEMBIX Ul 3allUThl MHGOPMAIMM NpU Iepelade ee MO KaHajdaM CBSI3M M XpaHEHHs, U JUII CHUCTEM

JIEKTPOHHO LU(POBOH MOAIIICH.

5.8. 3ammura uHpopMaNK P MeKCETEBOM B3aMMO/eiiCTBHH

5.8.1. IlonoxeHuss JaHHOrO MOJpasjesa OTHOCITCSA K B3aMMOJEHCTBUIO JIOKAJIBHBIX CETeH, HM OJHAa M3 KOTOPBIX HE MMeeT

BBIXO/Ia B CETH OOIIETo 1MoJIb30BaHus THa Internet.

5.8.2. Bzanmoneiicteue JIBC ¢ ApyruMH BBIYHCIUTEIBFHBIMA CETSIMH JOJDKHO KOHTPOJIHUPOBATHCS C TOUKH 3PCHUS 3AIIUTHI

nHpopManuu. KoMMyHUKAIIOHHOE 000pYAOBaHHE M BCE COSAMHEHUS C JIOKAIBHBIMU TepudepuitHpiMu yerporicteamu JIBC

JOJDKHBI pacronaraTbes B mpeaenax K3.

5.8.3. Ilpn KoH(PHUTypHPOBaHMM KOMMYHHKAIIHOHHOTO OOOPYAOBaHHA (MapIIpyTH3aTOPOB, KOHIIEHTPATOPOB, MOCTOB U

MYJBTHIIEKCOPOB) U MPOKJIAAKE KabenbHOH cucteMsl JIBC pekoMeHayeTcsl yuuThIBaTh paszeieHue Tpaduka Mo OTACTBHBIM

CEeTEBBIM (pparMeHTaM Ha MPOU3BOJCTBEHHONW OCHOBE U BHIAM AEATECIBHOCTH NPEATIPUSITHS.

5.8.4. Iloaxmouenue JIBC k npyroit aBToMaTU3UPOBAHHON cHCTeMe (JOKaJIbHOM WM HEOTHOPOIHOI BEIYUCIUTENLHON CETH)

MHOTO KJIacca 3allMIIEHHOCTH JOJDKHO OCYIIECTBIATHCS C UCMOIb30BaHHEeM MO, TpeboBaHuUs K KOTOpoMy omnpeaenstores P/

I'octexxomuccuu Poccun "CpencTBa BBIYUCIUTENBHON TEXHUKH. MeKceTeBbIe 3KpaHbl. 3aIluTa OT HECAaHKIIMOHHPOBAHHOIO

Jocryna Kk uHpopmaruu. [TokazaTenu 3alMIEHHOCTH OT HECAHKIIMOHUPOBAHHOTO J0CTYMa K HHpopMarmu'".

5.8.5. lnst 3ammrhl KOH(UACHIMAILHONH MHGOpPMAlMKM NIpU ee MepeAade o KaHamam cBs3u u3 onHoit AC B npyryro

HE00XOIUMO UCIIOIb30BaTh:

e B AC kyacca 1I' - MD He Hmke Knacca 4;

e B ACkimacca 1] u 2b, 3b - MD knacca 5 unu BbIIIIe.

Ecnu kaHanbl cBsi3M BBIXOAAT 3a mperens! K3, HE0OXOOMMO HCIIONB30BaTh 3ALIMIICHHBIC KaHAJbl CBS3H, 3alUIICHHBIC

BOJIOKOHHO-ONTHYECKUE JTHHUH CBSI3H JTH00 cepTH(HUIIMPOBaHHBIE KpUITOrpadMueCKHe CPECTBA 3aAIHUTHI.

5.9. 3amura nnopmanumn npu padore ¢ CHUCTEeMAMHM yIIPaBJieHUus 6a3aMH JAHHBIX

5.9.1. Ilpu pabote ¢ cuctemamu ympapieHus 0azamu nanubix (CYB/]) u 6azamu nanubix (B/]) HeoOXoauMMO y4YHTHIBATH

CIeIyIoNIIe 0COOCHHOCTH 3amuThl nHpopMmanuu ot HC/I:

e B b/l moxer HakamuBarbCsi OOJNBLION O0BEM HMHTEIPUPOBAHHON HMHGOPMAMU 10 pa3JIUYHBIM TEMaTHYeCKUM
HaTpaBJIeHUAM, IPEeIHA3HAYCHHON I Pa3INUHBIX MOJIb30BaTENCH;

e B/l MoryT OBITH GH3UUECKH PACTIPEICICHBI M0 PA3INYHBIM YCTPOICTBAM H y3/1aM CETH;

e b/l Moryt BKiIrOYaTh MHGOPMAIHIO PA3IMYHOTO YPOBHS KOH(UIESHINAIBLHOCTH;

e  pasrpaHWYCHHE JOCTyma moib3oBatereii k BJl cpexctBamu omeparmonHoit cuctemsl w/umu C3WM HCJl moxer
OCYIIECTBIITHCS TOJMBKO HA YpOBHE (aiiioB B/I;

e  pasrpaHMYeHHe JOCTyIa Ioyib3oBareneil k oobekraMm bJl: Tabnuiam, cxemam, mpoueaypam, 3alHCsIM, TOJISIM 3alnceld B
0azax JaHHBIX H T.II., MOXKET OCYIIECTBIATHCA TONBKO cpeactBamu CYB/I, ecnu TakoBbIe HMEIOTCS;

e  perucTpanus ASHCTBHUI MOJIb30BaTeNel Mpu padoTe ¢ oobekTamu b/l MOXeT oCyIecTBIATHCS TAKKE TOJIBKO CPECTBAMHU
CVYB]1, ecti TaKOBBIE MMEIOTCS,

e CVYB]] moryt obecneunBaTh OJHOBPEMEHHBIN JTOCTYN MHOTHX TOJb30BaTenel (KiaueHToB) K B/l ¢ moMoImipio ceTeBhIX
MPOTOKOJIOB, TIPH 3TOM 3ampockl mnosib3oBaresisi Kk BJI oOpabareiBatoTcsi Ha cepBepe M pe3ysbTaThl 00pabOTKU
HaMpPAaBJIAIOTCS TMOJIB30BATENSAM (KITMEHTaM ).

5.9.2. C yueToM yKa3zaHHBIX 0COOEHHOCTEH npu cozganuu bJl pexoMeHayercs:

e 1pu Beibope CYB]] opueHTHpoBaThCs Ha omneparnuoHHble cucteMbl ¥ CYBJl, Bkmtodaromiue au0OO IITaTHBIE
cepTu(UIMPOBaHHBIE cpe/cTBa 3amuThl nHPopMarmu ot HC/I, nnbo mMerome cooTBETCTBYIONINE CepTH (PUITMPOBAaHHBIE
nonosiaenus B Bune C3U HC;

e 1pu ucnoab3oBanuu CYB/], He MMEIOIMUX CPEACTB pa3srpaHUYEHHs I0CTyIa, MPOM3BOANTH pazouenue b/l Ha oTnenbHbIe
(aiiibl, pasrpaHUYeHHE J0CTyIIa K KOTOPBIM MOKHO 1poBoauTh cpeactBamu OC w/umu C31 HC/L;

e IIpH UCHOIBb30BaHUU cOBpeMeHHbIX CYB]I, 0CHOBaHHBIX Ha MOJENU KIHEHT-CEPBEP, UCIONB30BaTh UX IITATHLIE CPEACTBA
3amuTel nHGopManuu oT HC/I, mpuMeHTh CpeacTBa perucTpanun (ayauTa) U pasrpaHHueHue noctyna K oobekram bJ]
Ha OCHOBE TIpaB, IPUBHIIETHH, ponel, mpeacrapnerni (VIEW), npouenyp u t.11.

6. PEKOMEHJAIIAU 110 OBECHEYEHHMIO 3AIINATHI WHO®OPMAIIAU, COJEPXKAIIENCS B HE-

TOCYJIAPCTBEHHBIX MH®OPMAIIMOHHBIX PECYPCAX, ITPU B3AMMOJEMCTBUA ABOHEHTOB C

NH®OPMAINMOHHBIMU CETAMHU OBIIET O ITOJIb3OBAHUS

6.1. O0ue no0xKeHUs

6.1.1. B HacrosmieM pasjene NpHUBEICHB PEKOMEHAALNH, ONpPECISIONINE YCIOBUS U IOPSAI0K HMOAKIIOUEHHs aDOHEHTOB K

nHpoOpManMOHHBIM ceTssM o0mero nonb3oBaHus (CeTsiM), a TakKe PEKOMEHAAMHM MO0 o0ecnedeHnto Oe3011acHOCTH

KOH(MAECHIIMAIFHONH HMH(pOPMAIMH, COJEpXKalleicss B HErocyJapCTBEHHBIX HH(MOPMAIMOHHBIX pecypcax, PeKHUM 3alIuThI

KOTOpOH ompenessieT COOCTBEHHHMK 3THX pecypcoB (KoMmepueckas TaiiHa - B coorBerctBuu ¢ 1.2.3. CTP-K), mpu

TIOJIKJIIOYEHHH ¥ B3aUMO/IeHiCTBUM aDOHEHTOB C 3THMH CETSIMU.

6.1.2. JlanHble peKOMEHAAIMH OIIPEeIieHbI, ucxoas u3 TpedoBanuii P/ "Cpencrsa BRIYHACIUTEILHON TEXHUKH. MeKCeTeBbIC

9KpaHbl. 3ammTa OT HECAaHKIWOHMPOBAHHOTO jgocTyna K uHpopmanuu. [lokasarenn  3alUIIEHHOCTH  OT

HECAaHKIIMOHUPOBAHHOTO [JOCTyNMa K WH(OpMamuu', HACTOSIIECIO [OKYMEHTAa, a TaKKe CIEAYIOIUX OCHOBHBIX YIpO3

6e30macHOCTH HHPOPMAILINHU, BO3HUKAIOIIUX TP B3aUMOACHCTBUY C HHPOPMAIMOHHBIMH CETSMH OOILETO MONb30BAHUS:



®  HECaHKIMOHMPOBAHHOTO JoCTyna K MH(pOpMaluu, XpaHsieiics n oOpabartpiBaemoil Bo BHyTpeHHHMX JIBC (cepBepax,
paboumXx CTaHIMAX) WU Ha aBTOHOMHBIX [I9BM, kak u3 Cereii, Tak u u3 BHyTpeHHux JIBC;

®  HECAaHKIMOHMPOBAHHOTO JOCTyNa K KOMMYHHKAaIHOHHOMY OOOpYHZOBaHWIO (MapIIpyTH3aToOpy, KOHIEHTPATOPY, MOCTY,
MYJBTHIDIEKCOPY, cepBepy, Web/Proxy cepsepy), coemunstomemy BHyTpeHHHE JIBC yupexneHus (IpeampusTus) c
Cersamu;

e  HECAaHKIIMOHMPOBAHHOTO IOCTyHa K JaHHBIM (COOOmIeHWsAM), mepemaBaeMbiM Mexny BHyTpeHHHMH JIBC m Cetsivu,
BKJIIOYast UX MOAN(DHUKALNIO, UMHTALUIO U YHUUTOXKEHHE;

e 3apaeHHs NPOrpaMMHOrO oOecredeHHus KOMIbIoTepHbIMH "BupycamMu" wu3 CeTH, Kak IOCPEACTBOM IpHeMa
"3apakeHHBIX" (paiioB, Tak U mocpeactBoM E-mail, anmreToB s3bika JAVA u 00wekToB ActiveX Control;

e  BHEJpEHHs NPOTPaMMHBIX 3akKiIagok ¢ uenvlo nomydenunss HCJl k umHpopmaimu, a Takke Je30praHu3anud paboThI
BHyTpenHell JIBC u ee Baumoneiictus ¢ Cersamuy;
HECaHKIIMOHNPOBAaHHOH Iepeiaun 3anuiaemMoii konduaenuansHoi napopmarmu JIBC B Cetb;
BO3MOXKHOCTH TIepexsata nH(popmanuu BHyTpeHHEH JIBC 32 cueT moOOYHBIX 3JEKTPOMATHUTHBIX W3Iy4YE€HHH W HABOJOK
OT OCHOBHBIX TEXHHUECKUX CPEICTB, 00pabaTHIBAIONINX TaKyI0 MH(POpPMAITHIO.

6.2. YciaoBus NoAKJI0OYeHUsT 2a00HeHTOB K CeTH

6.2.1. Monxmouenne k Cetn aboHeHTCKOTO IyHKTa (AIl) OCYIIECTBISETCS IO PEIICHHIO PYKOBOTUTENS YUPEKICHUSI

(mpennpuATH) HA OCHOBAaHUH COOTBETCTBYIOLIETO 0OOCHOBAHUSI.

6.2.2. ObocHoBanue HeoOxoanmocTH noakroueHust Al k CeTu JOIMKHO coaepKaTh:

e HamMmeHoBaHue CeTH, K KOTOPOH OCYLIECTBISieTCS IOJKIIOUEHHE, M PEKBU3UTHI OpraHu3aluu-BiIazensna CeTd u
npoBaiinepa Certu;

®  COCTaB TEXHHYECKHUX CPEICTB AJst 00opymoBanus All;

e  MpeAmoJaracMbie BUIBI paboT U Mcmonb3yembie npukiaanasie cepsuckl Cetu (E-Mail, FTP, Telnet, HTTP u 1.1.) amst ATl
B IEJIOM U JUISI KaXKIOTro a0OHEHTA, B YaCTHOCTH;

e pexnm noakimodeHus All n aborenToB K CeTH (IOCTOSHHBIHN, B T.4. KPYTJIOCYTOYHBIH, BpEMEHHBIN);

e cocTaB OOIIET0 M TEICKOMMYHHKAIMOHHOrO mporpammHoro obOecreuernss AlIl u aboneHTtoB (OC, KIMEHTCKHE
MIPUKJIaAHBIE TIPOrPaMMBI IS CETH - Browsers u T.11.);

®  YHCIIO W MIEpeYeHb MpEeAIoIaraéMbelx aDOHEHTOB (Inana3oH ucnonb3yeMslx IP- agpecos);

e Mepsl u cpenctsa 3amutel nHGopmanun ot HCJ, xotopsie OyxyT mpumMensTecst Ha All, opraHn3anus-n3roToBHUTEINb,
CBEJICHHS O CepPTU(HKALINH, YCTAaHOBIINK, KOH(UTYypalys, MpaBuiia paboThl C HUMHU;

® [epeyeHb CBEJCHHMH KOH(HICHIMAILHOIO Xapakrepa, oOpabareiBaeMbIX (XxpaHuMbIX) Ha All, moiexaimux nepenade u
nostydaeMbix u3 Ceru.

6.2.3. IlpaBo moakmtoueHus k Ceru All, He obopymoBaHHOro cpeiactBamu 3ammthl uHbopMaimu or HCJI, moxer OBITh

MIPEIOCTaBIIEHO TOJBKO B cityuae o0paboTku Ha All mH(bOpMAIMK C OTKPBITHIM JOCTYIIOM, O(OPMIIEHHOH B YCTaHOBJICHHOM

MOpSAIKE KaK pa3pelleHHON K OTKPHITOMY omyOimkoBaHMIO. B aToM ciyuae k All, mpeacraBisioimuM cob0if aBTOHOMHYIO

[I9BM ¢ momeMom, criertuansHbIe TpeboBaHus 1o 3ammute nHGopMarwm ot HCJ He npenbsaBIstoTCs.

6.2.4. Tlogxmouenne k Cetu All, nmpeacraBisromux co0oii BHyTpeHHUE (JIOKaTbHBIC) BBIYUCIUTEIBHBIC CETH, HA KOTOPBIX

oOpabatsIBaeTcsi MHGOPMAIHs, HE pa3pelleHHass K OTKPHITOMY OITyOJIMKOBAaHHIO, pa3pemaercsi TOJIbKO MOC/Ie YCTaHOBKH Ha

ATl cpencts 3ammts! nHbopMaruu oT HCJI, oTBevyaronmx TpeOOBaHUSIM U PEKOMEHAAIMSIM, U3JI0XKEHHBIM B 1opaszene 6.3.

6.3. TlopsAaok NOAK/IIOYEHUSI M B3aMMOJEHCTBUSI a00HEHTCKMX NYHKTOB ¢ CeTblo, TpeOOBaAaHUA U PeKOMEHAANH IO

ofecrneyeHN10 6€30MACHOCTH HH(pOPMALUH

6.3.1. INonxmrouenne All xk CeTH HOMKHO OCYIIECTBIATHCSA B yCTAHOBICHHOM HOpsIIKe Yepe3 nposaiinepa Cetu.

6.3.2. Tonkmouenune JIBC mpennpustus (yupexaenus) kK CeTH TOMKHO OCYIIECTBISATHCS Yepe3 CPeICTBa pas3rpaHUuSHUs

noctymna B Buge MD (Firewall, Bpauamaysp). He momyckaetcs noaxntouenue JIBC k Cetu B 06x0x MD. MD 10/KHBI OBITH

cepTUHUIMPOBAHBI IO TPEOOBAHHUIM 0€30MACHOCTH HH(DOPMAITHH.

6.3.3. Hoctyn k M3, K cpecTBaM €ro KOHPHUTYpUPOBaHUS JIOJKEH OCYIIECTBISTHCS TOIBKO BBIICICHHBIM aMHUHUACTPATOPOM

¢ xoHcos. CpeZicTBa yIaJIeHHOTO yIpaBieHust MO NOIDKHBI OBITh UCKIIFOUSHBI N3 KOH(PHUTYPALIH.

6.3.4. AIl ¢ momompio MD nmomkeH oOecrieYrBaTh CO3JAHHE CEaHCOB CBs3M a0OHEHTOB ¢ BHEIMHUMH cepBepamu CeTH U

MOJy4aTh C 3THX CEPBEPOB TOJILKO OTBETHI Ha 3ampochl aboHeHToB. Hactpoiika MD nomkHa obecneynBaTh OTKa3 B

00CITy)KMBaHHH JIIOOBIX BHEITHHUX 3aIIPOCOB, KOTOPBIE MOTYT HanpasisAThest Ha All.

6.3.5. Ilpu ncronp30BaHNM MOYTOBOTO cepBepa U Web-cepBepa IpepHusThs, TOCIEAHNE HE JOJDKHBI BXOIUTh B cocTas JIBC

ATl n omkHbI ogKmovaTses K CeTH 1Mo 0TAeIbHOMY CETEBOMY (parMeHTy (Yepe3 MapIpyTHu3aTop).

6.3.6. Ha texanmueckux cpenctBax All HOKHO HAXOIWUTHCS MPOrpaMMHOE OOecredeHHe TONBKO B TOH KOH(UTypaIimy,

KOTOpasi HeoOXoauMa IJisi BBHIMOJIHEHHS PaldoT, 3asBIEHHBIX B 00OCHOBaHWHM HeoOxomumoctu moaximodenus All x Cetu

(06ocHOBaHME MOXKET KOPPEKTHPOBATHCS B YCTAHOBICHHOM Ha TPEATIPHATHH TTOPSIKE).

He nomyckaercss akTWBM3aIlus HE BKJIIOYEHHBIX B OOOCHOBaHWE TNPHKIATHBIX CEPBEPOB (IIPOTOKOJIOB) M HE TpeOyrommx

MIPHUBS30K MPOTOKOJIOB K ITOPTaM.

6.3.7. VYcraHOBKY IporpaMMHOTO oOecmedeHns, obecneuuBaromero ¢yHkouoHuposanne All, TOKHBI BBITOTHSATH

YIOJHOMOYEHHBIE CHELIHalMCThl MOJA KOHTpOJIeM aaMHuHUCTparopa. AOoHeHTsl AIl He HMEIOT NpaBa NPOU3BOIMTH

CaMOCTOSTENILHYIO YCTAaHOBKY M MOAM(HUKAIWIO YKa3aHHOTO IPOrPaMMHOTO OOecIeueHHus, OJHAKO MOTYT oOpamiatbcs K

aJIMHUHUCTPATOPY JUISl TPOBEAEHHS €ro OSKCIEePTU3bl Ha MpPEAMET YIy4IICHHs XapaKTepUCTHK, Haluuyus '"BUpPYycoB",

3aMacKHPOBaHHBIX BO3MOXHOCTEW BBHIITOJHEHHS HENPETyCMOTPEHHBIX AeHCTBUIL. Besl OTBETCTBEHHOCTH 3a HCIIOJIb30BaHKE HE

MIPOLIE/IIET0 IKCIEPTH3Y M HE PEKOMEHJIOBAHHOTO K HCIIOJIBb30BAHUIO NMPOTPAMMHOIO OOECIICUEHHs IIEITHKOM JIOKUTCS Ha

adonenta AIl. Ilpu oOHapyxeHHH (AKTOB TAaKOTO poJa agMUHHCTPATOp OO0si3aH JIOTWYECKH (a MpW HEOOXOAMMOCTH -

(u3HUuecKkr BMeCTe ¢ BKIIOYAIOIICH TOJICEThIO) OTKIIIOUNTh padodee Mecto aboHeHTa oT Cetn u JIBC u moctaBUTh 00 3TOM B

N3BECTHOCTH PYKOBOJICTBO.



6.3.8. YcraHaBnuBaeMble MEXKCETEBbIE SKpaHbl JOJDKHBI COOTBETCTBOBATH Kiaccy 3ammiiaeMoro AIl (AC) u orBeuaTh
tpeboBanusM PJ[ Tocrexxommccunm Poccum "CpencTBa BBIUMCIUTENHHOW TEXHUKH. MeKceTeBble JKpaHbl. 3amuTa OT
HECAaHKIIMOHNPOBAHHOTO JOCTyma K wuHGpopManuu. [lokasarenu 3alIMINEHHOCTH OT HECAaHKIMOHMPOBAHHOTO JOCTYyMa K
nHpOpManuu'.

6.3.9. C3U HC]l, ycranaBiuBaemas Ha aBTOHOMHYIO [I9BM, paboune cranmum u cepBepsl BHyTpeHHe# JIBC npeanpusrus
pu 00paboTKe Ha HUX KOH(DHICHINAIEHOW HHPOPMAIINH, JODKHA OCYIIECTBIATS:

®  WICHTU(UKAIMIO W ayTeHTH(HKANWIO IIONb30BaTeNeil mpu moctyme K aBToHOMHOI [1OBM, paGoumm cTaHmmsaM u
cepBepam BHyTpeHHei JIBC o uneHtudukatopy 1 mapoio;

®  KOHTpOJb JOCTyHa K pecypcam aBToHOMHOH [IDBM, pabouux cranumii u cepBepoB BHyTpenueil JIBC Ha ocHoBe
JUCKPEIIOHHOT 0 IPUHIINIIA;

®  perucTpanuio Aoctymna K pecypcam aBroHomHod [1OBM, pabounx craHumid u cepBepoB BHyTpeHHed JIBC, Bkirouas
nonbiTku HC/I;

e  peructpanuro (HakTOB OTIIPABKH U MOTYICHUS aDOHEHTOM cooOIIeHuit ((aiioB, miceM, TOKYMEHTOB).

[pu »tom C3M HCJ nmomxna 3ampemath 3allycK a0OHEHTOM MPOM3BOJBHBIX MPOTPaMM, HE BKIIFOYCHHBIX B COCTaB

mporpaMMHOTO obecnieueHus All.

Momndukanus KoHQUrypamuu mporpamMMmHoro obecneueHust AIl gomkHa OBITE AOCTYHHAa TOJNBKO CO CTOPOHBI af-

MUHHUCTPATOPa, OTBETCTBEHHOTO 3a 3KcIutyarauuto All

CpezncTBa perucTpanyu U perucTpupyeMble JaHHbBIE JOJDKHBI ObITh HEOCTYITHBI JUIs a0OHEHTA.

C3U HC/] nomxHa OBITH LEIOCTHOM, T.€. 3aIIUIIEHHOW OT HECAaHKLMOHMPOBAHHOW MOAMGUKALNK U HE COAepKallel ImyTei

00x0/1a MEXaHU3MOB KOHTPOJISI.

Tectuposanue Bcex ¢ynknuit C31 HCJl ¢ moMOIIpi0 CeUalbHBIX MPOTPAMMHBIX CPEJCTB JOJKHO MPOBOJHUTCS HE PEkKE

OJIHOTO pa3a B TOA.

6.3.10. Texuuueckue cpencrBa AIl mOJDKHBI OBITH pa3MELICHBI MO0 B OTIEIBHOM ToMelleHnH (npu aBroHoMHOW [IOBM,

noaxioueHHOH k Certn), 1100 B pabodMX NMOMEIICHHUAX aOOHEHTOB C NMPHHATHEM OPTaHM3ALMOHHBIX W TEXHHYECKUX Mep,

UCKJIIOYAIOIINX HECAaHKIMOHUPOBaHHYIO pabory B Cern. B 3THX mNOMENmIEHMSIX MOMKHO OBITh HCKIIOUCHO BEICHUC

KOH()MACHIIMAIBHBIX TIEPETOBOPOB, JTHO0 TEXHUYECKHE CPEICTBA JOJKHBI OBITH 3aIUIICHBI C TOUKU 3PEHHS 3JIEKTPOAKyCTHKH.

B wHepabouee Bpems mnomemeHne aBTOHOMHONH [I9BM mmb0 COOTBETCTBYIOIIEro cepBepa CaaeTcs ITOA OXpaHy B

YCTaHOBJICHHOM TIOPSIZKE.

6.3.11. Ilpu coznanuu All pexkomeHnyercs:

6.3.11.1. ITo Bo3mMoxkHOCTH pa3mMeliaTb MO s cBsizu ¢ BHemHUMHU CeTsiMu, Web-cepBepbl, TOYTOBBIE CEPBEPHI B OTIEILHOM

311, noctyn B KOTOpoe uMel Obl OTpaHHYCHHBIN KPYT JHI (OTBETCTBEHHBIE CIIEIIMAIUCTHI, aAMUHUCTpATOpHI). [leproayeckn

NPOBEPSITH pabOTOCIOCOOHOCTF MD ¢ MOMOIIBIO CKaHEpOB, MMHUTHPYIOIIMX BHEIIHWE aTaku Ha BHyTpeHHioo JIBC. He

CllelyeT yCTaHaBIuBaTh Ha MO kakue-1mbo apyrue npukiaansie cepuckl (CYBJ, E-mail, npukinaaHeie cepBepsl U T.01.).

6.3.11.2. Tlpu mpenocTtaBieHnd aOOHEHTAM MPUKIATHBIX CEPBUCOB MCXOJUTh M3 MPHUHIMIA MUHUMAIBHON TOCTATOYHOCTH.

Tem mnonp3oBarenssm All, xoTopeiM He TpebytoTcst ycmyrn CeTd, He MpenoCTaBiIATh HX. I[lomb3oBaTensM, KOTOPBIM

HeoOxoanMa TOJBKO 3ieKkTpoHHAas mouta (E-mail), mpemocTaBisTh TONBKO TOCTYHN K HEH. MakCHMaibHBIH IepedeHb

MPEI0CTABIIIEMbIX MPUKIIAHBIX CEPBUCOB OrpaHnuuBarh cienyromumu: E-mail, FTP, HTTP, Telnet.

6.3.11.3. Tlpu cozmammu All ciemyeT HCIONB30BATh OIEPANMOHHBIE CHUCTEMBI CO BCTPOCHHBIMHU (DYHKIUSAMH 3aIlUTHI

uapopmanuu ot HCJI, mepeuncnennsiMu B 11.6.3.9, wim ncnonb3oBath ceprudunuposanasie C311 HC/.

6.3.11.4. DdPeKTUBHO HCIIOIB30BATH MMEIOLIMECS B MapLIPyTH3aTOpax CpeICTBA pasrpaHHUYEHus JocTyna ((QumIbTpaunuio),

BKJIIOYAIONINE KOHTPOJb IO CHHCKY JIOCTyNa, ayTeHTU(HKALWIO MOJb30BaTeNed, B3aMMHYIO ayTCHTH(UKAIHIO

MapIIpyTU3aTOPOB.

6.3.11.5. B mensx KOHTpOJNSA 3a MPaBOMEPHOCTHIO MCHOib30BaHUSA All M BBISBIEHUS HapyIIeHHH TpeOOBaHMIN IO 3auTe

nHpopManuK OCYIIECTBIATh aHanu3 npuHuMaeMoi u3 Cetu u nepenaBaeMoii B CeTh HHPOPMAIMHK, B TOM YMCIIE Ha HAITHYHE

"pupycoB". Komuu HCXOASAIICH 3JICKTPOHHOW MOYThI M OTChiIaeMbix B CeTh (ailyioB cClieyeT HANpaBlsiTh B aapec

3anunieHHoro apxusa All s mocneayromero aHaigu3a co CTOPOHBI aAMUHHUCTpATopa (CIy>X0bI 6€30acHOCTH).

6.3.11.6. [IpoBOIUTEH MMOCTOSHHBIM KOHTPOJb HHpOpMAIIHU, ToMemmaeMoid Ha Web-cepBepsl peanpusatus. s 3Toro ciieayet

Ha3HAYUTh OTBETCTBEHHOTO (OTBETCTBEHHBIX) 3a BeaeHHe wnHpopmannu Ha Web-cepepe. IIpenycmoTpers mHOpsSIoK

pasmemieHus Ha Web-cepBepe nH(popMaIiy, pa3peieHHONH K OTKPBITOMY OIYOJIMKOBaHHIO.

6.3.12. TlpukazoM mo yupexaeHHIo (IPEeINpHUATHIO) Ha3HAYalOTCs Jula (abOHEHTHI), JONIylleHHble K padoram B Cern ¢

COOTBETCTBYIOLUMH IOJTHOMOYMSAMH, JIMIA, OTBETCTBEHHBIE 3a HKCILTyaTallMi0 yka3aHHOro AIl ¥ KOHTPOJb 3a BHIIOJIHEHUEM

MepoIpHUsATHH 10 obecrieueHnIo 6e3onacHocTn HHpopMau npu pabore aboHeHToB B CeTH (pyKOBOJIUTENN TTOApA3eIeHUI N

aJIMUHUCTPATOPHI).

6.3.13. Bompock! obecnieuenust 6e3onacHoct nHGopMaruu Ha All JOMKHBI OBITH OTPAKEHBI B UHCTPYKIIUHU, OTTPEIEISTFOIICH:
®  TIOPSAIOK NOJKITIOUEHHS U perucTparun aboHeHToB B Certn;

e TOPSAIOK YCTaHOBKM M KoH(purypupoaHus Ha All 00mecHmcTeMHOTO, MPUKIATHOTO KOMMYHHKAIIMOHHOTO IIPO-
TpaMMHOTO obecreueHns (CepBepoB, MapUIIPyTH3aTOPOB, IUIO30B, MOCTOB, MEXKCETEBBIX JKpaHOB, Browsers), ux
HOBBIX BEpCHUll;

®  TOPANOK NpUMEHeHUs cpeacTB 3anmThl nHpopMaru ot HCIl Ha ATl npu B3auMoseicTBin aboneHToB ¢ CeTblo;

e mopsAnok paborsl aboHeHTOB B CeTH, B TOM 4Hcie C 3eKTpoHHOH moutoit (E-mail), mopsaok BbIOOpa M mocTyma K
BHYTPEHHUM W BHeIHNM cepBepaM Cetn (Web-cepsepam);

e  TOpPANOK 0(OPMIICHUS pa3pelieHUH Ha OTIPaBKy AaHHBIX B CeTh (IIpH HEOOXOANMOCTH);

e  0053aHHOCTH M OTBETCTBEHHOCTh aOOHEHTOB W aaMuHHCTpaTopa BHyTpeHHed JIBC mo obecrieueHuio Oe3onacHOCTH
rHpOpMaIU TIpH B3auMoieicTBiH ¢ CeThio;

® TIOPAJOK KOHTPOJISL 3a BBITIOJIHEHUEM MEPONPHUATHH 10 oOecTeueHuto 0e30macHoCTH WHGpOpManud W padoToi
abonenrtos Cetn.



6.3.14. K pabore B kauectBe aboHeHTOB CeTH JOMYCKaeTcsi Kpyr IOJb30BaTeled, O3HAKOMIICHHBIX C TPeOOBaHMSAMH II0
B3aUMOJIEHCTBUIO ¢ ApyruMu aboHeHTaMu CeTH W 00ECTeUeHUI0 MPU 3TOM 0E30MacCHOCTH MH(GOPMAIUK H JOMYCKAEMBIX K
CaMOoCTOATENbHOM paboTe B CeTH mocie ciaui COOTBETCTBYIOIIETO 3a4eTa.

6.3.15. A6onents! Cetn 0043aHBI:

e  3HATh NOPSAOK PETHCTpanMy U B3auMoseiicteus B Cern;

e  3HATh HHCTPYKIHIO IO obecredeHuo Oe3omacHocTH nHpopmannu Ha All,

e 3HaTh npaBmia paboTel co cpencTBamy 3amuTel HHopmanuu ot HCJI, ycraHoBienHsiMu Ha All (cepBepax, pabounx
cranusx All);

®  yMETb MOJIb30BATHCS CPEACTBAMU aHTHUBUPYCHOM 3allUTHI;

e  mociie oKoHYaHHs paboThl B CeTn MpoBepHUThH CBOE pabouee MECTO Ha HaJM4yKe "BUPYcOB".

6.3.16. Bxopsmue u ucxoxsmue cooduieHust ((haiiibl, TOKyMEHTBI), a TaK)Ke HCIOJb3yeMble mpu padote B CeTH HOCHUTENH
nH}oOpMaMK YUYHUTHIBAIOTCS B JKypHajax HECEKPETHOTO JeJoNpou3BoJCTBa. IIpu 3TOM Ha Kopryce (KOHBEpPTE) HOCHUTEI
nHPOPMALINK HAHOCUTCS TIPeIyNpeskaaonmas MapkiupoBka: "Jlomyckaercs Ucmons30BaHue ToIbko B Cetrn .

6.3.17. Ins npuemku B 3kcroryatanuio All nogxmrogaemoro k CeTr, IPUKa30M MO YUPEKACHHUIO (IPEANPHUATHIO) Ha3HAYACTCS
aTTeCTallMOHHAsT KOMHCCHS, IPOBEPSIONIas BBINOJHEHHE YCTAHOBICHHBIX TPEOOBAaHMH M PEKOMEHAALMI. ATTECTAI[OHHAs
KOMHMCCHS B CBOEH paboTe pyKOBOACTBYETCS TPEOOBAaHUAMH 1 PEKOMEHAANNSIMH HACTOSIIETO JOKYMEHTA.

6.3.18. Ilo pe3ynpTaTtam paboTBl KOMUCCHH O(OPMIISIETCS 3aKITIOYSHIE, B KOTOPOM OTPAYKAIOTCA CIIEAYIOIIHNE CBE ICHMUS:

e  THIIBI M HOMEPA BBIJCICHHBIX TEXHNIECKUX cpeacTB All, B T.4. KaXXJ0ro abOHEHTa, UX COCTaB U KOH(UTrypamus;

e CcoCTaB OOLIET0 W CEPBHUCHOTO MPUKIAIHOTO KOMMYHHUKAIMOHHOTO mporpammuoro obGecneuenuss (OC, mapuipy-
THU3aTOPOB, CEPBEPOB, MEKCETEBBIX 3KpaHOB, Browsers um T.m.) Ha AIl B meisom u Ha Kaxaoil paboueil cTaHIMU
aboHeHTa, B 4aCTHOCTH: Jiornueckue aapeca (IP-anpeca), nconb3yemsie anst nocryna B Certu;

e  MepomnpusTHs M0 00ECHEeYeHUI0 0e30MacHOCTH MH(OpPMAIMH, TPOBEACHHbIC IIPH YCTAHOBKE TEXHHYECKHUX CPEJICTB U
MporpaMMHOI0 oOecrieueHus, B T.4. cpeiacTB 3amuThl uH(popmanuu ot HCJI, aHTHBHPYCHBIX CPEICTB, MO 3alIUTE
nH(opManuu oT yTeuku no kanatam [I9MIUH, Hanudne HHCTPYKIHH 10 0OecTedeHuo 6e30macHOCTH HH(popManuy Ha
AT

6.3.19. Ilpu padote B CeTn KaTETOPUIECKH 3aIPEIIACTCS:

e  TOAKIIOYATh TEXHUYECKHE CPEACTBA (cepBephl, paboyne cTaHIuM), UMeronIie BoIxo B CeTh, K IPYrUM TEXHHUECKUM
CpeAcTBaM (CeTsAM), HE ONpEACIECHHBIM B 000CHOBaHUH NoakIoueHus K Cern;

®  U3MCHATH COCTAaB M KOH(UIYpalMIO MPOTPAMMHBIX M TEXHHYECKHX cpelcTB All 0e3 caHKIMM aaMUHHCTpaTopa H
aTTeCTallUOHHOW KOMHCCHUY;

®  TPOM3BOJUTH OTIPABKY JIAaHHBIX 0€3 COOTBETCTBYIOIIETO pa3pelleHNs;

®  KCIOJB30BaTh HOCUTEIH HH(pOpMAIMK ¢ MapKHpoBKoii: "JlomyckaeTcs HCIONb30BaHHE TOMbkO B CeTut |
paboumnx MecTax APYrux cUCTeM (B TOM Yucie U aBTOHOMHBIX [I9BM) 6e3 cooTBETCTBYIOMIEH CAaHKITUH.

6.3.20. Benenne yuera aOOHEHTOB, HOAKTIOUEHHBIX K CeTH, OpraHu3yeTcs B YCTaHABIMBAGMOM B YUpEXACHHUHU (Ha
TIPEATIPUSTHN ) TIOPSIIIKE.

KoHTponb 3a BBINOJIHEHWEM MepomnpusTuii 1o obecneueHnio Oe3omacHocTH wuHpopMammu Ha All Bosmaraercs Ha
anmuHUCTpaTtopoB All, pykoBoauTenell COOTBETCTBYIOIIMX IOJpPA3AEICHUH, ONpPEIeNCHHBIX MPUKA30M [0 YYPEX JCHHUIO
(IpenmpuATHIO), @ TAKXKE PYKOBOIUTEIS CIYKOBI 0€30TIaCHOCTH.

" Ha



7. HPUJIOKEHU A

Mpunoxenue Ne 1
Yr1Bepxkaaio
PykoBoauTens npeanpusTHs

AKT
KaccuduKay aBTOMaTU3UPOBAHHON CUCTEMBI 00padOTKH HHpOpManuu

(HaumeHnosanue aBMOMAMUIUPOSAHHOU CUCTIEMbL)
Komuccus B coctase:
npeJceaaTens:
YJIEHbI KOMUCCHU:
paccMOTpeB HCXOIHBIC NaHHBIE HAa aBTOMATH3HPOBAHHYIO cucTeMy o0OpaboTtku uHpopMmammu (AC) uHaumenosanue ag-
MOMAMU3UpOBaARHOU CUCMeMbl YCIOBUS €€ 3KCIUTyaTannd (MHOTOIIOJIb30BaTEIbCKUH, OTHOIOJIB30BATENBCKUN; C PAaBHBIMA
WIA pa3HBIMHU IIpaBaMHU JOCTyIa K MHGOpMAINH), C yYEeTOM XapakTepa oOpabareiBaeMoil mH(DopMaru (ciryxeOHas TaifHa,
KOMMepdYecKasi TalfHa, MEpCOHATbHBIC JaHHBIE M T.A.) M B COOTBETCTBHU C PYKOBOISIIUMH JOKYMEHTaMH | OCTEXKOMHCCHH
Poccun "ABTOMaTH3MpOBaHHBIC CHCTEMBI. 3alliTa OT HECAaHKIMOHHPOBAHHOTO AoCcTyma K mHpopmarmn. Krmaccudukamms
aBTOMATH3MPOBAHHBIX CHCTEM M TpeboBaHHA 1o 3ammurte nHpopMmannu" u "CrenmanpHble TPeOOBAaHUS M PEKOMEHIAINH II0
TEXHUYECKOi 3amuTe KoHpuneHuuanpuoi uadopmanuu (CTP-K)",
PEHINJIA:
VYcranoButs AC Haumenosanue agmomamu3uposanHotll cucnmemsl KIace 3allUIeHHOCTH
IIpencenarens
HiieHbl KOMHUCCUU

[punoxenne Ne 2
ATTECTAT COOTBETCTBUA Ne
VKA3b18AEMCSL NOTHOE HAUMEHOBANUE ABMOMAMUUPOBAHHOU CUCMEMbl
TpeOoBaHUAM 10 Oe30nacHOCTH MHpOpMaLUK

Boigan " " " T.
1. Hactosmmm ATTECTATOM ynocToBepsieTcsi, UTO: APUBOOUMCSA NOJHOE HAUMEHOBAHUE ABMOMAMUSUPOBAHHOU
cucmembl Kiacca 3allUIIEHHOCTH COOTBETCTBYET TpPEOOBAHUSIM HOPMATHBHOW JOKYMEHTALUH I10

0e30macHOCTH HH(pOPMALIHH.

CocTtaB KOMILIEKCa TEXHUYECKHX CPEACTB aBTOMaTH3UpoBaHHOM cucteMsl (AC), ¢ ykazaHHEM 3aBOJICKUX HOMEPOB, MOJIEIH,
M3TOTOBUTENIS, HOMEPOB CEePTU(HHUKATOB COOTBETCTBHS, CX€Ma pa3MEIIEHHUs B MOMEMICHUSX U OTHOCHUTENIBHO T'PaHHIL
KOHTPOJIMPYEMOH 30HBI, NMEPEYeHb HCIOIb3YEMBIX NMPOTPAMMHBIX CPEACTB, a TaKXe CPEJCTB 3aIIUTH (C yKa3zaHHEM
M3TOTOBHTENSI © HOMEPOB CEPTU(PHKATOB COOTBETCTBHS) YKa3aHbl B TEXHUUECKOM nacriopte Ha AC.

2. OpraHuzanuoHHas CTPYKTYpa, YPOBEHb MOITOTOBKH CIIEIHAINCTOB, HOPMAaTHBHO-METOMUYECKOEe obecrieueHne obec-
MIEYMBAIOT MOJAEpKaHne ypoBHs 3amumieHHocTH AC B mporecce SKCIUTyaTallii B COOTBETCTBHH C YCTAHOBJIEHHBIMHU
TpeOOBaHUAMH.

3. Artrecranuss AC BBINOJIHEHA B COOTBETCTBUHM C TPOrPaMMOH M METOJUKAMH ATTECTAIIMOHHBIX HCIIBITAHUH, yTBEp-

JKJICHHBIMU PYKOBOJAUTEJIEM NPeIIpHATHS (YKa3bIBalOTCS HOMEpa JOKyMEHTOB).

C y4eToM pe3ysbTaToB aTTEeCTAMOHHBIX ucnibiTaHuil B AC pa3zperaercs 00padoTka KoH(UASHIMAIBHOI nHpOpMauy.

5. Ilpwm skcruryatanuu AC 3anpeniaercs:

BHOCHTH U3MEHEHHS B KOMIUIEKTHOCTh AC, KOTOpBIE MOTYT CHU3UTh YPOBEHb 3aLTUIICHHOCTH HH(DOPMAIHIH;

MPOBOIUTH 00Pa0OTKY 3aluiaeMoil HHpopMaIy 0€3 BBIMOJIHEHUS BCEX MEPONPUATHIA 10 3aluTe HHHOPMAIHH;

MOJKIIIOYATh K OCHOBHBIM TEXHHYECKUM CPEACTBAM HelITaTHbIE OJIOKH U YCTPOICTBA;

BHOCHTbH M3MEHEHHUSI B COCTaB, KOHCTPYKIIMIO, KOH(HUTypalHio, pa3MelIeHHe CPEJICTB BHIYUCIUTEIbHON TeX HUKH;

npu 06paboTke Ha [I19BM 3ammmaemoi HHGOPMALIK TOAKIIOYATh U3MEPHUTEIBHYIO allliaparypy;

JIOIyCKaTh K 00paboTKe 3amuIiaemMoil nHGopManuu JInL, He 0pOPMIICHHBIX B YCTAHOBJIEHHOM IOPSIJIKE;

MPOM3BOJUTE KOIMPOBAHUE 3aIlIMIacMOi MH(OpMalnuy Ha HEYYTEHHbIE MAarHWTHbIE HOCHTENN MH(POPMAIMH, B

TOM YHCJIIe JJIsl BpEMEHHOT'O XpaHeH!sI HHPOPMAIIH;

O paboTaTh NP OTKIIOUYECHHOM 3a3EMJICHUH;
o obpabarteBars Ha [I9BM 3ammmiaemyro nHbopManuio mpu o0HAPYKEHUH KaKUX 00 HEMCIIPaBHOCTEH.

6. Konrposb 3a 3PEKTHBHOCTBIO peaIn30BaHHBIX MEP M CPEJICTB 3AIUThI BO3JIAraeTCs Ha HAUMEHOBAHUE CHeYUdIucmad,
noopa3zoenenus no 3awume uHGopmayuu

7. TlomgpoGHbIe pe3yibTaThl ATTECTAIMOHHBIX HUCTBITAHNI MPHUBEICHB B 3aKIIOUYCHUN aTTECTAMOHHON Komucenn (Ne
oT ) M TIPOTOKOJIAX MCIIBITAaHHH.

8. "Arrectar cooTBeTcTBUS" BBLIAH HAa _ roja (JeTr), B TeUeHHEe KOTOPBIX JIOJDKHA OBITH obecredeHa HEU3MEHHOCTb
ycnoBui ¢yHkuonupoBanuss AC M TeXHOJIOrMHM 00pabOTKM 3amiuiiaeMod WHGOpPMAaIM{, MOTYIIMX MOBIHMSTH Ha
XapakTepucTHkH 3amuiieHHoctu AC.

PykoBoauTeNnb aTTeCTALlMOHHON KOMHCCUH O0JIHCHOCD C YKa3aHuem Haumenosanus npeonpusmus, ©.H.0.

LU " n T.

OtMeTkH opraHa Haa30pa:
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Ipnnoxenne Ne 3
ATTECTAT COOTBETCTBMUS Ne
(YKasvleaemcs HAUMEHOBAHUE 3AWULAEMO20 NOMeWeHUs)
TpPeGOBaHUAM 10 6€30NMACHOCTH HHPOPMAINH

n n

Boigan " T.

1.

Hactossmmum ATTECTATOM ymocToBepsieTCsl, YTO HOIHOe HAUMEHOBAHUE 3auUyaemo20 nomeujeHus N yCTaHOBIICH-
HOE B HEM 00OpyIOBaHHE COOTBETCTBYIOT TPEOOBAaHHMSIM HOPMATHUBHBIX JOKYMEHTOB IO 0€30IacCHOCTH WH(pOpMAIHn
(3aximoueHue o pesynpTataM arrectanuu Ne OT ) ¥ B HEM pa3peluaercsl NpoBeJeHNe KOH(PUICHINATBHBIX
MmeporpusiTii. Cxema pa3MelleHHs IOMEIICHHsS OTHOCUTENFHO TpaHUI] KOHTPOJIMPYEMOH 30HBI, IepedyeHb
YCTaHOBJICHHOTO B HEM OOOpPYIOBaHHsS, HCIIOJIb3YEeMBIX CPEICTB 3allUThl MH(OOPMAlUM YKa3aHbl B TEXHUYECKOM
HacropTe Ha 3amumnaemoe nomeenue (311).
YcTaHOBIICHHBIH TOPSAAOK Tosb30BaHus 3I1 1MO3BOJISET OCYIIECTBISTH €ro SKCIUIyaTalHio, PacIOJIOKEHHOTO B HEM
000pyIOBaHUS U CPEICTB 3AIIUTHI B COOTBETCTBUH C TPEOOBAHUAMH I10 3aIIUTE KOHPHUICHIIMATHHON HH(POPMAITIH.
[ToBcenHEBHBIH KOHTPOJb 3a BBINOJHEHHEM YCTAHOBICHHBIX MpaBMiI 3Kciuryatannu 311 ocymecTBuseTcs Haumerosa-
HUe noopasoenenus Ui O0IICHOCHHO20 JUYA, OCYUECMBIAIOWe20 KOHMPOTb.
B 3I1 3ampemaercs IpoOBOINTE PEMOHTHO-CTPOUTENBHBIE PaOOTHI, 3aMeHY (YCTaHOBKY HOBBIX) 3JI€MEHTOB MHTEpHEpa,
BHOCHTh W3MEHEHHS B COCTaB 00OPYJOBaHMS M CPEACTBA 3alIUTHl MH(pOpManuy, 0€3 COINIACOBAHUS C HAUMEHOBAHUE
noopasoenenus Ui O0IICHOCHHO20 IUYA, OCYUEeCMBIAIOWEe20 KOHMPOTb.
JIuno, OTBETCTBEHHOE 3a HKCILTYaTAIHIO 3alUIIAEMOr0 ITOMEIIECHNs, 0043aH0 HE3aMeIUIUTENILHO U3BEIATh HAUMEHO-
samue noopasoeneHus un O0IHCHOCIHO20 TUYd, OCYIECMBIAIOWe20 KOHMPOb.

@) O mpeAnoJara€Mblx pEMOHTHO-CTPOUTCIIBHBIX pa60Tax U U3MCHCHUAX B pasMCIICHUU U MOHTAXE YCTAaHOBJICH-

HOTO O60py[[OBaHI/IH, TCXHUYCCKUX CPCACTB U CUCTEM, CPEJICTB 3alllUThI I/IH(bOpMaIlI/II/I, B MHTCPHEPC MMOMECIICHUA
O O HapylIeHHsX B paboTe CpPeCTB 3alUThl HHYOpMALUH;
o0 0 (haKTax HECAHKIIMOHUPOBAHHOTO JIOCTYIA B IIOMEILICHUE.

PyKOBO,Z[I/ITeIIB aTTeCTaI.[PIOHHOﬁ KOMHCCHUH 00JIHCHOCb C yKazanuem HaumeHoeanus npednpuﬂmuﬂ, D.U.0.

" "

T.

OtMmeTkHn OpraHa HaJa30pa:

Hpunoxenne Ne 4
®dopMa TEXHUUECKOT0 MAaclopTa Ha 3alluiiaeMoe OMEeIeHHE
TEXHUYECKHUU ITACIIOPT Ha 3amumaemMoe nomernenue Ne

CocraBun  Iloonuce cneyuanucma noopasoeieHus: no 3auume uHpopmayuu
OsnakomiieH  [loonuce quya, 0meemcmeeHHo20 3a nomeujeHue

Too

w

9.

NAMSITKA
1o o0ecrnevyeHUI0 pe:kuMa 0e30MACHOCTH U IKCIUIyATALMU 000PYyA0BAHMS, YCTAHOBJIEHHOIO B 32-
IUIAEMOM NOMeNneHuH Ne
(ITpumepHBIi TEKCT)
OTBETCTBEHHOCTb 332 PEKUM 0O€30macHOCTH B 3amummaeMoM momerieHnd (3[1) u mpaBMIIBHOCTH HCIIONB30BAHUS yCTa-
HOBIICHHBIX B HEM TEXHHUYECKHX CPEIICTB HECET JIMIIO, KOTOPOE TIOCTOSHHO B HEM pabOTaeT, WIH JINIIO, CIIEIHAIEHO Ha TO
YIOJTHOMOYEHHOE.
YcTaHoBKa HOBOTO 00OpyaoBaHMs, MeOeIl U T.M. WM 3aMEHa WX, a TaKKe PEMOHT MOMEIICHUS JTOJMKHBI MPOBOAUTHCS
TOJIBKO TI0 COTJIACOBAHMIO C MOAPa3IeeHneM (CIeMaTUCTOM) TI0 3aIuTe HHQOPMAIUU MTPEITPUSITHUSI.
B Hepabodee BpeMsi OMEIEHHE TOJKHO 3aKPhIBATHCS HA KITIOY.
B pabodee Bpems, B cnydyae yxoJa pPyKOBOJUTEINS, TIOMEUIEHUE TOJKHO 3aKphIBAaThCS Ha KIIOY WM OCTaBJSITHCS IO
OTBETCTBEHHOCTH JIMI HA3HAYEHHBIX PYKOBOAHUTEIEM MOAPA3/ICICHHMS.
[Ipu mpoBexeHNN KOH(GUACHIINAILHBIX MEPOIPHUATHI OBITOBasl paJHoaIapaTypa, YCTaHOBICHHAS B MOMEIICHUH (Tele-
BH30PEI, PATUONPUEMHHKH U T.I1.), JTOJDKHA OTKIIFOYATHCSI OT CETH JICKTPOIUTAHUS.
JIOIDKHBI BBITTONHATHCS MPEIIMCAHUS HA SKCILTYyaTAIlHI0 CPEJCTB CBS3H, BBIYMCIUTEIBHON TEXHUKH, OPTTEXHUKH, OBITO-
BEIX IPUOOPOB | AP. 000PYIOBAHHS, YCTAHOBICHHOTO B IIOMCIIICHHH.
3anpemaercs ucnons3oBanue B 311 pagrorenedoHOB, OKOHEUHBIX YCTPONCTB COTOBOM, MEHIKUHTOBON U TPAHKUHIOBOM
cBsi3u. [Ipu ycranoBke B 311 TenedoHHBIX H (HAaKCUMUIBHBIX anmapaTroB C aBTOOTBETYUKOM, CIUKEP(HOHOM U UMEIOITUX
BBIXOJI B Topojickyto ATC, ciemyer OTKIIOYATh 3TH allaparbl Ha BpeMs POBeACHHsI KOH(PHACHIINATbHBIX MEPOTIPUSTHH.
IToBceHEBHBIN KOHTPOJIb 32 BHIMOJTHEHHEM TPeOOBAaHUH 110 3aIUTE TOMENIEHUS OCYIIECTBISIOT JIUIIA, OTBETCTBEHHBIE 32
ITOMEIICHUE, U CITy’k0a 6€30MaCHOCTH MPEANPHUITHS.
IMepnogudeckuii KOHTPOJIb d(PPEKTUBHOCTH MEp 3AIIUTHI TOMEHICHHsI OCYIIECTBISETCS CIEIUATUCTAMU IO 3al[UTe
nHpOPMAaLNH.

le/lMe‘laHI/le: B MaMATKY uenecoo6pa3Ho BKJIHOYATh U APYrue CBCJACHNA, YUUThIBAOIINC 0COOEHHOCTH YCTaHOBJICHHOI'O B 311
O60pyﬂOBaHI/IH; ,HeﬁCTBI/ISI nepcoHala B cCliy4dac Cpa6aTBIBaHI/I$I YCTaHOBHeHHOfI B TMNOMCHICHUHN CHUTHAJIU3AlWH, TOPSAIOK
BKJIHOYCHUA CPEACTB 3allIUThI, OPTaHU3aIITUOHHBIC MEPHbI 3allIUThI U T.II.

Bun

INEPEYEHDb OBOPYJOBAHUA, YCTAHOBJIEHHOI'O B IOMEILIEHUH

obopymno- VYuernniii(3aB.) Jlara ycra- Kiacc TC (OTCC unu CBenenust mo cepTU(HKAIMK, CIELHCCIIeNO-

Tun

BaHUs HOMEp HOBKHU BTCC) BaHUSAM U CIIELIIPOBEPKaM



MEPBI 3AIUTHI THO®OPMALIUN

(mpumep)

1. Tenedbonnslit anmmapaT kommyTaTopa nupektopa (mHB.Ne 15). BeimomHeHb! TpeOoBaHMS MPEANMUCAHNS Ha SKCILTyaTaIHIo:
(ITepeveHb MpeAyCMOTPEHHBIX MEP 3aIIUTHI COTJIACHO MPEAMUCAHUIO).

2. Tenedonnsni anmapar Ne 6-56. Ha nmuHuIo ycTaHOBIIEHO 3amMTHOE yeTpoiicTBo "Curaan-5", 3aB.Ne 01530.

3. Ilynbt kOMMyTaTOpa. BhInonHeHs! TpeOoBaHus TpeaAncanus Ha skciutyatanuio: ([lepeueHp IpenrycCMOTPEHHBIX Mep
3aIIUTHI COTJIACHO MPEANUCAHUIO).

4. Yacsl aneKkTpoHHBIE. BhIoaHeHb! TpeOoBaHus Npeanucanus Ha sxcrutyatanuio: (Ilepedens mpeaycMOTpeHHBIX Mep
3aIIUTHI COTJIACHO MPEANUCAHUIO).

5. Bxopx B momMerieHue 060pyJ0BaH TaMOYpOM, JIBEpH JIBOMHBIE, OOIIMTHI CJIOEM BaThl U iepMaTuHa. J[BepHbIe PUTBOPHI
HMEIOT PE3MHOBBIC YIUIOTHEHHSI.

6. JlocTymn K BEHTHISLMOHHBIM KaHajaM, BEIXOSIIMM Ha YepAaK 3JaHusl, HOCTOPOHHMX JIMI HCKJIIOYEH (TIPUBOJISATCS

MIPEAYCMOTPEHHBIE TSI TOTO MEPHI).

OTMeTKa 0 IPOBepPKe CPeACTB 3aIUThI
Bun o6opynoBanuss ~ YuerHwlid Homep  Jlara mpoBepku  Pe3ynbrarhl mpoBepku ¥ Ne OTYETHOTO JOKyMEHTa

Pe3yJ’l]>TaT])l ATTECTAIMOHHOI'0 U IIEPUOANYECCKOI0 KOHTPOJIA MOMEIICHUSA

Pe3yJ'IBTaTLI aTTCCTAllUN WK NCPHUOANYCCKOr0 KOHTPOJIA, Ne oTtueTHOTO HO,I[HI/ICL TIPOBEPALO-

I[aTa IIPOBCACHUA
JAOKYMCHTA mIero

IIpnnoxxenue Ne S
®dopMa TeXHUYECKOT0 MACTIOPTA HA ABTOMATH3HPOBAHHYIO CHCTEMY

YTBEPXIAIO
PykoBoauTens aBTOMaTH3UPOBAHHON CHCTEMBI

T.
TEXHUYECKHWA TACIIOPT
YKa3b18aemcs noJIHOe HAUMEHO8AHUe A8MOMAMUZUPOBAHHOU CUCEMbL

PA3PABOTAII

COI''TACOBAHO
IpencraButesns moapa3iesICHUS
0 3a1uTe HHPOpMaIK

T.

(I'00)

1.
1.

O6mue ceenenns oo AC
1. HaumenoBanne AC: noanoe naumernosarue AC

1.2. Pacnonoxernue AC: adpec, 30anue, cmpoetue, 3maic, KOMHAMbl
1.3. Knace AC: nomep u oama axma xraccugpurayuu AC, xnacc AC

2.

CocraB obopynoBanust AC

2.1. Coctas OTCC:
Tabnmna 1
NEPEYEHD
OCHOBHBIX TEXHHYECKHUX CPeICTB U CHCTEM, BXOASIIMX B cocTaB AC
Ne n/mt Tun OTCC 3aBozcKOif HOMep CaeneHns 1o cepTH(GHUKALNH, CIICIIICCICIOBAHUAM 1

CIICOITPOBEpPKaM

2.2. CocraB BTCC o0Obekra:
Tabimma 2

HEPEYEHDB
BCIOMOraTeIbHbIX TEXHHYECKHX CPeCTB, BXOAAIUX B cocTaB AC

(cpencTB BRIYMCIUTEIHHON TEXHUKH, HE YIACTBYIOIINX B 00padoTKe KOH(UACHITHAIFHON HH(DOpMAaInN)
Ne  Tun BTCC 3aBoJCKOI HOMEp IIpumeuanue
/I

2.3. Ctpykrypa, Tornonorus u pazmenicane OTCC 0THOCHTENBEHO IpaHUIl KOHTPOJIUPYEMO 30HBI 00BEKTA!

O  CTPYKTypHas (TOIOJIOTMYEcKas)) cXxeMa C yKa3aHHeM MH(OpPMalMOHHBIX CBs3EH MEX1y YCTPOHCTBAMM; CXeMa pas-
Mmemenus u pacnonoxernss OTCC Ha 00beKTe ¢ MPUBSI3KOH K 'paHUI[aM KOHTPOJIMPYEMOW 30HBI, CXeMa MPOKIAIKH
JIMHUI nepeaun KOHQUICHHATbHOH HH(POPMAIMK C IPUBSI3KOW K rPaHULIAM KOHTPOJIMPYEMOH 30HbI 00BEKTa.



2.4. Cucrtembl JIEKTPONUTAHUS U 3a3€MJICHUSL:

o cxembl anektporutanus u 3azemiieHHs OTCC ob6bekra. CxeMbl MPOKIAAKK Kabelleld u MMHBI 3a3eMiieHusT. CXeMBbI
pacroioKeHuss TPAaHC(HOPMATOPHOW TOACTAHIIMM W 3a3eMJLIIOIIMX YCTPOHCTB C TMPHBS3KOM K TpaHUIAM
KOHTPOJHPYEMO 30HBI 00BbekTa. CXeMBI 3JIEKTPOIIUTAHHS PO3ETOYHON M OCBETHTENBHON ceTH 00bhekTa. CBEICHHUS O
BEJIMYMHE COIIPOTHBIICHUS 3a3eMJLSIOIIETO YCTPOWCTRA.

2.5. CocTaB cpeacTB 3aUIuTH HHPOPMALIUH:
Tabnmma 3
IHNEPEYEHb
CpeAcTB 3auuThl HHGoOpManuy, ycTaHoBJIeHHBIX Ha AC

Ne HammenoBamme w TtHn wm3aBoackoit Ceemenms o Mecto m mata yc-
/T TEXHHYECKOTO CPEIICTBa HOMEDP CepTU(UKATE TAHOBKU

3. CBenenus 00 aTTectanun 00beKTa MHPOPMATH3AINH HAa COOTBETCTBHE TPEOOBAHUAM 110 0€30IaCHOCTH HH()OPMAITHH:
O HHBEHTapHbIE HOMepa aTTecTaTa COOTBETCTBHUS, 3aKIIOYCHHS IO PEe3yJbTaTaM aTTeCTalllOHHBIX
UCIIBITAHUH, IPOTOKOJIOB MCIIBITAHHI U JaThl HX PETUCTPaLIUH.
4. Pe3ynbTaThl IEPHOIUYECKOTO KOHTPOJIA.

Tabmuma 4
Jara  mpoBe- HauMeHOBaHKE OpraHU3allny, NPOBOAUBILCH TPOBEPKY Pe3ynbraThl MpOBEPKH, HOMEP OTYETHOI'O
IIEHHS JIOKYMEHTa

Jluct peructpauny U3MEHEHUI

IIpunnosxenue Ne 6
[IpumMep TOKYMEHTAIEHOTO O(OPMIICHHS IEPEIHS CBEICHIH KOH(PHUICHIINAIEHOTO XapaKTepa
st ciry»eOHOTO OJTH30BAHUS
OKk3. Ne
YTBepxaaro
PykoBoauTens npeanpusTus

(®.1.0.)
n " T
NEPEYEHDb
CBeJleHNH KOH(PUIEHINAJIBHOI0 XapaKrepa
Ne . Tunel JOKYMEHTOB, I'/ie BO3MOXHO IIOSIBJIEHUE CBEICHUN
HaumenoBanue cBeneHui
n/m KOH(HICHIIMATLHOTO XapaKTepa

CBezieHHMs PacKpBIBAIOIIUE CHCTEMY, CPEICTBA 3aIINTHI
1. napopmanuu JIBC mpennpustus ot HC/I, a Takxe 3Ha-
YEeHMs JEHCTBYIOIIUX KOJOB U NapoJIeil.
2 CBOJHBIN MepedeHb paboT NpeAnpUsITHS Ha IEPCIEKTHUBY,
' Ha To1 (KBapTa).

PyKoBOICTBO 110 3aluTe KOHPHICHIIUATLHOW HHBOpMAIH
npeanpusaTus (YIperkIeHNs).
ITman paboT npeInpuATHS HA TIEPCIIEKTUBY.

o cT. 6, m. 2 @3 PD “O6 mHAMBHAYaTbHOM (TIEPCOHU(UIIN-
CaejieHusI, COIEPIKAIIMECS B JIMIEBBIX CUETaX MAMIIMKOB

3. POBAaHHOM) y4eTe B CHCTEME TOCYAapCTBEHHOTO IMCHCHOH-
CTPaxOBBIX B3HOCOB. »
HOTO CTpaxoBaHUs .
cT. 6, m. 2 @3 P® “O6 mHaMBHOYaNbHOM (TIEPCOHUDUIIH-
CBeneHHs, ComeprKaliuecs B MHIUBUIYAIHLHOM JIAIICBOM
4. POBaHHOM) ydeTe B CHUCTEME€ TOCYJapCTBEHHOTO IMEHCHOH-
cYeTe 3aCTPaxoBaHHOTO JIUIIA. »
HOTO CTpaxoBaHUs .
OcHOBHBIE TMOKa3aTeNu 3a/JlaHds Ha NPOEKTUPOBAHUE
5 komiutiekca (yctaHoBku). HOY-XAY texnonoruu - pasz-TT3 u TOO. Texandeckas JOKyMEHTAIUS ¢ IOMETKON “J1ist

JIMYHBIE TEXHUYECKIE, KOMMEPUECKHE U APYTHe CBEACHHUS, CIIyKEOHOTO TIOIb30BaHUS .

0 OpMJICHHBIE B BUIC TEXHUIECKOHN IOKYMEHTAIINH.

MCTO)II/I‘-IQCKI/IC MaTepuralbl, TUIIOBBIC TEXHOJIOTHYCCKUE U
6. KOHCTPYKTHUBHBIE DEIICHHS, pa3paboTaHHBIE Ha Mpen- MeTOANKH, MPOEKTHAs U KOHCTPYKTOPCKAs TOKYMEHTAIIHS.
MPUATHHA U UCIIOJIB3YEMBIC TIPU IMTPOCKTUPOBAHUH.
TpeboBanust Mo obecreueHHI0 coxpaHeHHs ciayxeOHol [Tman pabot npennpustus Ha nepcnexTuBy. Pasmen TT3 Ha

7. .
TaifHBI IPH BBITIOTHEHUH PadOT Ha MPEIIPUATHH. HUP (HUOKP).
8 [opsinok mepemaun ciykeOHOM MH(pOpMaILMK OrpaHu- PyKOBOACTBO 1O 3amuTe KOHPUACHIMAIEHONH MH(MOPMAaLH
" YeHHOTO PacIpOCTPaHEHHS APYTUM OPTaHH3ALUSIM. npeanpusaTus (YIperkIeHHS).

Hpnnoxenne Ne 7

Knacchr 3AIUIIEHHOCTH OT HECAHKIITMOHUPOBAHHOI'O J0CTYIA K I/IH{hO[)Ma[!I/II/I

Mpusoxenue Ne 8
OcCHOBHBIE HOPMAaTHBHEIE ITPABOBBIE aKTHl M METOJMYECKUE TOKYMEHTHI 10 3aIIiTe KOH(DUACHINAIEHOW HHPOPMAIIHH.
1. ®enepanbhsbiii 3akoH oT 20.02. 95 1. Ne24-D3 "O6 urdopmarmm, nHGOPMATHU3aIMN U 3aIIUTe HHPOpMAIUU'.


http://daily.sec.ru/dailypopupimg.cfm?uid=15773

agrwN

e

10.
11.
12.
13.
14.
15.
16.

17.
18.

19.
20.
21,
22,
23.
24,
25.

26.

27.
28.
29.
30.

31.
32.
33.
34.

35.
36.

37.

38.

39.
40.
41.

®Denepanprbiil 3ak0H 0T 04.07.96 1. Ne85-D3 "O6 yuacTnu B MEKAYHAPOTHOM HH(DOPMAITHOHHOM 0OMeHe".
®denepanbublit 3ak0H OT 16.02.95 1. Nel15-D3 "O cBsizn".

®denepanbHbIil 3ak0H OT 26.11.98 1. N 178-D3 "O nuiieH3upOBaHUN OTIEITHHBIX BUIOB JAeSITSILHOCTH" .

Vka3 Ilpesunenta Poccuiickoit @eneparmnm ot 19.02.99 1. Ne 212 "Bompocsr 'ocynapcTBeHHOW TEXHHYIECKOH KO-
muccuu npu [Ipesunente Poccuiickoit @eneparim’.

"JlokTprHa WHpOpMannOHHOW Oe3omacHocTH Poccmiickoit @enepanum”, yrBepxknaeHa IIpesmmentom Poccuiickoit
®Deneparun 9.09.2000 r. Ne [Ip.-1895.

Vxa3 Ilpesunenra Poccuiickoit ®@enepannu ot 17.12.97 r. Ne 1300 "Konnenuust HanpoHanbHOU Oe3omacHoctu Poc-
cuiickoit denepauun” B penakiuu ykasa [Ipesunenra Poccuiickoit ®deneparuu ot 10.01.2000 r. Ne24.

Vka3 Ilpesunenta Poccuiickoit @enepanun ot 06.03.97 r. Ne 188 "IlepeueHp cBepeHHMi KOH(UAEHIMANIBLHOTO Xa-
pakrepa.

[ocranoenenue [IpaBurensctBa Poccuiickoit @eneparmu ot 03.11.94 r. Nel1233 "[lonoxkeHue o mopsiake oOpariie HUs
co ciry>xe0HOIt nH(popManyeii OrpaHHYCHHOTO PACIIPOCTPAHECHHUS B (peIepatbHBIX OPTaHOB UCIIOMHATENFHON BIAacTH'.
Pemenne N'ocrexkomuccun Poccrm 1 @AIICU ot 27.04.94 r. Ne 10 "TTonoxkeHue 0 ToCyJapCTBEHHOM JIMIICH3UPOBAHUHT
JIESTeTPHOCTH B O0JIACTH 3aIIUTHI HHPOpManuu'" (C JOTOTHEHUEM).

ITocranoenenne I[IpaBurenscTBa Poccmitckoit @eneparmm ot 11.04.2000 1. Ne 326 "O "nmumeH3upOBaHUH OTAEIHHBIX
BHIIOB JAEATEILHOCTH".

"COOpHHK pPyKOBOJSAIINX JOKYMEHTOB IO 3aIIUTE HHPOPMALNU OT HECAHKIIHOHUPOBAHHOTO nocTymna" ['ocTexkoMuccus
Poccun, Mocksa, 1998 T.

I'OCT P 51275-99 "3ammra unpopmarmu. OobexT nHpopMaTH3anuu. DakTopbl BO3AEHCTBYIONIME HA HHPOPMALHIO.
O6urme nongoxeHus"

I'OCT P 50922-96 "3amura napopmarmn. OCHOBHBIE TEPMUHBI U ONpenesieHus"

I'OCT P 51583-2000 "ITopsnok co3aHusl aBTOMAaTU3UPOBAHHBIX CUCTEM B 3aIIUIIIEHHOM HCIIOJTHEHUH"

I'OCT P 51241-98 "CpenctBa u cucteMbl KOHTpOJISt U ypaBiieHus: noctynom. Knaccugpukauus. O0mine TexHUIecKue
TpeOoBaHUs. MeTOABI HCITBITAHMHA'".

T'OCT 12.1.050-86 "Metonsl n3MepeHus mIyMa Ha pabodmnx Mecrax".

T'OCT P UCO 7498-1-99 "UudopmannoHHAs TEXHOJOTHA. B3anMMOCBS3h OTKPHITHIX CHCTeM. bazoBas 3TaioHHas
mozenb. Yacth 1. ba3oBast mozenn".

T'OCT P UCO 7498-2-99 "UudopmannoHHAs TEXHOJOTHS. B3amMOCBs3b OTKPBHITHIX cHcTeM. ba3oBas 3TajoHHas
Mozenb. YacTs 2. ApXUTEKTypa 3aluThl HHPOpMAuH'".

I'OCT 2.114- 95 "Enunas cucteMa KOHCTPYKTOPCKOM OKyMeHTaIuy. TexHudeckue ycaoBus'.

I'OCT 2.601- 95 "Enunas cucteMa KOHCTPYKTOPCKOM JOKyMEHTAIuH. JKCIUTyaTallHOHHbIE JOKYMEHTHI'".

I'OCT 34.201- 89 "HudopmarrionHas texHonorus. Kommiekc craHiapToB Ha aBTOMaTH3MPOBAHHBIE CHCTEMBL. Bubl,
KOMIUIEKTHOCTh U 0003HAa4YE€HHE JIOKYMEHTOB IIPH CO3AaHUU aBTOMATH3UPOBAHHBIX CHCTEM".

I'OCT 34.602- 89 "MudopmanmoHHas TexHoiorus. Komiuiekc CTaHIapTOB Ha aBTOMAaTHU3MPOBAHHBIE CHCTEMBI.
TexHn4eckoe 3a/laHne Ha CO3/IaHUN aBTOMAaTH3UPOBAHHBIX CHCTEM".

T'OCT 34.003- 90 "UuadopmanmonHas TexHOJOrHs. KOMIUIEKC cTaHAapTOB Ha aBTOMATH3HPOBAHHBIC CHCTEMBI. AB-
TOMAaTH3UPOBAHHBIE CUCTEMBI. TepMuHBI 1 onpesieneHus" .

P/ T'occranmapra CCCP 50-682-89 "Meromuueckue ykazanus. MHbopMarmonHast TexHomorus. KoMIuieke cTannapToB
Y PYKOBOJSIINX JOKYMEHTOB Ha aBTOMATH3HPOBaHHbIE cCTeMBbl. O0IIIe TToJI0KeHns "

P Toccranmapra CCCP 50-34.698-90 "Meromuueckue ykazaHus. MHbopMmarmonHass TtexHomorus. Kommiekc
CTaHIAPTOB M PYKOBOJIIMX JOKYMEHTOB Ha AaBTOMATH3MPOBAaHHBIC CHUCTEMBL. ABTOMAaTH3MPOBAaHHBIE CHUCTEMBI.
TpebGoBaHM K CONIEPKAHUIO JTOKYMEHTOB'".

PJI T'occrannapra CCCP 50-680-89 "Meroauyeckue yka3aHusi. ABTOMAaTH3MpOBaHHbIE cucTeMbl. OCHOBHbBIE I0JIO-
JKeHud".

I'OCT 34.601- 90 "MudopmauronHas TexHoyiorus. Komruiekc craHzapToB Ha aBTOMAaTH3MPOBAaHHBIE CHUCTEMBI. AB-
TOMaTH3UpPOBaHHBIC cUCTeMBbl. CTaaust cozmaHus"

T'OCT 6.38-90 "Cucrema opraHH3allMOHHO-PACTIOPAIUTENBHON JoKyMeHTamu. TpedoBanus K 0hopMIIeHHIO" .

I'OCT 6.10- 84 "YHuduuupoBaHHbIE CHCTEMBI NOKyMeHTaluH. [IpupaHue MOpUIMYEcKOH CHiIbI JAOKYMEHTaM Ha
MAIlIMHHOM HOCHUTENIE M MaIIMHOTpaMMe, CO3JaBaeMbIM cpencTBaM BbruucinutensHol Texnuku, ECKJ, ECIIA u
ECTAO".

I'OCT P-92 "Cucrema ceprudukaryn I'OCT. OcHOBHBIE MOT0XKEHHS" .

T'OCT 28195-89 "Omenka kauecTBa MPOrpaMMHBIX cpencTB. OOIue moaoxKeHus " .

T'OCT 28806-90 "KagyecTBO mpOrpaMMHBIX CpeACTB. TepMUHBI U ONIpeiecHus " .

T'OCT P UICOWMDBK 9126- 90 "Uudopmaronnas TexHoaorus. OneHka mporpaMMHOM MpoayKIuK. XapaKTepuCTHKA
KadecTBa M PYKOBOJCTBA MO UX MIPUMEHEHHUIO" .

T'OCT 2.111-68 "HopMoKoHTpOIB".

T'OCT P 50739-95 "CpenctBa BBIYMCIWTENBHON TEXHHMKH. 3allUTa OT HECAHKIMOHUPOBAHHOTO IOCTyHa K WHGOp-
manuu'.

P/1 T'ocrexxomuccun Poccun "3amura oT HeCaHKIMOHUPOBAHHOTO goctyna K uHdopmanuu. Yacts 1. [Iporpammuoe
obecrieueHne CpeicTB 3amuThl MHpOpManmu. Kinaccudukamus 1Mo ypoOBHIO KOHTPOJS —HEJEKJIapUPOBaHHBIX
Bo3MokHOcTel", MockBa, 1999r.

P/ T'ocrexxomuccuu Poccum "CpencrBa 3amutbl mHGopManmu. CrenuanbHbIe OOIINEe TEXHUYECKHE TpeOOBaHUS,
HpeabsBIsIEMbIE K CETEBBIM ITOMeXonoAasisiiomuM ¢uibrpam", Mocksa, 2000r.

T'OCT B 15.201-83 "TakTuko-TeXHHUECKOe (TEXHIMUECKOe) 3a1anne Ha BoimosiHeHne OKP".

T'OCT B 15.101-95 "TakTuko-TeXHHUECKOE (TEXHMUECKOE) 3a1aHne Ha BoimoyiHeHne HUAP"

T'OCT B 15.102-84 "TakTuKO-TeXHHUYECKOE 3a/IaHE Ha BBHITOJIHEHNE aBaHTIPOeKTa"
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I'OCT B 15.103-79 "Ilopsnok BBINOTHEHUs aBaHIIpoekTa. OCHOBHBIE HOJIOKEHHUS "

T'OCT B 15.203-96 "Tlopsinok BermosHeHUsI OKP. OcHOBHBIE MONTOXKEHHS"

Pemenue I'octexkomuccun Poccun ot 14.03.95 1. Ne 32 "TumnoBoe monoxenune o Coete (TexHHUECKOH KOMHUCCHH)
MUHHCTEPCTBA, BEIOMCTBA, OpraHa TOCYJapCTBeHHOH Biacth cyOwpekra Poccmiickoit @Denmepamuym Mo 3aimuTe
MH(pOpMALMH OT HHOCTPAaHHBIX TEXHMYECKHX Pa3BENOK M OT €€ YTEUKH [0 TEXHUYECKIM KaHanam'".

Pemenne I'ocrexxomuccun Poccnm ot 14.03.95 1. Ne 32 "TumoBoe MOJIOXKEHHE O TOAPA3ICICHUH IO 3allUTe HH-
(opmar OT MHOCTPAHHBIX TEXHUYECKHX Pa3Be JOK M OT €€ YyTEUKH 110 TeXHHYECKHM KaHajlaM B MHHHCTEPCTBaxX U
BE/IOMCTBAX, B OpraHax rocyJJapcTBEHHOMH BiiacTu cyobekToB Poccuiickoii deneparyn'.

Pemenne I'ocrexxomuccun Poccuu ot 14.03.95 r. Ne 32 "TumoBoe MojioXkeHHE O NMOAPA3JENCHUU IO 3alllUTe HH-
(opma OT MHOCTPAHHBIX TEXHUYECKUX Pa3Be JIOK M OT €€ YTEYKH MO TEXHHUYECKUM KaHajiaM Ha MpPEANpUsITHH (B
YUpEKACHUH, OpraHu3anum)".

CanlluH 2.2.2.542-96 "I'uruennueckue TpeOOBaHMS K BUACOJUCIUICHHBIM TepMUHAJIAaM, IIEPCOHAIBHBIM JJIEKTPOHHO-
BBIYHCIINTEIBHBIM MAIlIMHAM ¥ OpTaHU3aLHsl paboThI'".

T'OCT P 50948-96. "CpenctBa oToOpaxeHnss HHGOPMAIMK HHINBHIYaJIHHOTO MOJB30BaHMsA. O0IIHe S)prOHOMUYE CKUE
TpeOoBaHUS U TpeOOBaHUS OE30ITaCHOCTH .

T'OCT P 50949-96 "CpenctBa oToOpakeHUs HH()OpMAIM WHAWBUAYAIEHOTO IMOJB30BaHMSI. MeTombl M3MepeHHH U
OIICHKH 3PTOHOMHYECKMX apaMeTPOB U MapaMeTpoB Oe3omacHoCTH. "

T'OCT P 50923-96 "Pabouee mecto omeparopa. OOmue sproHoMudeckre TpeOoBaHHUS W TPeOOBaHHS K MPOU3BOJICT-
BEHHOH cpenie. MeTos! u3mMepeHus."

Pemenne I'ocrexkomuccun Poccun ot 03.10.95 r. Ne 42 "TuroBbie TpeOOBaHUs K COJIEPKAHUIO U MOPSIKY pa3padbOTKu
PykoBozcTBa 1o 3aimure HHGOPMAIMK OT TEXHUYECKUX Pa3BEIOK U €€ YTEUKH 10 TEXHUYECKUM KaHajaM Ha o0bekTe".



